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Introduction 

The learning materials for face to face „Industry 4.0 in healthcare “training course are 

reported in this booklet as part of „Industry 4.0 in healthcare“  international blended learning 

course. The learning materials constitute the second pillar of the blended-learning course, 

the on-line materials being the other one that completes the course. The online course                       

``Industry 4.0 in healthcare`` can be attended here: 

https://sites.google.com/view/hi40/results/lms in English, Lithunian, Polish, Romanian, 

Spanish languages. 

The training is mainly addressed to VET teachers, trainers and mentors and VET providing 

organizations, VET students/learners, healthcare personnel in order to equip the 

professionals with the necessary knowledge, skills and competences to provide better 

training and change amongst the target group. 

The booklet contains the training materials organized in 10 training modules. Each module 

was developed by one of the project partners, and is resumed in a table presenting the main 

information needed to conduct the course and how to use the teaching materials.  

 Training module Number of 

hours 

Module I Introduction to Industry 4.0 1h 30 min 

Module II Industry 4.0-concepts and technologies relevant for 

healthcare 

1h 30 min 

Module III Internet of things for medical applications 1h 30 min 

Module IV 3D printing in medical applications 1h 30 min 

Module V 3D simulation in medical applications 1h 30 min 

Module VI Robotics for medical applications 1h 30 min 

Module VII Virtual and Augmented Reality for medical applications 1h 30 min 

Module VIII Impact of Industry 4.0 on the healthcare jobs 1h 30 min 

Module IX Trends in using Industry 4.0 in medical applications 1h 30 min 

Module X Data and Systems Security for medical applications 1h 30 min 

At the end of each module participants are invited to complete the questionnaire, and it’s an 

opportunity for participants to provide feedback on their experience of the individual 

modules they have taken. 
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The course is intended for 2 days intensive activity but can also be spread in a wider interval 

of time.  

 

Module I. Introduction to Industry 4.0 

 

GENERAL GOAL(S): 

 

The general aim of these activities is to lay the foundations of what 

Industry 4.0 is, what its evolution has been, knowing how to recognize 

what type of technologies are associated and what their benefits are, as 

well as their implementation in the real world. 

LEARNING 

OUTCOMES 

(general): 

 

 

 

By the end of the module, participants will be able to:  

o Explain the concept of industry 4.0, design principles, and goals. 

o Explain the history of the development of the Industrial Revolutions 

o List and compare the benefits of Industry 4.0 technologies 

o Analyze the challenges in the implementation of Industry 4.0 

METHODS: Gaming, Interactive activities, brainstorming, directed discussion 

 

DURATION: 

 

90 minutes 

RESOURCES 

NEEDED: 

 

E.g. whiteboard, computer, overhead projector, mobile phones, laptops, 

Menimeter, Edpuzzle, Kahoot, Flashcards,  

 

SCENARIO FOR 

FACE TO FACE 

TRAINING: 

 

 

Section 1 (15 minutes) 

Trainer asks participants to take out their mobile and connect to this web 

page https://www.menti.com/ and will give them a code to access. 

 

The following question will appear on the screen: What words do you 

associate with industry 4.0? At this time, each student can insert up to 3 

words that come to mind related to the proposed topic. The words appear 

on the board and as they are repeated, their letters get bigger. It is a visual 

way of brainstorming. 
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From the brainstorming the trainer writes the definition of industry 4.0 

to the top of the white board. This definition has to be simple. 

For example: the trend towards automation and data exchange in 

manufacturing technologies and processes which include cyber-physical 

systems (CPS), IoT, industrial internet of things, cloud computing, 

cognitive computing, and artificial intelligence.  

Next, students are given a sheet on which there is an activity to link 

concepts. See the activity in this link. 

Watch the vídeo:  

https://edpuzzle.com/media/620bc40fc0e36d43051247    and answer 

the questions.  

Scenario for a 

timelime activity  

and a crossword 

 

 

Section 2: (25-30’)  

1. Students have to create a timeline of industrial revolution history 

in order to consolidate their knowledge about the 4 types of 

historical revolutions. Previously, they have to fill a table to help 

them order their ideas. 

2. They can also complete their learning by doing a crossword puzzle 

with terms related to the industrial revolution. 

 See the activities in this link  HISTORY DEVELOPMENT 

 

Scenario for find 

your match! and 

kahoot 

 

 

   Section 3: (25-30’) 

1. Two gaming activities will be developed to emphasize the benefits 

of each 4.0 industrial technologies. After a brief explanation of the 

benefits of the list of the industry technologies 4.0 the trainer will 

get them to participate in two different activities.  

2. The first activity named “find your match!” is aimed to foster the 

interrelationship, communication, interaction between students. 

They will also have a better knowledge of industry technologies 

benefits. We will divide the group into teams. The trainer will give 

one team a set of colored flashcards with depicted industrial 

technology. The other team will have another set of colored 

flashcards with described benefits of each of the technologies. 

They will be distributed randomly and each student will have to 

find one or more benefits for each of the technologies depicted. 

https://en.wikipedia.org/wiki/Automation
https://en.wikipedia.org/wiki/Cyber-physical_system
https://en.wikipedia.org/wiki/Cyber-physical_system
https://en.wikipedia.org/wiki/Cyber-physical_system
https://en.wikipedia.org/wiki/Cloud_computing
https://en.wikipedia.org/wiki/Cognitive_computing
https://docs.google.com/document/d/1xFeCLr9dpKj_ePDtyZNq3xFfGHUdPve4fGap0tz4YnY/edit?usp=sharing
https://edpuzzle.com/media/620bc40fc0e36d43051247%20%20%20%20and
https://docs.google.com/document/u/0/d/1ZtX_SMUD7ahs2CtAHs3DaPhvR0Bg5LuvgnfkwmfarRg/edit
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3. To consolidate the learning process the trainer will now suggest a 

game. Kahoot gaming is a sort of quiz where each student with 

their own electronic/internet devices (tablet or phone) have to 

take a multiple choice cloze test. Trainer will ask participants to 

take out their mobile and connect to the following web page 

https://play.kahoot.it/v2/?quizId=4e7165f6-f9be-4e9f-9edb-

15965c509229 and will give them a code to access after selecting 

“classic mode”. 

They will have to answer the questions/comments that will be 

accompanied with an image of the industrial technologies listed.  

Scenario for to 

classify benefits 

and find pros and 

cons of the 4.0 

Industry 

 

 

        Section 4: (20’) 

1. In this part, we have created two activities in Wordwall, to 

consolidate the different concepts: 

 
2. The first activity has been designed so that students can classify 

the different benefits of each challenge. 

3. They will have to scan the following QR, with their mobile phone: 

 
And they will have to place each benefit with their challenge 

 

4. The second activity is more dynamic: It’s a maze chase. In this 

activity, they will do the same procedure as before: 

 
And once there, they will have to look for the pros and cons 

of the implementation of the industry, being careful not to 

make mistakes and that the ghost will eat us. 

https://play.kahoot.it/v2/?quizId=4e7165f6-f9be-4e9f-9edb-15965c509229
https://play.kahoot.it/v2/?quizId=4e7165f6-f9be-4e9f-9edb-15965c509229
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Brief introduction to the curriculum: objectives and expected learning outcomes 

The aim of the module is to:  

• Lay the foundations of what Industry 4.0 is 

• Get to know the evolution of industry revolutions.  

• Know how to recognize what type of technologies are related to Industry 4.0.  

• Distinguish what benefits does Industry 4.0 have 

• Know the implementation of industry 4.0 in the real world.  

After completing the module, students will be able to:  

• Explain the concept of industry 4.0, design principles, and goals. 

• Explain the history of the development of the Industrial Revolutions.  

• List and compare al the technologies related to Industry 4.0 

• List and compare the benefits of Industry 4.0 

• Analyze the challenges in the implementation of Industry 4.0 

 

Section 1 

Before the activity:  

Trainer has prepared a Mentimeter (https://www.mentimeter.com/) or any other virtual 

tools to create a brainstorming: https://miro.com/online-brainstorm-tool/, 

RECOMMENDATIONS AND 

RISKS 

(if there are any situations in 

which trainers should be 

careful...ect. or any optional 

changes of the activities we can 

consider) 

 

o Ensure that access to the activity is available for all  

o Ask students in advance to bring their mobile devices (smartphones, 

tablets…)  

o Ask students to download a QR reader 

 

 

EVALUATION OF 

THE MODULE: 

 

A short evaluation questionnaire (quiz)  will be used to assess 

participants’ knowledge gained from the module.  

 

BACKGROUND 

CONTENTS AND 

HANDOUTS 

Read the PWP in advance 

Watch the videos in advance 

 

REFERENCES https://edpuzzle.com/ 

https://www.mentimeter.com/ 

https://wordwall.net/ 

https://www.mentimeter.com/
https://miro.com/online-brainstorm-tool/
https://edpuzzle.com/
https://www.mentimeter.com/
https://wordwall.net/
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https://tallyfy.com/brainstorming-tools/ and create the following question to brainstorm:  

What words do you associate with Industry 4.0? 

Trainer must select the option of up to three words for each student.  

 

 

During the activity:  Trainer asks participants to take out their mobile and connect to this 

web page https://www.menti.com/ and will give them a code to access. 

The following question will appear on the screen: What words do you associate with industry 

4.0? At this time, each student can insert up to 3 words that come to mind related to the 

proposed topic. The words appear on the board and as they are repeated, their letters get 

bigger. It is a visual way of brainstorming. (if Teachers use Mentimeter).  

Possible answers: technology, artificial intelligence, advance, future, machines, speech-

recognisition, COVID, automation, robots, sensors, digital, big data, computers, devices, 

mobile phones, smart phones, intelligent watches, innovation, cloud computing, Internet, 

networks, skills, IT, transformation, supply chain, block chain, IoT (Internet of the Things), 

transformation, data…   

From the brainstorming, the trainer writes the definition of industry 4.0 to the top of the 

white board. This definition has to be simple. 

Access to different Industry 4.0 definitions:  

The Fourth Industrial Revolution is a way of describing the blurring of boundaries between 

the physical, digital, and biological worlds. It’s a fusion of advances in artificial intelligence 

(AI), robotics, the Internet of Things (IoT), 3D printing, genetic engineering, quantum 

computing, and other technologies. It’s the collective force behind many products and 

services that are fast becoming indispensable to modern life. 

…………………………………………………………………………………………………………………………… 

Industry 4.0 is the digital transformation of manufacturing/production and related 

industries and value creation processes. 

Industry 4.0 is characterized by increasing automation and the employment of smart 

machines and smart factories, informed data helps to produce goods more efficiently and 

productively across the value chain 

https://tallyfy.com/brainstorming-tools/


 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

9 

 

…………………………………………………………………………………………………………………………… 

Industry 4.0 refers to a new phase in the Industrial Revolution that focuses heavily on 

interconnectivity, automation, machine learning, and real-time data. Industry 4.0, which 

encompasses IIoT and smart manufacturing, marries physical production and operations 

with smart digital technology, machine learning, and big data to create a more holistic and 

better-connected ecosystem for companies that focus on manufacturing and supply chain 

management.  

Web bliography:  

https://www.techtarget.com/searcherp/definition/Industry-40 

https://www.i-scoop.eu/industry-4-0/ 

https://www.ibm.com/topics/industry-4-0 

https://www.epicor.com/en/blog/learn/what-is-industry-4-0/ 

Reading 

What sets Industrial 4.0 revolution is the fusion of technologies to save time, enable certain 

decisions, and reduce errors. Some of its characteristics are:  

1. Decentralization 

In Industry 4.0, decentralization means machines do not depend on human interference to 

work. Physical systems have sensors connected to a network, capable of making automated 

decisions based on performance data. 

2.  Interoperability  

A more recent term, related to technological systems. It is defined as 'the ability of a system 

to work with or use the parts of equipment of another system.' A simple example of this is 

each web browser can work with every web page because both use open standards to allow 

everyone access.  

3. Virtualization 

Act of creating a virtual instance of something rather than a physical version.  

4. Real-Time Response 

https://www.techtarget.com/searcherp/definition/Industry-40
https://www.i-scoop.eu/industry-4-0/
https://www.ibm.com/topics/industry-4-0
https://www.epicor.com/en/blog/learn/what-is-industry-4-0/
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This real-time data and analysis provide immediate results for quicker responses to 

problems and even predictive maintenance. 

 

 

 

 

 

Allows any production line activity to change immediately. With the connection and 

disconnection of different modules, companies can manufacture unique products in 

sequence without reconfiguring the entire assembly line. 

Adapted from https://stefanini.com/en/trends/news/industry-4-a-complete-guide  

According to the previous reading, complete the following exercise. Match the concepts 

with a part of its definition 

Video about Industry 4.0 

https://www.youtube.com/watch?v=b9mJrzdlfR8 

Transcript of the video:  What is industry 4.0? And what does it mean for you? 

1.     Virtualisation 

2.  Interoperability  

3. Decentralisation 

4. Real-time capability 

5. Modularity   

 

 

A     connection and disconnection of diferent modules  

B  virtual instead of physical versions  

C immediate result, quicker responses 

D not human dependence 

E work or use other systems  

 

Answers: 1b, 2e, 3d, 4c, 5a 

https://stefanini.com/en/trends/news/industry-4-a-complete-guide
https://www.youtube.com/watch?v=b9mJrzdlfR8
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Technology is driving change across all areas of society. Not only do we increasingly use it 

and even rely on it in our personal lives, we also find our workplaces digitally evolving with 

more and more processes now being undertaken using technology. 

This changed is known as the fourth industrial revolution or industry 4.0. Industry 4.0 will 

see many tasks that will be performed by us, now being automated. With the collection and 

analysis of real time data, artificial intelligence ,and the ability for all components of a 

production line to talk to each other, production can be really efficient and personalized 

according to customer needs. 

But what does this mean for us? 

With increased automation, our time will be freed up for concentrating on more complex 

tasks. We will need a workforce who are capable of building, programming, and developing 

these technologies. But also making sure we are applying them to our lives in an ethical way. 

There are coarse skills that we can offer that technology cannot replace. The human touch is 

going to be incredibly important ensuring effective communication, problem solving, and 

supporting change management in this digital environment. 

There will also be a greater need for joint working across disciplines, creating innovations. 

The future job market will be looking for graduates with an open mind to explore the 

unknown future possibilities. We will all need to develop our skills in order to embrace, 

adapt to this ever-changing environment. 

What will you do to make sure you are ready and have the right skills to thrive in the fourth 

industrial revolution? 

Create a debate: Choose one example of things that can be automated and done by machines. 

Then thing of other tasks that can only be done by humans.  

Section 2 

Previous knowledge 

Reading 

• 1st Industrial Revolution 

The First Industrial Revolution began in the 18th century through the use of steam 

power and mechanisation of production. What before produced threads on simple spinning 

wheels, the mechanised version achieved eight times the volume in the same time. Steam 

power was already known. The use of it for industrial purposes was the greatest 
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breakthrough for increasing human productivity. Instead of weaving looms powered by 

muscle, steam-engines could be used for power. Developments such as the steamship or 

(some 100 years later) the steam-powered locomotive brought about further massive 

changes because humans and goods could move great distances in fewer hours. 

• 2nd Industrial Revolution 

The Second Industrial Revolution began in the 19th century through the discovery 

of electricity and assembly line production. Henry Ford (1863-1947) took the idea of mass 

production from a slaughterhouse in Chicago: The pigs hung from conveyor belts and each 

butcher performed only a part of the task of butchering the animal. Henry Ford carried over 

these principles into automobile production and drastically altered it in the process. While 

before one station assembled an entire automobile, now the vehicles were produced in 

partial steps on the conveyor belt - significantly faster and at lower cost. 

• 3rd Industrial Revolution 

The Third Industrial Revolution began in the ’70s in the 20th century through partial 

automation using memory-programmable controls and computers. Since the introduction of 

these technologies, we are now able to automate an entire production process - without 

human assistance. Known examples of this are robots that perform programmed sequences 

without human intervention. 

• 4th Industrial Revolution 

We are currently implementing the Fourth Industrial Revolution. This is characterised by 

the application of information and communication technologies to industry and is also 

known as "Industry 4.0". It builds on the developments of the Third Industrial 

Revolution. Production systems that already have computer technology are expanded by 

a network connection and have a digital twin on the Internet so to speak. These allow 

communication with other facilities and the output of information about themselves. This is 

the next step in production automation. The networking of all systems leads to "cyber-

physical production systems" and therefore smart factories, in which production 

systems, components and people communicate via a network and production is nearly 

autonomous. 
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Activities 

Students have to create a timeline of industrial revolution history in order to consolidate 

their knowledge about the 4 types of historical revolutions. Previously, they have to fill a 

table to help them order their ideas. 

They can also complete their learning by doing a crossword puzzle with terms related to the 

industrial revolution. 

Extra material: https://www.youtube.com/watch?v=RPC7yo99Nxs 

Section 3 

List of 4.0 Industry technologies  

1.Industrial Internet of Things (IIoT) 

IIoT is when interconnectivity and collaboration of data, machines, and people in the world of 

manufacturing. Essentially, it takes IoT – sensors, machines, and data all connected and interfacing 

seamlessly – and applies it to manufacturing. Every aspect of the manufacturing operation can be 

connected to the IIoT, and the data it creates can be leveraged into optimizing efficiencies across 

the manufacturing operation. 

2 Automation 

The ultimate goal of a connected factory is to maximize efficiency, therefore maximizing profits. To 

achieve that, automation must be adopted into some or all of the manufacturing processes. 

Automation, via robotics or AI, is made possible by the interconnectivity and communication that 

occurs across an Industry 4.0 optimized facility. 

3 Artificial Intelligence 

Artificial Intelligence and its subset of machine learning are practically a requirement for an 

Industry 4.0-enabled smart factory. The whole premise around this new industrial revolution is to 

take out manual processing, and AI is the primary tool to use in its place. AI can use the data 

generated from a connected factory to optimize machinery, reprogram workflows, and identify 

overall improvements that can be made to drive efficiencies and ultimately revenue. 

4 Big Data & Analytics 

Because every function of the manufacturing operation is being monitored and generating data, 

there are tons of data to sift through. However, big data analytics systems can utilize machine 

learning and AI technologies to quickly process data and give decision-makers the information they 

need to make improvements across an entire manufacturing operation. 

 

https://www.youtube.com/watch?v=RPC7yo99Nxs
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5 The Cloud 

Manufacturers don’t have or want to use the massive amount of space required to physically store 

vast volumes of data created in an Industry 4.0 operation. This is what makes cloud storage and 

computing an absolute necessity and key cog in a connected factory. Cloud usage also allows for a 

single source of truth and data sharing across the company, at lightning speed. Lastly, cloud storage 

also allows for remote access and monitoring of all data and machine operating systems, giving 

great visibility into operations and efficiencies. 

6 Cybersecurity 

Because every touchpoint in the manufacturing operation is connected and digitized in Industry 

4.0, there is an extra need for robust cybersecurity. Manufacturing machinery, computer systems, 

data analytics, the cloud, and any other system connected via IoT should be protected. 

7 Simulations 

Having the ability to forecast outcomes is one of the biggest game-changers in the age of Industry 

4.0 and manufacturing. Before the digitization of the factory, changing over a product line and 

optimizing its speed and production was somewhat guesswork and always imperfect. With today’s 

advanced simulation models powered by IoT data and AI, manufacturing operations can optimize 

machinery for their next product run, thereby saving time and money. 

List of benefits of industry 4.0 

• Improved Productivity 

• Improved Efficiency 

• Increased Knowledge Sharing and Collaborative Working 

• Flexibility and Agility 

• Makes Compliance Easier 

• Better Customer Experience 

• Reduces Costs 

 

Two gaming activities will be developed to emphasize the benefits of each 4.0 industrial 

technologies. After a brief explanation of the benefits of the list of the industry technologies 

4.0 the trainer will get them to participate in two different activities.  

The first activity named “find your match!” is aimed to foster the interrelationship, 

communication, interaction between students. They will also have a better knowledge of 

industry technologies benefits. We will divide the group into teams. The trainer will give one 

team a set of colored flashcards with depicted industrial technology. The other team will 

have another set of colored flashcards with described benefits of each of the technologies. 
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They will be distributed randomly and each student will have to find one or more benefits 

for each of the technologies depicted. 

 

To consolidate the learning process the trainer will now suggest a game. Kahoot gaming is a 

sort of quiz where each student with their own electronic/internet devices (tablet or phone) 

have to take a multiple choice cloze test. Trainer will ask participants to take out their mobile 

and connect to the following web page https://play.kahoot.it/v2/?quizId=4e7165f6-f9be-

4e9f-9edb-15965c509229 and will give them a code to access after selecting “classic mode”. 

They will have to answer the questions/comments that will be accompanied with an image 

of the industrial technologies listed. 

Section 4  

Industry 4.0 technologies are evolving fast, helping businesses to become 'smart' and more 

efficient. To remain competitive, companies should look to embrace - or at least acknowledge 

- these changes. 

Making use of digital transformation tools is not always straightforward. Industry 4.0 

adoption can present certain challenges and risks for many businesses. 

Barriers to digital transformation 

According to recent research, five common barriers to digital transformation include: 

• lack of skills or talent to manage complex Industry 4.0 structures 

• concerns regarding cyber security 

• other priorities for capital expenditure 

• lack of appropriate digital infrastructure 

• lack of knowledge of digitalisation and how it can help the business 

Lack of skills 

Access to skills is often cited as the biggest barrier to digital transformation. 

Technology adopters report difficulties with finding, training and re-skilling staff, 

particularly around the areas of user interface, data science, software development and 

machine-level controls. Problems also sometimes occur around the accessibility of the 

technology, with people not willing - or finding it too difficult - to use new digital tools and 

applications. If this is a concern in your business, it may help to conduct a training needs 

analysis to determine what training your staff may need.  

https://play.kahoot.it/v2/?quizId=4e7165f6-f9be-4e9f-9edb-15965c509229
https://play.kahoot.it/v2/?quizId=4e7165f6-f9be-4e9f-9edb-15965c509229
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Data and IT security 

IT security can pose substantial risks in Industry 4.0 setting. Online integration of 

processes, systems and people potentially give room to security breaches and data 

leaks. Bear in mind, IT security is not limited to cyber attacks. Other prominent threats 

include network misconfigurations, erroneous commands, and software or device failures 

that can potentially disrupt business operations and production. Your IT infrastructure will 

also need to be up to the task of coping with the extra connectivity required for your digital 

transformation. 

New business models 

Another common hurdle faced by businesses adopting Industry 4.0 is the lack 

of internal alignment about which strategies to pursue. With the advent of digital 

technologies, new business models are emerging requiring companies to rethink the way 

they do business. Without the consensus on business strategy, or the right people in place to 

drive it, it can be difficult to overcome these internal challenges. 

Culture change 

Managing culture change is a vital part of Industry 4.0 success, as well as a potential 

hindrance if not executed well. If your workers aren't ready for the changes, they can be 

unwilling, resistant or unable to adapt. Preparing them for the technology shift and gaining 

their buy-in is critical to the success of your digital project. Leadership and leading from the 

top can play an important role in bringing about the cultural change needed for digital 

transformation. i 

Capital investment 

Depending on what you're looking to change, Industry 4.0 adoption sometimes involves high 

upfront costs. However, a large investment is not always required to transform the 

business. You can think big, but start small. Begin with a simple scalable solution, perhaps a 

smart section of lighting, and see how it works. You don't need to commit a huge investment 

to make a significant step forward. 
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QUIZ 

 

Question 1: 

Which of the following concepts is not a characteristic of Industry 4.0 

a) Hand-made things 

b) Modularity 

c) Decentralisation 

  

Question 2: 

I which industrial revolution period did the invention of steam power take place? 

a) 1st 

b) 2nd 

c) 3rd  

  

Question 3: 

To which 4.0 technology does machine learning belong?  

a) Cybersecurity 

b) Automation 

c) Artificial intelligence 

 

Question 4: 

Why is AI becoming more popular in healthcare? 

a) Robots are replacing doctors and nurses 

b) AI programs can perform analytics much more efficient than humans 

c) AI programs are doing medical research 

 

Question 5: 

If workers are not prepared for 4.0 technologies…  

a) It’s a benefit 

b) It’s a risk/challenge 

c) it doesn’t matter 
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Module II. Industry 4.0 concepts and technologies relevant for healthcare 

 

GENERAL  

GOAL(S): 

The main aim of this module is to introduce the wide variety of fields in 

which industry 4.0 technology is used in the healthcare industry. 

LEARNING 

OUTCOMES  

(general): 

 

 

 

By the end of the module, participants will be able to:  

o Obtain a good understanding on the concept of Health 4.0 

o Understand the digital skills required in healthcare and healthcare 

professionals’ digital competencies 

o Differentiate and understand the the technologies and concepts that 

make up Health4.0 

o Understand different Industry 4.0 terminology 

Level of understanding will be measured by using a set of questions at the 

end of the module as well as from the results of the group discussions. 

  

METHODS: o Face to face: Power point presentation, lecture, videos, group 

discussions 

o Online: Power point presentation, lecture (online), videos, group 

discussions (using tools such as Zoom meeting rooms) 

DURATION: 90 minutes 

RESOURCES NEEDED: 

 

o Laptop (for presenter), monitor/projector, white board and 

markers, presentation - Industry4.0 Concepts and Technologies 

relevant to Healthcare,  Internet connection for online videos 

• For online (additional resources): each participant must have a 

laptop/pc/tablet together with an internet connection 

 

SCENARIO  

FOR FACE  

TO FACE TO 

TRAINING: 

 

Section 1 (15 minutes) Introduction 

• Activity 1: Trainer asks participants (they could be divided into 

small groups) to think about industry 4.0 technology that may be 

applied to the healthcare sector. 

o For online lessons students can also be divided into groups 

using tools such as Zoom meeting rooms. 

o After 5 minutes to discuss each group is asked to present the list 

to the rest of the students 
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• Activity 2: The trainer will then explain the relevance of these 

terminologies with respect to Ind4.0 and healthcare. (same for 

online) 

Activity 3: The students are then shown a video introducing some industry 

4.0 technologies in healthcare (video 1) (same for online).  

 

Section 2: Skills required (15 minutes) 

• Activity 1: Trainer asks participants (they could be divided into 

small groups) to make a list of the digital skills for industry 4.0 

techonolgies. (5 minutes) For online lessons students can also be 

divided into groups using tools such as Zoom meeting rooms. 

• Activity 2: The trainer then explains the digital skills required for 

different people in the health sector, such as nurses, doctors, IT 

persons etc. (5 minutes) (same for online) 

• Activity 3: Watch video about Digital technology and health (video 

2) (same for online) 

 
Section 3: Emerging technologies in healthcare (30 min) 

• Activity 1: The trainer will now explain how new technologies (used 

for other sectors/industries) are shaping the future of healthcare. 

Such technologies include big data and Virtual/Augmented reality. 

(same for online)(5 minutes) 

• Activity2: The trainer will introduce big data technologies and the 

use of AR and VR. (15 minutes) (same for online) 

• Activity 3: The trainer will the show the student s 2 video clips one 

on big data (video 3) and another on the use of VR technology in 

healthcare (video 4) (10 minutes) (same for online) 

 

Section 4: Remote healthcare (15 minutes) 

• Activity 1: The trainer will now introduce the new concept of 

medical wearable devices and remote healthcare (same for online) 

• Activity 2: Students are asked about the advantages and 

disadvantages of remote healthcare and use of technology in 

healthcare. Examples from theory are provided and explained to the 

students (same for online) 

• Activity 3: A short video is then shown (video 5) (same for online) 
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Section 5: AI and robotics (15 minutes) 

• Activity 1: Brainstorming session – how can robotics and artificial 

intelligence be used in the healthcare industry (5 minutes) (same 

for online) 

• Activity 2: The trainer explains the use of AI and robotics to the 

students with practical examples and real-life situations (same for 

online) 

• Activity 3: The trainer will provide a brief re-cap of the lesson (same 

for online) 

RECOMMENDATIONS AND 

RISKS 
( if there are any situations in which 

trainers should be careful…ect. or any 

optional changes of the activities we can 

consider) 

 

• Face to face 

o It is advisable that the classroom setting is adequate for the 

students to move and stay in groups  

o Participation from the students is encouraged 

o If a small group is present the group sessions can be done with 

the whole class 

 

EVALUATION  

OF THE  

MODULE: 

A short evaluation questionnaire (quiz) will be used to assess 

participants’ knowledge gained from the module.  

 

BACKGROUND CONTENTS  

AND  

HANDOUTS 

o Video 1 https://www.youtube.com/watch?v=W0li-

PI6yWo&t=73s&ab_channel=DeloitteUS 

o Video 2 

https://www.youtube.com/watch?v=cM4aep7VXb8&t=59s&ab

_channel=WorldGovernmentSummit 

o Video 3 

https://www.youtube.com/watch?v=bAyrObl7TYE&ab_channe

l=Simplilearn 

o Video 4 https://www.youtube.com/watch?v=7C7zAXf2EI0 

o Video 5 

https://www.youtube.com/watch?v=0diO_ncnpNs&ab_channe

l=PhilipsHealthcare 

 

REFERENCES o J. A. Martin, “What is shadow IoT? How to mitigate the risk,” CSO, 5 

March 2019. [Online]. Available: 

https://www.csoonline.com/article/3346082/what-is-shadow-iot-

how-to-mitigate-the-risk.html. [Accessed 25 3 2021]. 

o C. Draw, “Cloud Computing Architecture Diagrams,” Concept Draw, 

2019. [Online]. Available: https://www.conceptdraw.com/How-To-

https://www.youtube.com/watch?v=W0li-PI6yWo&t=73s&ab_channel=DeloitteUS
https://www.youtube.com/watch?v=W0li-PI6yWo&t=73s&ab_channel=DeloitteUS
https://www.youtube.com/watch?v=cM4aep7VXb8&t=59s&ab_channel=WorldGovernmentSummit
https://www.youtube.com/watch?v=cM4aep7VXb8&t=59s&ab_channel=WorldGovernmentSummit
https://www.youtube.com/watch?v=bAyrObl7TYE&ab_channel=Simplilearn
https://www.youtube.com/watch?v=bAyrObl7TYE&ab_channel=Simplilearn
https://www.youtube.com/watch?v=7C7zAXf2EI0
https://www.youtube.com/watch?v=0diO_ncnpNs&ab_channel=PhilipsHealthcare
https://www.youtube.com/watch?v=0diO_ncnpNs&ab_channel=PhilipsHealthcare
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Guide/cloud-computing-architecture-diagrams. [Accessed 25 3 

2021]. 

o T. E. o. E. Britannica, “Industrial Revolution,” Encyclopædia Britannica 

, 4 September 2019. [Online]. Available: 

https://www.britannica.com/event/Industrial-Revolution. 

[Accessed 25 3 2021]. 

o M.Thomas, “SIX WAYS CLOUD COMPUTING IS IMPROVING 

HEALTHCARE”, 8 April 2020.   [Online] Available: 

https://builtin.com/cloud-computing/cloud-computing-in-

healthcare [Accessed 25 3 2021] 

o S.Durcevic, “18 Examples Of Big Data Analytics In Healthcare That Can 

Save People”, 21 October 2020 [Online] Available: 

https://www.datapine.com/blog/big-data-examples-in-

healthcare/#:~:text=Big%20data%20in%20healthcare%20is,and%

20complex%20for%20traditional%20technologies  [Accessed 25 3 

2021] 

o Medical Device Network, “Bringing the Internet of Things to 

healthcare”, 20 February 2020 [Online]. Avilable: 

https://www.medicaldevice-network.com/comment/bringing-

internet-things-

healthcare/#:~:text=The%20IoT%20is%20described%20as,enable

%20the%20exchange%20of%20data.&text=Tasks%20such%20as%

20remote%20patient,medical%20devices%20with%20integrated%

20IoT [Accessed 25 3 2021] 

 

Section 1: Areas of healthcare sector (relevant to Ind 4.0) 

 

The healthcare sector makes use of Industry 4.0 technologies in various branches: 

• Patient record management – cyber security, cloud computing and big data 

• Dentistry and implantology – 3D printing 

• Medical training of doctors and surgeons – Virtual and augmented reality 

• Telemedicine – Internet of things 

• Medical laboratories – Robotics 

• Patient care and treatment - Machine learning 

 

The image below can be used to explain the different branches of Ind 4.0 

https://builtin.com/cloud-computing/cloud-computing-in-healthcare
https://builtin.com/cloud-computing/cloud-computing-in-healthcare
https://www.datapine.com/blog/big-data-examples-in-healthcare/#:~:text=Big%20data%20in%20healthcare%20is,and%20complex%20for%20traditional%20technologies
https://www.datapine.com/blog/big-data-examples-in-healthcare/#:~:text=Big%20data%20in%20healthcare%20is,and%20complex%20for%20traditional%20technologies
https://www.datapine.com/blog/big-data-examples-in-healthcare/#:~:text=Big%20data%20in%20healthcare%20is,and%20complex%20for%20traditional%20technologies
https://www.medicaldevice-network.com/comment/bringing-internet-things-healthcare/#:~:text=The%20IoT%20is%20described%20as,enable%20the%20exchange%20of%20data.&text=Tasks%20such%20as%20remote%20patient,medical%20devices%20with%20integrated%20IoT
https://www.medicaldevice-network.com/comment/bringing-internet-things-healthcare/#:~:text=The%20IoT%20is%20described%20as,enable%20the%20exchange%20of%20data.&text=Tasks%20such%20as%20remote%20patient,medical%20devices%20with%20integrated%20IoT
https://www.medicaldevice-network.com/comment/bringing-internet-things-healthcare/#:~:text=The%20IoT%20is%20described%20as,enable%20the%20exchange%20of%20data.&text=Tasks%20such%20as%20remote%20patient,medical%20devices%20with%20integrated%20IoT
https://www.medicaldevice-network.com/comment/bringing-internet-things-healthcare/#:~:text=The%20IoT%20is%20described%20as,enable%20the%20exchange%20of%20data.&text=Tasks%20such%20as%20remote%20patient,medical%20devices%20with%20integrated%20IoT
https://www.medicaldevice-network.com/comment/bringing-internet-things-healthcare/#:~:text=The%20IoT%20is%20described%20as,enable%20the%20exchange%20of%20data.&text=Tasks%20such%20as%20remote%20patient,medical%20devices%20with%20integrated%20IoT
https://www.medicaldevice-network.com/comment/bringing-internet-things-healthcare/#:~:text=The%20IoT%20is%20described%20as,enable%20the%20exchange%20of%20data.&text=Tasks%20such%20as%20remote%20patient,medical%20devices%20with%20integrated%20IoT
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Section 2 Skillset required 

 

• Health professionals including physicians, nurses, dentists, pharmacists and midwives 

should possess skills and aptitude for communication, data analysis, computer literacy, 

medical devices compatibility, data protection programs, mobile applications, cloud storage, 

surfing internet, and the ability to read, understand and forward information using a smart 

device. 

• Health informatics professionals should acquire skills in information security, 

interoperability, analysing data, design and implementation of tools to measure data, 

software development, data-driven solutions development, 3D Image processing, project 

management and communication. 

• Non-clinical and administrative staff should possess skills in project management, 

communications, computer literacy, information security, and the use of clinical software. 

• IT professionals working in the healthcare environment should possess skills in data 

privacy, information security, ethics, software engineering and database development. 

 

Section 3: Industry 4.0 technology with respect to healtchare 

 

Cloud computing: Hospitals are shifting to cloud-based computing for storing data as this 

reduced the need to have servers onsite. The EHR’s (Electronic Health Records) are also 

stored on the cloud and can be retrieved more easily. 
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Big Data (BD): Big data is the collection of large amounts of data from sources such as social 

media, online transactions and smart medical wearable devices. Used in the healthcare 

sector to process to manage the enormous volume of patient records. Using this technology 

patterns in patient’s health can be noted before the symptoms can be felt and so treatment 

for certain illnesses can be carried out. The use of big data in the healthcare industry has 

many benefits including: 

• Reducing the number of medication errors by using specialised software to analyse 

patient medical records. Any inconsistencies between the patient’s health conditions 

and medication can be flagged and changes to the medication can be made 

• Preventative care is also another advantage of bug data analysis in the healthcare sector. 

A large portion of people visiting the emergency room are recurring visitors suffering 

from medical conditions. Using big data analytics these patterns can be analysed and 

preventative plans can be made to mitigate hospital visits. 

• Improved staffing can be achieved by using big data predictive analytics to understand 

patterns in the hospital admission rates and allocate the right number of staff to each 

ward. 

Internet of Things (IoT): Connectivity between devices reduces the burden on hospital staff 

as they are able to monitor vital signs of the patient remotely. Wearable sensors that monitor 

the patient and sends valuable information to the carer, thus enabling the carer to monitor 

multiple patients. 

 

Cryptography: Patient’s medical records stored electronically in the cloud, are extremely 

confidential and to make sure that only the authorized personnel can access this data, 

various layers of encryption are applied. 

 

Virtual and Augmented reality: Virtual reality has various uses in healthcare, from patients 

suffering from chronic pain and PTSD to training of doctors. The advantage of using VR 

technology to treat chronic pain is that it is a much safer alternative to using drugs. Its 

benefits are also being proven to treat anxiety as well as PTSD. VR/AR technology is also of 

noticeable benefit when training doctors and surgeons as they can practice different 

procedure without the need to access an actual operating theatre or cadaver.  Virtual Reality 

headsets are being used to train doctors and surgeons on performing surgeries and medical 

procedures. Studies show a significant boost in performance when VR technology is used 

during training as the procedure becomes more comprehensive and the experience more 

immersive. 
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Section 4: Remote healthcare – advantages and disadvantages 

 

Nowadays most people are connected to the internet in some way or another either by 

phone, tablet or pc. Thus it makes sens that the healthcare sector takes advantage of this 

reality and uses technology to provide more efficient and safe service. Remote healthcare 

services and remote patient monitoring (RPM) devices are being used to monitor patients 

without coming into physical contact with them. Wearable devices, such as heart rate, blood 

pressure and motion sensors make it easier to monitor a patient without being physically 

present. These technologies are useful when patients live in remote locations and have to get 

regular check-ups. During the COVID-19 pandemic the usefulness of medical remote patient 

monitoring devices was appreciated as this meant that patients that do not have a severe 

condition but need observation can be sent home and monitored via RPM technology.  

Benefits of applications of Ind4.0 

There are numerous benefits of implementing Industry 4.0 technologies in the healthcare 

sector, some of which are: 

• Conditions and diseases can be identified quicker and more accurately using machine 

learning technology and AI for medical imaging. 

• Patients do not have to travel to hospital for regular or post operation checkups as 

wearable sensors enable remote monitoring. Such technology is especially useful in 

countries where patients must travel long distances or during a pandemic which we 

are currently going through were the hospitals are already overloaded. 

• During operations the use of augmented reality and robotics can significantly 

increase the accuracy and success of the procedure 

• Medical students who make use of VR and AR during their studies have demonstrated 

a significantly improved understanding of the procedures. They are also faster and 

more accurate during the operation. 

• Telemedicine and online VR/AR systems used in healthcare sectors would not be 

possible in areas with poor internet connectivity but with the use of 5G technology 

this is slowly improving. 

• Implants and prostheses have seen a major improvement since the use of 3D printing 

as they can be specifically tailored to the patient  

• Having the patient’s medical records stored on the cloud makes them more easily 

retrievable and efficient. 
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Problems and shortcomings of applications of Ind4.0 

Ind4.0 technology has numerous advantages for the patients but there are also some 

downfalls such as: 

• Human interaction – technology can never replace the human interaction between 

the patient and a medical expert, as specific questions and concerns cannot be asked 

to a machine. 

• With increased presence of computers and machines some people may feel more 

isolated 

• The internet connectivity that is required for the technologies mentioned in the 

previous sections is not always present and internet access is not available to 

everyone 

• Some patients may not be tech savvy and technological devices may create anxiety as 

they are not familiar with them 

Electricity supply is needed, this can be affected by a poor power connection, weather 

conditions or natural disasters. If the electricity supply is cut, there is a chance that the 

medical team/patient becomes stranded. 

Section 5: Use of ai and robotics in healthcare 

AI is becoming increasingly good at doing analytics work previously done by humans, but AI 

is more efficient, quicker and cheaper. The use of robotics and AI in healthcare can be found 

from training of doctors to medical diagnoses to end of life care. Technology such as Google’s 

DeepMind Health system that helps medical researcher solve real life healthcare problems, 

by using machine learning and neural networks. By using AI in research phase of drug 

development the time from the lab to the patient can be significantly reduced thus being able 

to develop drugs at a faster rate, saving time and money.  

The different areas in which AI and Robotics can be used in the healthcare sector: 
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QUIZ 

Question 1:  
Which of the following terminologies is best describes the processing of large amounts of 

electronic patient records in a hospital? 

a) Big Data management 

b) Crypto data 

c) Electronic filing system 

  

Question 2:  
One of the advantages of using VR for surgeon training is: 

a) It makes learning fun 

b) Training is more efficient 

c) It is better than using a real person  

  

Question 3:  
Which of the following is not an advantage of telemedicine? 

a) Connect with medical staff 24/7 

b) Lack of human interaction 

c) 24/7 patient monitoring 

 

 Question 4:  
Why are medical wearable devices useful? 

a) So the patient can adjust the medication without a doctor 
b) The medical device can read the heart rate and tell the time 
c) The patient can be monitored from a remote location 

 

  

Question 5:  
Why are digital technologies becoming more popular in health sector? 

a) Computers are more accessible 

b) Due to their benefits to the patients and healthcare workers 

c) Technology is easy to use 
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Module III. Internet of things for medical applications 

 

GENERAL GOAL(S): 

 

Understand the principles and characteristics of use of Internet of 

Things concepts/tools/devices in medical applications as well as the 

benefits of their use. 

LEARNING 

OUTCOMES 

(general): 

 

 

 

By the end of the module, participants will be able to: 

o Get to know the benefits of IoT application in healthcare. 

o Understand the challenges and threats possessed by IoT use. 

o Demonstrate the variety of applications of IoT in healthcare. 

o List and compare the benefits and advantages of IoT in healthcare. 

METHODS: Lectures, presentations, self-study, group discussion, discussions 

based on case cases, educational videos, self-assessment. 

DURATION: 

 

90 minutes 

RESOURCES 

NEEDED: 

 

Multimedia, paper, flipchart, markers, computer (Wi-Fi network) 

Access to scientific data bases (PubMed, EBSCO, etc.), online 

platforms/ applications  

SCENARIO FOR FACE 

TO FACE TRAINING: 

 

Section 1 Introduction to Internet of Things and its applications 

(25 minutes)  

o Activity 1 (10 min): Trainer explains the idea and concepts of 

Internet of Things – definitions, concepts, architecture, 

protocols. Next, the trainer presents the areas of human life 

where different solutions of Internet of Things can be used. 

Materials given below can be used here (point 1. Introduction to 

the Internet of Things and its applications). 

o Activity 2 (15 min): Brainstorm about the examples of IoT 

applications. Trainer asks participants/students (they could be 

divided into small groups) to write down the examples of IoT 

applications in different areas of human life. Next, each group 

shortly presents its propositions of examples and the trainer 

write them on the board. The last action is creation of list of IoT 

applications with their examples. 

 

 Section 2: Internet of Things solutions in healthcare (25 minutes) 

 



 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

29 

 

o Activity 1 (10 min): Trainer explains the idea of use of Internet 

of Things in Healthcare – definitions, concepts, process and 

workflow, possibilities. Next, the trainer presents the areas of 

Healthcare where different solutions of Internet of Things can 

be used. Materials given below can be used here (point 2. Internet 

of Things in Healthcare). 

o Activity 2 (15 min): Brainstorm about the examples of IoT 

solutions in healthcare. Trainer asks participants/students 

(they could be divided into small groups) to write down the 

examples of IoT solutions in different areas of healthcare. Next, 

each group shortly presents its examples and the trainer write 

them on the board.  

o Finally, the trainer together with all students based on their 

propositions create the mindmap of IoT solutions in healthcare. 

 

 Section 3: Applications and consequences of Internet of Things in 

Healthcare and Medicine (30 minutes) 

o Activity 1 (10 min): Trainer presents the possibilities of use of 

Internet of Things solutions in healthcare and medicine. 

Particularly, the trainer explains the use of IoT solutions in 

hospitals to make there the healthcare better. Materials given 

below can be used here (point 3. Applications and consequences 

of Internet of Things in Healthcare and Medicine). 

o Activity 2 (15 min): The students watch the videos about this 

topic: 

https://www.youtube.com/watch?v=4sQ2J7aME5U  

https://www.youtube.com/watch?v=_mrUWYhQV5c 

Trainer presents how IoT can improve the patient’s care in 

hospitals. 

o Activity 3 (5 min): Short common discussion about the 

information from the videos. 

 

 Section 4: Benefits and challenges of Internet of Things in 

Medicine (10 min) 

 

o Activity 1 (5 min): Trainer presents the benefits and challenges 

of use of Internet of Things in Medicine. Students also watch the 

video: 

https://www.youtube.com/watch?v=4sQ2J7aME5U
https://www.youtube.com/watch?v=_mrUWYhQV5c
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https://www.youtube.com/watch?v=Jfmg1cBsKhU 

https://www.youtube.com/watch?v=O_DvGHb3vb0 

https://www.youtube.com/watch?v=mwhs2FiM6zw 

Materials given below can be used here (point 4. Benefits and 

challenges of Internet of Things in Medicine). 

o Activity 2 (5 min): Short common discussion about the benefits 

and challenges of IoT and the possible development in the near 

future. 

RECOMMENDATIONS 

AND RISKS 
( if there are any situations in 

which trainers should be 

careful...ect. or any optional 

changes of the activities we can 

consider) 

• Ensure that access to the activity available for all. 

• Ensure room large enough to allow mobility for all learners. 

• Ensure the access to Internet for all learners. 

• Ask students in advance to bring their mobile devices 

(smartphones, tablets…). 

EVALUATION OF 

THE MODULE: 

 

A short evaluation questionnaire (quiz) will be used to assess 

participants’ knowledge gained from the module. 

Evaluation of student’s activities and quizzes given by the teacher. 

BACKGROUND 

CONTENTS AND 

HANDOUTS 

PowerPoint presentation. The research papers on the use of Internet 

of Things concepts in medical applications. 

REFERENCES 

 

Books: 

1. “Internet of Medical Things: Remote Healthcare Systems and 

Applications” (Internet of Things) 1st ed. 2021 Edition by D. 

Jude Hemanth (Editor), J. Anitha (Editor), George A. Tsihrintzis 

(Editor) 

Research papers to read: 

1. I. Chiuchisan and M. Dimian, "Internet of Things for e-Health: An 

approach to medical applications," 2015 International 

Workshop on Computational Intelligence for Multimedia 

Understanding (IWCIM), 2015, pp. 1-5, doi: 

10.1109/IWCIM.2015.7347091. 

2. Yuehong YIN, Yan Zeng, Xing Chen, Yuanjie Fan, The internet of 

things in healthcare: An overview, Journal of Industrial 

Information Integration, Volume 1, 2016, pp. 3-13, ISSN 2452-

414X. 

3. Maksimović, M., Vujović, V., & Periśić, B. (2015, June). A custom 

Internet of Things healthcare system. In 2015 10th Iberian 

conference on information systems and technologies (CISTI) (pp. 

1-6). IEEE. 

https://www.youtube.com/watch?v=Jfmg1cBsKhU
https://www.youtube.com/watch?v=O_DvGHb3vb0
https://www.youtube.com/watch?v=mwhs2FiM6zw
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4. Luo, Jingran, et al. "Remote monitoring information system and 

its applications based on the Internet of Things." 2009 

international conference on future biomedical information 

engineering (FBIE). IEEE, 2009. 

Web pages: 

1. https://www.peerbits.com/blog/internet-of-things-

healthcare-applications-benefits-and-challenges.html 

2. https://www.igor-tech.com/news-and-insights/articles/iot-

in-healthcare-enhancing-medical-environments-with-

innovative-solutions 

3. https://www.iotforall.com/iot-healthcare-advantages-

disadvantages 

4. https://www.digiteum.com/iot-benefits-healthcare-industry/ 

 

 

Section 1 Introduction to Internet of Things and its applications   

The Internet of Things is a technological revolution, strongly related to the future of 

information technology and communication. It is not just a simple extension of the internet. 

This vision describes a world in which objects become part of the Internet. Until now, the 

Network has been considered a form of human-to-human communication. However, due to 

technological changes connected with the idea of the Internet of Things, one can already 

speak of the ability of various objects to interact with people and with other intelligent 

objects that can make certain decisions. 

Internet of Things (IoT) is a vision in which objects become part of the Internet, where each 

item is uniquely identifiable and available on the Web. These objects may directly or 

indirectly collect, process or exchange data via the ICT network. 

The Internet of Things is often equated with the concept of the Internet of Smart Objects. 

This extended definition of IoT makes it clear that devices connected to the global network 

are intelligent. This information may seem inaccurate because how do you determine what 

it means that devices are intelligent? When delving into this topic, one can conclude that they 

owe their intelligence to the ability to communicate with other objects and to collect and 

analyze the data provided by them. and then, on their basis, to make autonomous decisions. 

Internet of Things is a concept in which uniquely identifiable and intelligent objects can 

communicate with each other in a defined environment to make autonomous decisions by 

analyzing and processing data collected from the environment. 
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The environment here can be the entire Internet, only a part of it (for example, a local 

network and devices used only at home). In addition, it can also be mentioned that different 

devices connected with each other provide the user with many applications and services, 

thanks to which he can communicate with them . In order to make autonomous decisions, 

devices, apart from analyzing the collected information, can use the general concept of 

knowledge, i.e., for example, elements related to the habit of a given user in some aspect, 

thanks to which a given object will be day I could make better decisions. 

Today, the concept of Internet of Things is a component of many different technologies. 

From a logical point of view, systems based on the IoT problem can be seen as a set of 

intelligent devices that work together to achieve a certain goal. From a technical point of 

view, such a system may consist of many modules, where each of them may be implemented 

in a different technology, use a different architecture, and thus use a different type of 

architecture. Use different elements related to data processing, and even internal 

communication. For example, an IoT-based system can use various external sensors to 

collect data from the environment, as well as embedded in mobile devices such as mobile 

phones, tablets or watches. 

The Internet of Things includes devices and ordinary, sometimes inconspicuous objects 

that, thanks to the installed sensors, can send various types of information. The information 

transfer itself can be automatic, but more and more often it is used here by a user who has a 

control device, such as a smartphone or a laptop. The devices themselves are becoming more 

and more common, as is the Internet, without which it is impossible to implement the 

concept of the Internet of Things. The concept itself is a consequence of technological 

development and the desire to automate processes that are important from the point of view 

of the functioning of various systems. 

The use of IoT is also to relieve people or completely abandon the human factor through 

complete automation. Along with technological development, the share of the Internet of 

Things in the world is constantly growing, by using this technology for ever newer and 

sometimes very abstract concepts. The use of IoT also leads to a shorter decision-making 

process, which often leads to the fact that the user receives the resulting information on the 

device, which enables faster decision-making. 

The basic areas in which the concept of the Internet of Things can be used include: 

• water management - environmental resource management, 

• transport - support in the location or management of logistics processes, including 

optimization of public transport and improvement of transport economy, 

• industry and production - optimization of the production and distribution of goods, 
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• energy - media management, primarily optimizing its use and saving resources, 

• health and life - monitoring health activity in order to improve human safety and 

support and encourage physical activity, 

• environment - including the automation of city monitoring systems, 

• automation and robotics - managing, for example, buildings, monitoring threats or 

creating robots, 

• smart city - monitoring and organization of key areas of the city. 

 

The use of the Internet of Things enables benefits in four areas: control, monitoring, 

optimization and autonomy. Monitoring and control relates to data acquisition and security. 

Autonomy is used in the automation of processes that do not require human intervention. 

On the other hand, optimization serves to improve and reduce risk thanks to data from the 

systems. 

Nowadays, the concept of the Internet of Things has significantly evolved, all thanks to 

the development of technologies such as wireless communication, the development of 

artificial intelligence, machine learning, real-time analysis, embedded systems or the 

development of all kinds of sensors and sensors. All this makes the traditional applications 

of embedded systems, remotely controlled networks of sensors, control systems, automation 

and a whole host of other solutions directly contribute to the development of IoT. 

Application of the Internet of Things 

The possibilities of using the Internet of Things in real life are beyond measure. In fact, the 

only limitation in such a situation is the imagination of the creators, and although sometimes 

the use of IoT seems to be an excess of form over content, the number of possibilities of using 

IoT is enormous. Therefore, below are examples of how this technology can be used. 

When it comes to IoT applications, the first thing to mention is the natural use of this 

technology, i.e. the creation of intelligent devices. Such devices can come from various areas 

of life. There are, for example, smart kettles, refrigerators or washing machines, but also 

more abstract ideas, such as smart flower pots or baskets. Of course, there may be more 

intelligent ideas, and these are both interesting ideas, such as intelligent valves, lights or 

cameras, and more surprising ones, such as intelligent park benches or smart shoes. I must 

admit that many ideas are interesting and, what is more surprising, and this surprise raises 

the question of whether many of these ideas are not "overconfigured", because what, for 

example, smart shoes would be used for. Nevertheless, ideas are coming in every day, and if 

they bring something new, why not use them. Such ideas certainly make life easier and often 

save resources such as energy or water, but also money. 



 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

34 

 

One of the most popular areas of application of the Internet of Things concept is smart 

homes. When talking about houses, you have to mean both residential houses and all kinds 

of commercial buildings (for example, factories, companies, museums). The concept assumes 

creating one network from sensors, detectors and intelligent devices, which will be 

supervised by an integrated management system for all network elements. 

Another, more and more popular, but also controversial example of the use of the Internet 

of Things are "wearables". These are all kinds of accessories and clothes with a computer 

and various types of electronic technologies. The most popular wearables are undoubtedly 

smart watches and smart bands. They have many sensors that allow you to monitor human 

vital functions, such as heart rate or pressure, count Sections or distance traveled. More 

expensive models, especially smartwatches, are a miniature version of smartphones on the 

wrist - they have most of the functions offered by the phone, i.e. calling, sending messages, 

taking photos or displaying notifications. There are also more bizarre ideas, such as smart 

glasses, T-shirts and shoes. One may wonder about the usefulness of such a smart t-shirt, but 

the fact is that there are more and more such devices every day, and although wearables 

have not yet gained the popularity that manufacturers expect, you must be aware that such 

products are becoming our everyday life, from which we do not escape. 

One of the most interesting applications of the Internet of Things are various types of 

measurement systems. They arise for a simple reason - people love to measure everything 

that surrounds them and using the obtained data to optimize the surrounding systems. The 

revolution in this field began with remote reading of statuses, counters or alarms. 

Intelligence in measurement systems is necessary to share data with different systems, such 

as electrical systems. Integration with such systems allows, among other things, to automate 

processes, save money, study atmospheric phenomena or protect the environment. 

Examples of such systems are water consumption measurement systems, air monitoring 

systems (dust concentration, carbon dioxide concentration), meteorological systems or road 

traffic systems. These are just examples of measurement systems, there are many more such 

systems and they relate to various areas of life. In short, intelligent metering is there 

wherever it is needed. 

In the report "How smart Connected Products Are Transforming Companies" created by M.E. 

Porter and J.E. Heppemann, the benefits of using the Internet of Things can be divided 

into 4 areas: 

• Monitoring - which consists of the possibility of observation and control of the 

condition of the object, which collects data about its environment or information 

about its operation. 
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• Optimization - this point includes factors such as increasing the performance of the 

device and its diagnostics, as well as its maintenance and possible repair. 

• Control - an intelligent object observes the surroundings and people and, based on 

observation, can adapt to them, thanks to which it can control its functions. 

• Autonomy - an intelligent object through analysis can, among others, thanks to 

communication with other objects of this type, independently increase its efficiency 

and effectiveness. 

Section 2: Internet of Things solutions in healthcare  

IoT is as well trending novelty in medicine. Even though the healthcare adapts the IoT much 

slower than other fields (like homes, cities and others) it is still working on developing 

solutions with IoT, which will be helpful for both patients and medical staff. The popularity 

of this technology in this area stems from the fact that the healthcare has started struggling 

with the aging population and the rise of the chronic diseases – in consequences rising costs. 

Due to the fact, there is rising demand for better treatment options and lower healthcare 

costs. Furthermore, in case of chronic diseases there may be need for longer monitoring of 

life records. Sometimes there is no need for hospitalization and it is not comfortable for the 

patient to be in hospital without need. It is also worth bearing in mind, the IoT could be 

helpful in this areas of the world where the healthcare is poorer and there is limited medical 

staff and devices. 

Another factor of rising popularity of IoT in medicine can be the popularity of the wearable 

devices. These kind of the devices can already monitor some body functions like for example 

heart rate of the user. Figure below depicts one of the popular wearable band, which is 

mostly dedicated for the active people, who wants to monitor their heart rate during the 

sport activity. 

The Internet of Things is used in the medical sector as a device for monitoring the health 

of patients. Based on sensors in the field of biomedical engineering and the use of selected 

platforms from the IoT industry, such as Arduino or Raspberry Pi, solutions are used that 

allow to detect specific symptoms and disease states. Applications in the field of IoT in the 

context of medicine are also used for everyday health. In this area, various solutions have 

been developed in the form of bands, smartphones and specialized devices that monitor 

selected aspects in the functioning of the human body. Information on this subject is most 

often presented in the form of statistics and allows the user to learn about health information 

and vital functions of a person. 

The IoT device collects and transfers health data: blood pressure, oxygen and blood sugar 

levels, weight, and ECGs. 



 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

36 

 

What is more, with the help of sensors it could be possible to monitor the available medical 

devices and medicine. With that solution it could be easier to control the consumption of 

the medicine (for example to order the new ones) or inform other hospitals in case of 

emergency. 

It is also worth bearing in mind that both sensors and devices, which can monitor vital signs 

is enormous source of the new data. With the help of such data, doctors could make better 

diagnosis and plan further treatment for the patient. Furthermore, there may be observed 

some small anomalies, which could quicken putting the diagnosis for example by informing 

the doctor about such incident. 

Sensor-enabled devices are getting faster, cheaper and smaller. The so called biosensors, 

which can monitor biological processes (not only temperature, moisture but also monitor 

chemicals and biomarkers) may help with determining how well the drug is working, adjust 

the dosage and the frequency according how well it is metabolised. It is possible to measure 

wide variety of health parameters with the sensors, microcontrollers and the other devices. 

The use of IoT for the arrhythmia diagnosis could provide the patients and doctors with 

advantages. The patient could go through the procedure within their homes, which is more 

convenient for them (especially elderly people). Furthermore, the patient could avoid long 

queue for the ECG and for example long distance trips (if the hospital is far away from the 

patient’s home). Medical staff would be provided with easier and faster medical diagnosis, 

because of machine learning, which would recognize the cardiac arrhythmia. With this help, 

the more patient would be diagnosed in smaller period of time and what is more, such 

solution could be used in places, where the medical staff is limited. 

We can consider an IoT healthcare facility as a collection of ubiquitous computing that 

mainly deals with external activities. In healthcare, IoT-based healthcare systems collect a 

variety of patient data and get inputs from doctors medical professionals. Continuous 

glucose monitoring for insulin pens is the best example of this. 

All these devices can communicate with each other and take important actions that would 

provide timely help to save someone’s life. After collecting the data, an IoT healthcare device 

would send this critical information to the cloud so that doctors can act upon it. 

The detailed workflow of IoT healthcare: 

o A sensor collects data from a patient, doctor or nurse inputs data.  

o AI-driven algorithms like Machine Learning (ML) is used to analyse the collected 

data.  

o The device decides whether to act or send the information to the cloud. 
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o Doctors or health practitioners can make actionable and informed decisions based 

on the data provided by IoT healthcare solutions.  

 

Section 3: Applications and consequences of Internet of Things in Healthcare and 

Medicine 

Integration of mobile applications makes the patient care in the hospital better: 

o making patient’s records go paperless 

Searching the health records in the shelves of the hospital is a tedious task and sometimes, a 

little delay in the information proves to be fatal for the patient. That’s where digitizing the 

patient’s data is a panacea. The complete health records like- X ray, vitals, prescriptions, 

medical history, previous consultations and discharge notes of the patients is stored 

centrally in the hospital information system and become accessible to the physicians on 

mobile. The handy access to the patient’s clinical data is revolutionary for emergency 

consultations. Moreover, the physicians can make the changes in the health records, so that 

the patient’s health data always remain updated. 

o Patient’s management digitally 

Increasingly, the hospitals are integrating Patient Management software so that physicians 

can check the patient’s previous health records, examine the current health status and 

suggest the lab tests to perform at the fingertips. Also, health diagnosis apps enable the 

measurement of blood pressure, heart rate, glucose level, visual activity and pretty more in 

a matter of seconds. 

o Communication and consulting becomes easier 

In the hospital, there are multiple locations such as inpatient wards, clinics, outpatient 

services, labs, intensive care units, operation theatre, which needs to be connected. The 

mobile application development allows the people in the hospital to connect and collaborate 

off the bat through text, email or video call, which simplify and speed up the treatment. 

For instance: The information from labs can be rapidly communicated to the physicians in 

the operation theatre without needing to wait for a person to physically bring the reports 

from the labs. The nurses in the inpatient wards can immediately consult the physician so 

that no time gets wasted and better medical decisions can be taken in the emergency cases. 

Furthermore, there are some healthcare apps like MediCall that enable quick consultation, 

diagnosis and prescription from the physician through video conference remotely. The 

remote treatment works like a hospital in the pocket for the people. 

o Optimize the nursing activity 

Nurses in the hospital find it difficult to remember the shifts, update with the tasks, attend 

patients and provide prescriptions which impact patient care. The cohesive mobile 

https://www.peerbits.com/mobile-application-development.html
https://www.peerbits.com/works/medicall.html
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application for nurses helps in the better management of the patient’s medicinal schedule 

that enable faster recovery and improved patient care. 

 

NurseAlert app is a magic bullet that’s brilliant in keeping the nurses up-to-date with shift 

management, never let the nurses forget to attend the patient and provide medicine on time 

through pill reminders, and other tasks can also be assigned and reminded to them. 

Additionally, nurses can create and set the automated reminders for the repeated tasks. 

o Telemedicine 

In this medium healthcare services are provided without visiting patients. This 

technology is generally used for follow-up visits, chronic diseases, special consultations 

where a personal visit to a doctor is not possible like a patient living in an isolated area and 

needing emergency treatment. In that case, the doctors available can share appropriate 

information like X-rays, Scans, etc and patients can receive quick help in diagnosis and 

treatment. 

 

Section 4: Benefits and challenges of Internet of Things in Medicine 

 

Benefits: 

o Simultaneous reporting and monitoring 

Remote health monitoring via connected devices can save lives in event of a medical 

emergency like heart failure, diabetes, asthma attacks, etc. With real-time monitoring of the 

health condition in place by means of a smart medical device connected to a smartphone app, 

connected medical devices can collect medical and other required health data and use the 

data connection of the smartphone to transfer collected information to a physician or to a 

cloud platform. 

o End-to-end connectivity 

IoT can automate patient care workflow with the help healthcare mobility solution and other 

new IoT technologies, and next-gen healthcare facilities. IoT in healthcare enables 

interoperability, artificial intelligence machine-to-machine communication, information 

exchange, and data movement that makes healthcare service delivery effective. Connectivity 

protocols: Bluetooth LE, Wi-Fi, Z-wave, ZigBee, and other modern protocols, healthcare 

personnel can change the way they spot illness and ailments in patients and can also 

innovate revolutionary ways of treating across different healthcare fields. 

o Data analysis 

Vast amount of data that a healthcare device sends in a very short time owing to their real-

time application is hard to store and manage if the access to cloud is unavailable. Even for 

healthcare professionals to acquire data originating from multiple devices and sources and 

https://www.peerbits.com/case-studies/nurse-alert.html


 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

39 

 

analyse it manually is a tough bet. IoT devices can collect, report and analyses the real time 

information and cut the need to store the raw data. 

o Tracking and alert 

On-time alert is critical in chronic condition. Medical IoT devices gather vital signs of any 

disease and transfer that data to doctors for real-time tracking, while dropping notifications 

to people about critical parts via mobile apps and smart sensors. 

Challenges: 

• data security and privacy 

• integration: multiple devices and protocols 

• data overload 

• cost 

QUIZ 

Question 1: 

Concept in which intelligent objects can communicate with each other to make autonomous 

decisions by analyzing and processing data collected from the environment is: 

a) Internet of Objects 

b) Internet of Things 

c) Internet of Components 

 

Question 2: 

Internet of Things is often equated with the concept of the: 

a) Internet of Small Objects 

b) Internet of Dynamic Objects 

c) Internet of Smart Objects  

 

Question 3: 

Basic areas in which the concept of Internet of Things can be used are: 

a) smart city, health, medicine, industry and tools, transport, mobile and cloud robotics 

b) smart city, health, energy, industry and production, transport, automation and robotics 

c) smart city, life, tools, industry and production, transport, mobile and cloud robotics 

  

Question 4: 

IoT device collects and transfers health data:  

a) blood pressure, oxygen and blood sugar levels, weight, and ECGs 

b) blood pressure, carbon dioxide and blood sugar levels, height, and ECGs 

c) blood pressure, dioxide and blood sugar levels, height, and ECGs 

 

Question 5: 
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Physicians can check the patient’s previous health records, examine the current health status and 

suggest the lab tests to perform at the fingertips using: 

a) Hospital Management software 

b) Healthcare Management software 

c) Patient Management software 

Module IV. 3D printing in medical applications 

 

GENERAL GOAL(S): 

 

The general aim of the activity is to equip learners with basic 

understanding of 3D printing in medical applications 

LEARNING 

OUTCOMES 

(general): 

 

 

 

By the end of the module, participants will be able to: 

• Describe the basic features of 3D printing software 

• Explain the capabilities of 3D printing software Ultimaker Cura 

• Describe the process of files preparation for 3D printing 

• Give example of 3D Printing uses in medical applications 

• Explain basic 3D Printing terminology 

• Explain the role of 3D printing in medical applications 

• Recognize the most relevant 3D printing technologies for the 

healthcare sector 

• Identify the main applications of 3D printing in different medical 

areas 

• Understand the advantages and limitations of 3D printing in 

different medical applications 

METHODS: Power point presentation, lecture, videos, group discussions, 

collaborative learning 

DURATION: 90 minutes 

 

RESOURCES 

NEEDED: 

 

• The PowerPoint presentation “Exercise on preparing a medical 

model for 3D printing” 

• A computer with the free software Ultimaker Cura 

(https://ultimaker.com/software/ultimaker-cura) installed 

• The 3D medical model file bone.stl 

• Paper, flipchart, markers 

• Laptop (for presentation), monitor/projector, internet connection 

for online videos, useful links 

SCENARIO FOR 

FACE-TO-FACE 

TRAINING: 

Section 1: Introduction to file preparation for 3D printing 

Activity 1:  The trainer uses the slides 1-7 of the PowerPoint 

presentation "Exercise on preparing a medical model for 3D printing” 

https://ultimaker.com/software/ultimaker-cura
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 to:  introduce the 3D printing workflow, explain what is a slicer 

software and how it is used to prepare a 3D model for 3D printing,- 

explain the support structures,  explain the infill ,  illustrate the effects 

of object orientation during 3D printing 

 

Activity 2:  Participants watch a video about positioning of parts for 3D 

printing (video 1)  

 

Activity 3: The trainer divides participants into small groups and ask 

them to discuss the following: 

o In what situations do we need to use support structures for a 

3D printed object? 

o how infill affects the 3D printing process and the resulted 

object? 

o Why is important the orientation of the object to be printed? 

(duration 15 minutes)  

 Section 2: Introduction to Cura slicer 

Activity 1: The trainer uses the slides 8-15 of the PowerPoint 

presentation "Exercise on preparing a medical model for 3D printing” 

to introduce learners to the main features of the Cura slicing software. 

 

Activity 2:  Participants watch a video about the file preparation for 3D 

printing using Cura (video 2)  

 

Activity 3: The trainer divides participants into small groups and ask 

them to discuss the following: 

o How the layer thickness affects the speed of 3D printing 

process? 

o How the infill density affects the speed of 3D printing process? 

o How the layer thickness can affect the quality of the 3D printed 

object? 

(duration 15 minutes) 

 Section 3: Practical exercise with Cura 

Activity 1: Model orientation 

o The trainer opens Ultimaker Cura and makes a brief 

presentation of its basic features (objects handling and 

positioning, recommended print settings), using theoretical 
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materials for this section. Next, the trainer imports the file 

bone.stl into Cura. 

o The trainer facilitates a discussion among the participants 

regarding the various options related to bone’s position on the 

printing platform. The factors to be analysed: the need for 

supporting structures, the stability of the object during 

printing, the surface of contact between object and printing 

platform, etc. If necessary, the trainer will help learners to 

understand what is the correct position (as shown in the 

theoretical materials for this section). 

o The trainer orients the bone on the printing platform in the 

correct way. 

o The trainer demonstrates the Preview functions of Cura and 

explains how they work. It should be underlined that the 

simulation shows the actual print paths that will be executed 

by the 3D printer. 

o Learners discuss the advantages of simulating the 3D printing 

process before sending the file to 3D printer, how can be 

studied the effect of various printing parameters on the 

printing time, material use and printing quality. 

(duration 20 minutes) 

 Section 4: Discussion on the role of 3D printing in medical 

applications 

Activity 1: The trainer will use the Think-Pair-Share technique in order 

to help learners collaboratively learn about the role of 3D printing in 

medical applications. 

o Think: Trainer ask learners to think (5 minutes) on how the 

object previously prepared for 3D printing can be used in 

medical applications.  

o Pair: Learners pair up and share their thinking with their 

partner, discuss ideas, and ask questions about their partners 

thoughts on the topic (5 minutes). 

o Share: Trainer randomly chooses a number of learners pairs to 

share their responses with the whole group. 

 
The trainer will facilitate the discussion, directing it so as the learners 

discover some possible roles of the 3D printing in medical applications: 

o presurgical planning 
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o production of custom implants 

o production of 3D-printed models for education 

o bioprinting tissues 

(duration 20 min) 

 

 Section 5: Discussion on the 3D printing technologies relevant for 

the healthcare sector 

The trainer will use the Think-Pair-Share technique in order to help 

learners better understand the 3D printing technologies relevant for 

the healthcare sector. 

o Think: Trainer ask learners to think (5 minutes) on which of 

the 3D printing technologies presented on the module “3D 

printing in medical applications” is the most suitable for 

fabricating the medical model of the bone previously prepared 

for 3D printing. 

o Pair: Learners pair up and share their thinking with their 

partner, discuss ideas, and ask questions about their partners 

thoughts on the topic (5 minutes). 

o Share: Trainer randomly chooses a number of learners pairs to 

share their responses with the whole group. 

 
The trainer will facilitate the discussion, directing it so as the learners 

discover some correct answers: 

o Fused deposition modelling (FDM) / Fused filament fabrication 

(FFF) 

o Stereolithography (SLA) 

o Digital light processing (DLP) 

o Selective laser sintering (SLS) 

o Selective laser melting (SLM) 

o Electron beam melting (EBM) 

o Powder Bed and Inkjet Head (PBIH) 

(duration 20 min) 

 

RECOMMENDATIONS 

AND RISKS 

 

• It is good practise to trial the activity before delivery so that trainer 

have full understanding of the file preparation for 3D printing 

process and of Cura capabilities. 

• Ensure that access to the activity available for all  
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• It is advisable that the classroom setting is adequate for the 

students to move and stay in groups  

EVALUATION OF 

THE MODULE: 

 

o A short evaluation questionnaire (quiz) will be used to assess 

participants’ knowledge gained from the module.  

 

BACKGROUND 

CONTENTS AND 

HANDOUTS 

• Teaching Material Module 4 

• Video 1 https://youtu.be/zVS_CmuyOxE  

• Video 2 https://youtu.be/nZZ2mwe6gkM  

• The PowerPoint presentation "Exercise on preparing a medical 

model for 3D printing” (15 slides) and the 3D medical model 

file bone.stl are part of the present document and should be 

used be the trainers 

REFERENCES / 

USEFUL LINKS 
• Cura (software), https://en.wikipedia.org/wiki/Cura_(software ) 

• Cura homepage, https://ultimaker.com/software/ultimaker-cura 

• Cura learning materials, https://ultimaker.com/learn   

• The Ultimaker Cura workflow explained 

https://support.ultimaker.com/hc/en-us/articles/360011733980-

The-Ultimaker-Cura-workflow-explained   

• Ultimaker Cura 5.1, https://ultimaker.com/learn/ultimaker-cura-5-

1-stable-release    

• 3D Printing Infill: The Basics – Simply Explained, 

https://all3dp.com/2/infill-3d-printing-what-it-means-and-how-to-

use-it/   

• 3D Printing Supports – The Ultimate Guide, 

https://all3dp.com/1/3d-printing-support-structures 

• Think-Pair-Share technique 

https://kpcrossacademy.org/techniques/think-pair-share/  

Section 1. Introduction to file preparation for 3D printing 

As schematised in below picture, a 3D printing process typical for medical applications 

includes the following Sections: 

1. The medical images of the object to be 3D printed are obtained, usually in the form 

of DICOM files. 

https://youtu.be/zVS_CmuyOxE
https://youtu.be/nZZ2mwe6gkM
https://en.wikipedia.org/wiki/Cura_(software
https://ultimaker.com/software/ultimaker-cura
https://ultimaker.com/learn
https://support.ultimaker.com/hc/en-us/articles/360011733980-The-Ultimaker-Cura-workflow-explained
https://support.ultimaker.com/hc/en-us/articles/360011733980-The-Ultimaker-Cura-workflow-explained
https://ultimaker.com/learn/ultimaker-cura-5-1-stable-release
https://ultimaker.com/learn/ultimaker-cura-5-1-stable-release
https://all3dp.com/2/infill-3d-printing-what-it-means-and-how-to-use-it/
https://all3dp.com/2/infill-3d-printing-what-it-means-and-how-to-use-it/
https://all3dp.com/1/3d-printing-support-structures
https://kpcrossacademy.org/techniques/think-pair-share/
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2. The medical images are manipulated and translated into a 3D printing file, usually 

STL type. 

3. The 3D printing file is prepared for printing. 

4. The G-code file is run on the 3D printer and the model is printed. 

5. If necessary, the part is finished (cleaned, polished, painted, etc.). 

 

 

The Section 3 (file preparation for 3D printing) is completed using a specific type of 

software called slicer. The preparation involves a series of actions: 

• Checking and repairing of 3D model 

• Orientation and positioning of the object to be printed 

• Setting of the 3D printing process parameters such as material, temperatures, 

cooling, speeds, infill, layer thickness, etc. 

• Adding support structures, if necessary 

• Slicing the 3D model in layers and creating a path to be followed by the print head 

• Generating the G-code file (it includes all information needed by the 3D printer to 

make the part) 

• Saving and sending the G-code to 3D printer 

 

Section 2. Introduction to Cura slicer 

Cura is the world’s most popular 3D printing software that can be downloaded free of charge 

from https://ultimaker.com/software/ultimaker-cura. It can be used to prepare 3D files for 

https://ultimaker.com/software/ultimaker-cura
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any 3D printer brand or model. Some of the most important features of a slicer are explained 

below. 

Support structures 

3D printing is an additive process, in which each layer is consecutively added to the previous 

layer, so each new layer must be supported by the layer beneath it. So, each layer can only 

be a little larger than the previous one to prevent failing. When this is not the case (there are 

steep overhangs or unsupported areas) support structures are needed. These act as 

scaffolding for the object during 3D printing and are removed when printing is completed. 

 

               

 

A support structure is required when parts of the design extend at an angle beyond 45°.  

Sometimes it is possible to avoid support structures by choosing a different object 

orientation. 

 

Infill 

Infill is a repetitive structure used to take up space inside an otherwise empty 3D print.  
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The most important parameters are: 

• Infill Density - the amount of plastic used on the inside the print. Density 0% means 

a hollow object while 100% means a solid object. 

• Infill Pattern 

 

Infill patterns. Image source: https://support.ultimaker.com/  

Infill has a significant effect on the part’s print time, filament consumption, flexibility, 

strength, weight, etc. 

Importance of object orientation 

The orientation of the object during 3D printing can have significant impact on the quality of 

the print, printing duration, quantity of the material used, etc. In many cases, bad part 

orientation leads to print failing. In the following pictures, you can see the effects of different 

orientations of the same object, in terms of printing duration and weight/length of the 

required filament.     

https://support.ultimaker.com/
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Section 3. Practical exercise with Cura 

Open Cura and import the file bone.stl. The model is placed in the middle of the building 

platform and it can be moved, rotated, scaled or mirrored on the printing platform using 

the buttons (click on the object to activate the buttons). 
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In order to get a good print, we need to correctly position the object on the 3D printer’s 

building platform, as shown in the below picture. 
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The easiest way is to click on the button “Select face to align to the build place” and then 

select the flat surface of the bone. 

 

 

 

The next Section is to set the 3D printing process parameters. For our exercise, we can use 

the print settings recommended by Cura.   

 

 

 

Click “Slice” to start the slicing process. When this is finished, information on build time and 

filament usage is displayed. The G-code file generated can be saved and then send to a 3D 

printer. 
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Click “Preview” and then play with the cursors on the right and on the bottom to see the print 

and travel path generated by Cura. These are the actual print paths that will be executed by 

the 3D printer. 
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QUIZ 

 

Question 1: 

When is required to use a support structure during 3D printing? 

a) when parts of the design extend at an angle greater than 45° 

b) when parts of the design extend at an angle smaller than 45° 

c) when parts of the design extend at an angle smaller than 30° 

  

Question 2: 

If we set Infill Density to 100% in Cura software, we will obtain: 

a) a hollow object 

b) a solid object 

c) an object having 100 grams/cubic centimetre  

 

Question 3: 

Which of the following is NOT a possible role of the 3D printing in medical applications? 

a) presurgical planning 

b) production of 3D-printed models for education 

c) image segmentation 

 

 Question 4: 

Which of the following 3D printing technologies can be used for producing models for 

education out of plastic materials?  

a) Fused deposition modelling (FDM) 

b) Selective laser melting (SLM) 

c) Extrusion based bioprinting (EBB) 

 

Question 5: 

Setting a higher layer thickness in Cura software will result in: 

a) lower printing speed and better printing quality 

b) better printing quality and higher printing speed 

c) higher printing speed and lower printing quality 
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Module V. 3D simulation in medical applications 

GENERAL 

GOAL: 

 

Understand the principles and characteristics of 3D simulation in Medical 

applications, and also the benefits and innovation potential of their utilisation 

LEARNING 

OUTCOMES: 

 

 

By the end of the module, participants will be able to:  

Get to know the basic principles and main characteristics of 3D simulation in 

Medical applications 

Understand the advantages of applying 3D simulation in Medical applications 

Compare using 3D simulation in  different areas 

Demonstrate understanding the using of 3D simulation in Medical 

applications to foster innovation. 

METHODS Lectures, presentations, self-study, discussions based on case studies, group 

discussion, educational film, self-assessment  

DURATION: 90 minutes 

RESOURCES 

NEEDED  

Multimedia, paper, flipchart, markers  

Computer (Wi-Fi network) 

Access to scientific data bases (PubMed, EBSCO, etc.), online platforms/ 

applications  

SCENARIO FOR 

FACE TO FACE 

TRAINING  

SECTION 1-Basic principles and main characteristics of 3D simulation in 

Medical applications (20  minutes)  

o Activity 1:  The trainer presents the basic terminology and the main 

characteristics of 3D simulation in Medical applications, using 

theoretical materials for this section(10 minutes ). 

o Activity 2:  Participants watch a film about 3D simulation in order to 

identify the examples of applications and the main characteristics (5 

minutes )  

o The trainer divides participants into small groups and ask them to 

discuss and briefly presents three definitions and three main 

characteristics of 3 D simulations used in Medical application to the 

other groups (5 minutes) 

 

SECTION 2 - Advantages of applying 3D simulation in Medical 

applications (25 minutes)  

o Activity 1:  The trainer presents the advantages of 3D simulation in 

Medical applications, using theoretical materials for this section        

(10 minutes)              
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o Activity 2:  The trainer divides participants into small groups and ask 

them to discuss and briefly presents the utilization of 3D simulations 

at their workplace to the other groups (5 minutes) 

o Activity 3: Participants watch interactive videos with 3D simulation in 

Medical application and discuss what applications could be used to 

their workplace/ area of expertise (advantages, disadvantages, 

barriers to implement).  (10 minutes) 

 

SECTION 3 -3D simulation in different Health care areas: Diagnostics, 

Palliative/Oncological Health care, Surgery, Emergency and Intensive Care, 

Orthopedics traumatology, Mental Health, Operation Care and other (25 

minutes) 

o Activity 1:  The trainer presents examples of 3D simulation in different 

Health care areas, using theoretical materials for this section.(10 

minutes) 

o Activity 2: Participants watch interactive videos with 3D simulation in 

Medical application and select at least two of them to compare. The 

trainer divides participants into groups and ask them to discuss about 

the 3D simulations already chosen and the groups have to analyze and 

compare the instances and highlights the benefit of using them, and 

briefly presents the conclusions to the other groups (15 minutes) 

 

SECTION 4 -Using of 3D simulation in Medical applications to foster 

innovation (20 minutes) 

o Activity 1:  The trainer presents the modern approach to the 3D 

simulation in Medical applications of investments, using theoretical 

materials for this section.(5 minutes ) 

o Activity 2: Group discussion with trainees about scientific research 

analysis. Access to scientific data bases (PubMed, EBSCO, etc.), research 

methods and techniques. (5 minutes ) 

o Activity 3: Trainer asks the participants to reflect on using 3D 

simulation in Medical applications to drive innovation – Brainstorming 

session (10 minutes) 

  
EVALUATION 

OF THE 

MODULE: 

Teacher evaluation of student’s activities and quizzes. 
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Section 1- Basic principles and main characteristics of 3D simulation 

3D simulation has become a widespread in many fields , including Medical area. Next, we 

review the basic terminology of this domain. An extended material with definitions can be 

read in Addendum.  

Basic terminology 

A simulation is the re-creation of a real world process in a controlled environment. It 

involves creating rules and models to represent the context, and then running those models 

to see the results. Simulations are used for scientific exploration and research, for various 

tests, including safety, to create 3D images/ graphics for video games and movies 

(interactive movies/ augmented reality). 

A model is a representation of a process or an object, that describes and explains 

phenomenon when it can’t be experienced in a direct manner. 

KEEPING 

LEARNERS 

SAFE 

Ensure that access to the activity available for all  

Ensure room large enough to allow mobility for all learners. 

BACKGROUND 

CONTENTS 

AND 

HANDOUTS 

PPT presentation , Addendum for section1 

REFERENCES 

and usefull 

links: 

http://www.nhet-sim-edu.au/nhet-sim-program-2/australian-society-

forsimulation-in-healthcare 

Healthcare Simulation Dictionary  (property of The Society for Simulation in 

Healthcare (SSH), disseminate by Agency for Healthcare, research and 

quality) 

Lopreiato J O. Healthcare Simulation Dictionary. Rockville,    MD: Agency for 

Healthcare Research and Quality; October 2016. AHRQ Publication No. 

16(17)-0043. 

https://www.ahrq.gov/sites/default/files/publications/files/sim-

dictionary.pdf 

https://www.healthysimulation.com  

https://www.anatomage.com/table/ 

https://www.ncbi.nlm.nih.gov 

https://www.holoxica.com 

https://simbionix.com/simulators/robotix-mentor/ 

http://www.nhet-sim-edu.au/nhet-sim-program-2/australian-society-forsimulation-in-healthcare
http://www.nhet-sim-edu.au/nhet-sim-program-2/australian-society-forsimulation-in-healthcare
https://www.ahrq.gov/sites/default/files/publications/files/sim-dictionary.pdf
https://www.ahrq.gov/sites/default/files/publications/files/sim-dictionary.pdf
https://www.anatomage.com/table/
https://www.ncbi.nlm.nih.gov/
https://www.holoxica.com/
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Technology represents the application of knowledge into a practical purpose. 

In medical area, that knowledge is used to build objects to protect living organisms, to 

maintain or recover the health and the state of well being, to save lives. We use it for diagnose 

or treatment. 

Augmented reality (AR) is a technology that integrates digital information into the user's 

real-world environment. 

3D modeling is a technique in computer graphics for producing a 3D digital representation 

of any object or surface. 

o What is 3D Modeling? 

3D modeling is the creation of a three-dimensional object inside of simulated software. The 

object can be created from simple shapes all the way up to complex high-polygon models. A 

polygon is one triangle, and It takes many triangles to make a circle or complex object. 

Often—and depending on the format of modeling you’re trying to achieve—real-world 

objects are scanned into the software through a 3D-scanning device; then, those objects are 

used as digital tracing paper to create the final model using the same process mentioned 

above. Once created, these objects can be scaled and manipulated however the user sees fit. 

o Uses for 3D Modeling 

Some of the industries where 3D is heavily used, to name a few: 

• Film/TV – Used to create CGI characters, objects, environments, animations and 

titling for movies and commercials 

• Video Game Development – Used to create the entire visual 3D component of the game 

with many aspects of animation being the same process as used in Film/TV. 

• Architecture – Used to create interactive renderings of buildings and structures; the 

vast majority of all architectural items are created via 3D CAD modeling for real-life 

construction. 

• Engineering – Creation of to-scale designs to then be produced in a CNC environment 

and/or via a more manual, hands-on method of fabrication. 

While these industries are some of the most common users of 3D, a use for 3D modeling can 

be found in almost any industry, but also in medical field. 
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3D simulation appears to be an exciting, promising, affordable pedagogy to engage health 

care students in problem solving and critical reasoning. 

*see the Addendum for more definitions 

3D simulation – example 

https://www.youtube.com/watch?v=P_6xsA0gZE4 

https://www.youtube.com/watch?v=dqtOQ2WnYBM 

https://www.youtube.com/watch?v=1RkseDeYS9g 

https://www.youtube.com/watch?v=yXuiA_6q1eQ 

https://www.youtube.com/watch?v=y4HK5CTVkXM 

https://www.youtube.com/watch?v=j2XgBBeW4Hw 

https://www.youtube.com/watch?v=MPovpAXcmIU 

https://www.youtube.com/watch?v=RszdPqQCPbM 

https://www.youtube.com/watch?v=ebzbKa32kuk 

For documentation in terminology we can use the addendum, Healthcare Simulation Dictionary  

(property of The Society for Simulation in Healthcare (SSH), disseminate by Agency for 

Healthcare, research and quality), already mentioned in References. 

 

Section 2- Advantages of applying 3D simulation in Medical applications 

 The introduction of simulation- based medical teaching and learning is a very important 

Section in curriculum development. Simulation is a generic term that refers to a 

representation of a real world process, in a controlled environment,  to achieve educational 

goals through experiential learning.  Although medical simulation is relatively new, 

simulation has been used for a long time in other professions . Medical simulation allows the 

acquisition of clinical skills through deliberate practice, replicating clinical scenarios rather 

than an apprentice style of learning.  Sometimes referred to as Patient Simulators, 

Standardized Patient, Medical Simulators represent more than a body patient simulators. 

Activity: Participants watch a film about 3D simulation in order to identify the examples of 

applications and the main characteristics (5 minutes ) 

Activity: The trainer divides participants into small groups and ask them to discuss and briefly 

presents three definitions and three main characteristics of 3 D simulations used in Medical 

application to the other groups (5 minutes ) 

https://www.youtube.com/watch?v=P_6xsA0gZE4
https://www.youtube.com/watch?v=dqtOQ2WnYBM
https://www.youtube.com/watch?v=1RkseDeYS9g
https://www.youtube.com/watch?v=yXuiA_6q1eQ
https://www.youtube.com/watch?v=y4HK5CTVkXM
https://www.youtube.com/watch?v=j2XgBBeW4Hw
https://www.youtube.com/watch?v=MPovpAXcmIU
https://www.youtube.com/watch?v=RszdPqQCPbM
https://www.youtube.com/watch?v=ebzbKa32kuk
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They can include smaller low-fidelity task trainers used to train specific skills, high fidelity 

surgical simulators  and more.  

Simulation tools represents a safer alternative in training to real patients. A trainee can 

make mistakes and learn from them without the fear of harming the patient. There are 

different types /classification of simulators and their cost vary according to their “fidelity”. 

Simulation- based learning is expensive, but still, it is cost-effective if utilized properly. 

Medical simulation enhances clinical competence at the undergraduate and postgraduate 

levels of healthcare professionals. It has also been found to have many advantages that can 

improve patient safety and reduce health care costs through the improvement of the medical 

provider's competencies. (https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3195067/) 

Immersive patient simulators (IPSs) combine the simulation three-dimensional (3D) 

environment with a virtual and, thus, allow an illusionary immersion into a synthetic world, 

similar to computer games. Learning in a 3D environment is motivating and allows repetitive 

training and internalization of medical workflows (ie, procedural knowledge) without 

compromising real patients. The impact of this innovative educational concept on learning 

success still need review and validation. 

After a systematic literature search via PubMed , an interesting review on IPSs  was 

published in Journal of Medical Internet Research. There were identified thirteen IPSs 

available and nine of these are Web-based simulators and represent feasibility studies. None 

of these simulators are used constantly for student education. The workstation-based 

simulators are commercially driven and provide a high quality of data and graphical content. 

Apparently there were positive correlation between simulated content and real content (ie, 

content validity), between the outcome of simulator training and alternative training 

methods (i.e., concordance validity) and between measured outcome and future professional 

attitude and performance (ie, predictive validity). 
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IPSs can promote learning and consolidation of procedural knowledge. The use of IPSs is not 

very common, and technical and educational approaches are heterogeneous. Academic-

driven IPSs could possibly enhance the content quality, improve the validity level, and make 

this educational concept accessible to all medical students.   

Section 3 - 3D simulation in different Health care areas 

Medical simulators are important tools used in healthcare simulation and education. They 

usually represent parts or full-bodied life-like manikins that react to learner actions with 

real-time physiological responses. The simulators are used to help educate students, train 

medical personnel, nurses, doctors, surgeons, anesthetists, midwives, rescue teams, armed 

forces military personnel and others seeking to practice their clinical skills. 

With a wide range of aspects, from virtual reality and surgery practice products to skill and 

technique training modules, medical simulators help trainees to develop their practice 

before working on a living patient. This simulated clinical experience helps to mitigate the 

risk of error and life-threatening outcomes to real human patients. 

Areas of practice which medical simulators can provide assistance in include basic and 

advanced life support, clinical skills training, anesthesiology training, nursing skills, patient 

care training, diagnostic procedures, surgical and laparoscopic training and gynecological 

training. In adition, medical simulation can really be utilized in all aspects of medical 

education. 

In order to achieve their purpose, the realistic manikin products must all be manufactured 

with anatomical accuracy. They must also simulate human soft tissue and tissue reactions to 

Activity :   The trainer divides participants into small groups and ask them to discuss and briefly 

presents the utilization of 3D simulations at their workplace to the other groups (5 minutes ) 

Activity : Participants watch interactive videos with 3D simulation in Medical application and 

discuss what applications could be used to their workplace/ area of expertise (advantages, 

disadvantages, barriers to implement). (10 minutes) 

3D simulation benefits explained 

https://www.youtube.com/watch?v=7C7zAXf2EI0 

3D simulation - advantages 

https://www.youtube.com/watch?v=kgtnVl3k4Ik 

https://www.youtube.com/watch?v=AttXbcLUyR0 

https://www.youtube.com/watch?v=7C7zAXf2EI0
https://www.youtube.com/watch?v=kgtnVl3k4Ik
https://www.youtube.com/watch?v=AttXbcLUyR0
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offer a realistic training environment with reliable technology. This makes the simulation 

process as life-like as possible. 

o Field of use 

Regular buyers of medical simulators include universities, colleges and other educational 

facilities (including teaching hospitals and life support training centers). These facilities 

typically seek to offer their learners a wide range of high-quality clinical skill trainers, 

medical simulators and complete skill lab configurations. This helps to shape a complexe 

educational process for learners through hands-on opportunities. 

 

An important gain is that the the use of simulators helps learners to perfect their clinical 

skills. The flexible learning styles involved in simulation are also particularlly useful as the 

products can meet the exact needs of a learner. For example, while some students prefer 

classroom instruction, others learn better when they are given the opportunity to test their 

own skill. 

In addition, medical simulators help coaches to better train the students  in improve their 

hand-eye coordination and strenght applications. Finaly, simulation and the use of medical 

simulators reduce the gap between direct practice on a clinical patient and the theory 

involved in improving the necessary skills. 

o Examples of Medical Simulator Products and their utilisation 

There is a wide variety of medical simulator products available, divided by category. For 

example, the categories of medical simulators include Advanced Life Support (ALS), 

Advanced Trauma Life Support (ATLS), Basic Life Support (BLS), clinical skills trainers, 

emergency rescue, gynecology, nursing skills and patient care, obstetrics, orthopedic 

workshop bones, simulated medications, simulation kids, TCCC training manikins, 

transesophageal echocardiography and virtual dissection tables. 

o Here is a break-down of each category: 

 

Basic Life Support (BLS): These medical simulators are designed with life-like features to 

aid in effective life support training, and to enable hands-on practice for every learner. 

Additionally, BLS manikins provide learners with different types of feedback on their 

performance. 

 

Advanced Life Support (ALS): This category of medical simulators focuses on teaching 

skills to extend Basic Life Support to stabilize a patient. Skills necessary to do so include 

manual defibrillation, intravenous cannulation, laryngeal mask insertion, tracheal intubation 

and more. ALS manikins and simulators are designed into different age groups to equip 
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resuscitation training facilities and course providers with high quality ALS training devices. 

The groups are: Adult ALS, Pediatric ALS, Neonatal ALS, Advanced Trauma Life Support 

(ATLS) 

 

Advanced Trauma Life Support (ATLS): These simulators are used to train healthcare 

professionals in the assessment, treatment prioritizing, early management and stabilization 

of critical trauma patients. Skills taught with ATLS manikins include: Surgical skills, Manual 

skills, Diagnostic skills (like airway and ventilation management). 

 

Clinical Skills Trainers: These products are used to equip specialized and skills 

laboratories in universities and teaching hospitals. They are especially useful for learners to 

demonstrate, practice and assess skills such as auscultation, suturing, laparoscopy, chest 

drainage, ultrasound and more. 

 

Emergency Rescue: These manikins come in a variety of shapes and sizes to prepare 

learners for all body types that can be encountered in a rescue. These hands-on emergency 

training response and rescue products can also be equipped to withstand fire, land and water 

rescues. 

 

Gynecology: Medical simulation has developed manikins to be used as an effective part of 

gynecology teaching. The scenario-based simulation training provides students the 

opportunity to develop basic clinical skills in gynecological examinations and procedures, 

practicing on trainers and simulators that provide life-like scenes of normal, complicated 

and rare procedures. 

 

Nursing Skills And Patient Care: Practicing the assessment of patients, training in nursing 

procedures and also clinical and emergency training are all part of nursing training 

programs. Medical simulation prepares nurse aid trainees for the care and management of 

in-hospital patients. Examples of clinical skills that such patient care simulators offer 

includes: Ostomy care, Blood Pressure, Bandaging, Intubation,Injections 

Obstetrics: Medical simulators in the field of obstetric emergencies are used to improve 

obstetric knowledge, technical skills, team work and structured communication and is used 

in obstetric emergency skills training programs. Scenario-based obstetric training objectives 

includes normal deliveries, common complications during delivery, as well as obstetric 

emergencies. 

 



 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

62 

 

Orthopedic Workshop Bones: Orthopedic workshop bones and biomechanical test 

materials are a cost-effective alternative to real human bones. Their biomechanical 

characteristics give their strength properties similar to real bones. 

 

Simulated Medications: These can be used to enhance a student’s medical practical 

education with realistic looking medications and consumables that a healthcare professional 

would use in real-life scenarios.  

 

Simulation Kits: This type of medical simulator is specifically adapted to the field of medical 

practice (i.e. obstetrics, nursing, urology, etc.). Through high-quality anatomical models and 

diagrams, they help teach or explain topics in a more comprehensive way. 

 

Tactical Combat Casualty Care (TCCC) Training Manikins (Trauma Manikins): These 

medical simulators provide guidelines for supplying immediate medical care for life-

threatening injuries on the battlefield. The products differentiate three phases of casualty 

care, including care under fire, tactical field care and tactical evacuation care. 

 

Transesophageal Echocardiography: Producing high quality imaging of the heart can 

often be challenging due to the position of the probe in the esophagus, located close to the 

heart. These simulators provide detailed anatomical and clinical knowledge of the heart, in 

addition to the practical skills needed to properly manipulate a TEE probe. 

 

Virtual Dissection Tables: These medical simulators provide students the opportunity to 

work on real patient cases. This makes them more trained in problem-solving skills. The goal 

is to then be able to transfer their theoretical  knowledge of anatomy  to the presenting 

patient. 

 

Considering  the use of medical simulators in educational and training settings continues to 

evolve, healthcare professionals can expect to see an overall increase in their use. Through 

this use, the widespread adoption of this simulated learning opens up the possibility of an 

alternative to traditional teaching, improving overall performance and possibly helping to 

reduce errors. (https://www.healthysimulation.com) 

 

Surgical Simulation : High-fidelity surgery simulators exist for the specialty fields of 

Laparoscopic surgery, neurosurgery, endoscopic surgery, trauma surgery, cardiac surgery 

and interventional surgery. These products can both educate new students and help perfect 

mastery for working professionals by utilizing integrated learning curriculums, 

performance-based statistical reporting such as number or movements, and screen 

https://www.healthysimulation.com/medical-simulator/
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recording for faculty debriefing and assessment purposes. Using real-time 3D rendered 

animation, haptic feedback devices, and the ability to manipulate realistic hardware 

instrumentation, high-fidelity surgical simulators have been readily adopted by the Surgical 

community. Due to recent advances in Virtual Reality in Medicine, virtual surgery training is 

a quickly expanding sector within the wider field of healthcare simulation.  

Activity: Participants watch interactive videos with 3D 

simulation in Medical application and select at least two 

of them to compare.  

The trainer divides participants into groups and ask them 

to discuss about the 3D simulations already chosen. The 

groups have to analyze and compare the instances and 

highlights the benefit of using them, and briefly presents the conclusions to the other groups 

(15 minutes )  

Immersive simulation – for training in any medical field 

https://www.youtube.com/watch?v=H7dDZUpD624 

Virtual dissection table 

 https://www.anatomage.com/table/ 

https://www.youtube.com/watch?v=G1ku4uhK7O0, 

https://www.youtube.com/watch?v=kcsQUvyySVo, 

https://www.youtube.com/watch?v=MPxaF0fWFxI 

Laparoscopic simulator with various surgical modules and also the well known manequin 

Harvey. 

 Credits to HealthySimulation – Medical Simulation Ressources (Harvey Manikin) 

(https://www.youtube.com/watch?v=AOc7_cYx6tU, 

https://www.youtube.com/watch?v=Q91yfaqykUU) 

 

 

https://www.youtube.com/watch?v=H7dDZUpD624
https://www.anatomage.com/table/
https://www.youtube.com/watch?v=G1ku4uhK7O0
https://www.youtube.com/watch?v=kcsQUvyySVo
https://www.youtube.com/watch?v=MPxaF0fWFxI
https://www.youtube.com/watch?v=AOc7_cYx6tU
https://www.youtube.com/watch?v=Q91yfaqykUU
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 Credits to LAPARO – Medical Simulators 

 

3D Telemedicine  

 

Section 4- Using 3D simulation in Medical applications to drive innovation 

Healthcare simulation programs that utilize a variety of clinical simulation 

manikins (patient simulators), or manikins from multiple vendors, are quite common. In 

these cases, simulationist faces logistic challenges, which is where healthcare simulation 

management technology comes into play. With manikin integration functionality, it can be 

possible to seamlessly connect a range of disparate assets, sources and systems within a 

single interface.  
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Here are six ways simulation management technology (abbreviation: SMT) helps these 

professionals and learners simply manage manikins from multiple vendors within a single, 

integrated dashboard. 

o Centralized operations: Regardless the number of mannequins used by the 

healthcare simulation program, clinical SMT connects all assets, equipments and 

resources in a single, centralized location. This empowers leaders to take control of 

every aspect of their training (multi-room, in situ or virtual patient training), 

including schedule, record, score and debrief. This feature help investors to 

maximize the return on investment (ROI). 

o Automated workflows:  When many people use a simulation center and manikins 

every semester, things can get quite complicated. Healthcare SMT streamlines 

workflows and saves leaders time with automated asset scheduling, reporting, 

statistical analysis, competency tracking and also plan for the future. 

o Integrated manikin Voice Control: A manikin integration functionality helps the 

teachers and the healthcare simulation technicians to increase the intensity of their 

exercises through scenario and voice control, leading to a more immersive student 

experience. 

o  Tracking the inventory and utilization: Keep track of manikins, task trainers, 

consumables and madicines, and determine who and when is using a healthcare 

simulation room/center, for what purposes help simulationists to avoid scheduling 

errors, to better manage stocks and working spaces, and also to   calculate ROI. 

o Uninterrupted observation and review: Healthcare simulation sessions can get a 

boost in realism when multiple manikins, task trainers or even standardized 

patients (SPs) are used at once — but reviewing each element can be very difficult. 

Integrated SMT makes simultaneously review possible for evaluators. 

o Powerful debriefing: Post-event debriefing is one of the most important 

components of any clinical simulation exercise. With SMT students can further 

benefit from powerful, manikin event log-enhanced debriefings. 

Activity: Grup discussion with trainees about scientific research analysis. Access to scientific 

data bases (PubMed, EBSCO, etc.), research methods and techniques. (5 minutes ) 

Activity: Trainer asks the participants to reflect on using 3D simulation in Medical applications 

to drive innovation – Brainstorming session (10 minutes ) 

Innovation 

https://www.youtube.com/watch?v=PzPKdlFbvYM 

https://www.youtube.com/watch?v=OyB1fkJ_rlY 

https://www.youtube.com/watch?v=PzPKdlFbvYM
https://www.youtube.com/watch?v=OyB1fkJ_rlY
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Examples of 3d simulation research to faster innovation (device and design development, 3d 

bioprinting, digital dentistry application)) 

https://www.3dsystems.com/healthcare/device-design-and-development 

https://www.3dsystems.com/resources/webinar/?industry=Healthcare&industry=Me

dical%2520Schools 

https://www.3dsystems.com/resources/webinar/?industry=Healthcare 

Life Sim – Medical Simulation center for students, nurses and doctors- organize a lot of 

workshops 

https://simbionix.com/imsh-2022-surgical-science-and-simbionix-simulators/ 

https://simbionix.com/simulators/robotix-mentor/ 

https://www.healthysimulation.com/31193/ems-simulation-management/ 

 

 

 

QUIZ 

Question 1: 

What is the correct definition of stimulation: 

a) the re-creation of a real world process in a controlled environment. It involves creating 

rules and models to represent the context, and then running those models to see the 

results. 

b) a representation of a process or an object, that describes and explains phenomenon when 

it can’t be experienced in a direct manner 

c) a technology that integrates digital information into the user's real-world environment 

Question 2: 

https://www.3dsystems.com/healthcare/device-design-and-development
https://www.3dsystems.com/resources/webinar/?industry=Healthcare&industry=Medical%2520Schools
https://www.3dsystems.com/resources/webinar/?industry=Healthcare&industry=Medical%2520Schools
https://simbionix.com/imsh-2022-surgical-science-and-simbionix-simulators/
https://simbionix.com/simulators/robotix-mentor/
https://www.healthysimulation.com/31193/ems-simulation-management/
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Basic Life Support (BLS) Simulator 

a) are used to train healthcare professionals in the assessment, treatment prioritizing, early 

management and stabilization of critical trauma patients. 

b) are designed with life-like features to aid in effective life support training, and to enable 

hands-on practice for every learner, providing, additionally, different types of feedback on 

students’ performance 

c) are especially useful for learners to demonstrate, practice and assess skills such as 

auscultation, suturing, laparoscopy, chest drainage, ultrasound and more 

Question 3: 

A simulation-based learning activity designed to provide an experience with inputs and outputs 

exclusively confined to a computer, usually associated with a monitor and a keyboard or other 

assistive device represents 

a) A Clinical Scenario 

b) A Process-Oriented Simulation 

c) A Computer-Based Simulation 

Question 4: 

A scenario, in health care simulation, represents 

a) The use of computer technology to create an interactive threedimensional world in which 

the objects have a sense of spatial presence 

b) A deliberately designed simulation experience (also known as a case) that provides 

participants with an opportunity to meet identified objectives 

c) A method of training that is conducted directly prior to a potential intervention 

 Question 5: 

Immersive patient simulators (IPSs) 

a) combine the simulation three-dimensional (3D) environment with a virtual and, thus, allow an 

illusionary immersion into a synthetic world, similar to computer games. 

b) Represents a situation when an individual is involved in the implementation and/or delivery of 

simulation activities 

c) Represents a situation when a person plays a role as a patient in real health care situations, while 

the health care workers in those situations are unaware of the fact that the person is not a real 

patient 

 

 

Module VI. Robotics for medical applications 

 

GENERAL GOAL(S): 

 

Understand the principles and characteristics of use of Robotics 

tools and devices in medical applications as well as the benefits of 

their use. 
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LEARNING 

OUTCOMES 

(general): 

 

 

 

By the end of th module, participants will be able to: 

• Get to know the benefits and possibilities of using robotic for 

medical applications. 

• List and compare the advantages of using the Robotic in Medical 

applications. 

• Understand the prospects for the application of robots in medicine. 

METHODS: Lectures, presentations, self-study, group discussion, discussions 

based on case cases, educational videos, self-assessment. 

DURATION: 

 

90 minutes 

RESOURCES 

NEEDED: 

 

Multimedia, paper, flipchart, markers  

Computer (Wi-Fi network) 

Access to scientific data bases (PubMed, EBSCO, etc.), online 

platforms/ applications  

SCENARIO FOR FACE 

TO FACE TRAINING: 

 

Section 1 Introduction to Robotics and its applications (25 

minutes)  

o Activity 1 (10 min): Trainer explains the idea and concepts of 

Robotics – definitions, concepts, architecture, protocols. Next, 

the trainer presents the areas of human life where different 

solutions of Robotics can be used. Materials given below can be 

used here (point 1. Introduction to the Robotics and its 

applications). 

o Activity 2 (15 min): Brainstorm about the examples of Robotics 

applications. Trainer asks participants/students (they could be 

divided into small groups) to write down the examples of 

Robotics applications in different areas of human life. Next, each 

group shortly presents its propositions of examples and the 

trainer write them on the board. The last action is creation of 

list of Robotics applications with their examples. 

 

 Section 2: Robotics solutions in Healthcare (25 minutes) 

o Activity 1 (10 min): Trainer explains the idea of use of Robotics 

in Healthcare – definitions, concepts, process and workflow, 

possibilities. Next, the trainer presents the areas of Healthcare 

where different solutions of Robotics can be used. Materials 

given below can be used here (point 2. Robotics in Healthcare). 

o Activity 2 (15 min): Brainstorm about the examples of Robotics 

solutions in healthcare. Trainer asks participants/students 
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(they could be divided into small groups) to write down the 

examples of Robotics solutions in different areas of healthcare. 

Next, each group shortly presents its examples and the trainer 

write them on the board.  

o Finally, the trainer together with all students based on their 

propositions create the mindmap of Robotics solutions in 

healthcare 

 

Section 3: Applications of Robotics in Healthcare and Medicine 

(30 minutes) 

o Activity 1 (10 min): Trainer presents the possibilities of use of 

Robotics solutions in healthcare and medicine. Particularly, the 

trainer explains the use of Robotics solutions in hospitals to 

make there the healthcare better. Materials given below can be 

used here (point 3. Applications of Robotics in Healthcare and 

Medicine). 

o Activity 2 (15 min): The students watch the videos about this 

topic: 

https://www.youtube.com/watch?v=vugOOuq256M 

https://www.youtube.com/watch?v=_aJhNXXWmq0 

https://www.youtube.com/watch?v=x1Qu1YKZA0Y 

Trainer presents how Robotics can improve the patient’s care in 

hospitals. 

o Activity 3 (5 min): Short common discussion about the 

information from the videos. 

 

Section 4: Benefits and challenges of Robotics in Medicine (10 

min) 

o Activity 1 (5 min): Trainer presents the benefits and challenges 

of use of Robotics in Medicine.  Students also watch the video: 

https://www.youtube.com/watch?v=2fnv_3qn3Yc Materials 

given below can be used here (point 4. Benefits and challenges of 

Robotics in Medicine). 

o Activity 2 (5 min): Short common discussion about the benefits 

and challenges of Robotics and the possible development in the 

near future 

 

 

https://www.youtube.com/watch?v=vugOOuq256M
https://www.youtube.com/watch?v=_aJhNXXWmq0
https://www.youtube.com/watch?v=x1Qu1YKZA0Y
https://www.youtube.com/watch?v=2fnv_3qn3Yc


 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

70 

 

RECOMMENDATIONS AND 

RISKS 

( if there are any situations in 

which trainers should be 

careful...ect. or any optional 

changes of the activities we can 

consider) 

 

 

• Ensure that access to the activity available for all. 

• Ensure room large enough to allow mobility for all learners. 

• Ensure the access to Internet for all learners. 

• Ask students in advance to bring their mobile devices 

(smartphones, tablets…). 

EVALUATION OF 

THE MODULE: 

 

A short evaluation questionnaire (quiz) will be used to assess 

participants’ knowledge gained from the module. 

Evaluation of student’s activities and quizzes given by the teacher. 

BACKGROUND 

CONTENTS AND 

HANDOUTS 

PowerPoint presentation. The research papers on the use of Robotics 

concepts and tools in medical applications. 

REFERENCES Books: 

2. Yamamoto, Ikuo. Practical robotics and mechatronics: marine, 

space and medical applications. ISBN: 9781849199681, 2016. 

Research papers to read: 

5. Tse, Z. T. H., Chen, Y., Hovet, S., Ren, H., Cleary, K., Xu, S., & 

Monfaredi, R. (2018). Soft robotics in medical applications. 

Journal of Medical Robotics Research, 3(03n04), 1841006. 

6. P. Dario, E. Guglielmelli, B. Allotta and M. C. Carrozza, "Robotics 

for medical applications," in IEEE Robotics & Automation 

Magazine, vol. 3, no. 3, pp. 44-56, Sept. 1996, doi: 

10.1109/100.540149. 

7. Suthakorn, Jackrit. "Robotics in Medical Applications." Bangkok: 

ISBME (2004). 

8. Burgner-Kahrs, J., Rucker, D. C., & Choset, H. (2015). Continuum 

robots for medical applications: A survey. IEEE Transactions on 

Robotics, 31(6), 1261-1280. 

9. Hsiao, Jen-Hsuan, Jen-Yuan Chang, and Chao-Min Cheng. "Soft 

medical robotics: clinical and biomedical applications, 

challenges, and future directions." Advanced Robotics 33.21 

(2019): 1099-1111. 

Web pages: 

5. https://ifr.org/blog 

6. https://www.intel.com/content/www/us/en/healthcare-

it/robotics-in-healthcare.html 

7. https://medicalfuturist.com/robotics-healthcare/ 
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8. https://www.healthcare-administration-degree.net/faq/how-

are-robots-changing-healthcare/ 

9. https://www.medicaldevice-network.com/comment/what-

are-the-main-types-of-robots-used-in-healthcare/ 

Section 1. Introduction to the Robotics and its applications 

Healthcare robots are changing the way surgery is performed, improving the delivery and 

disinfection of supplies, and giving doctors more time to care for patients. Medical robots 

assist with surgery, streamline hospital logistics, and enable providers to give more direct 

attention to patients. 

• Medical robots fall into several categories: surgical assistance, modular, service, 

social, mobile, and autonomous. 

• Health robotics help improve patient care and outcomes while increasing 

operational efficiencies. 

• Robotics in healthcare work with AI-assisted surgery, task automation, and 

real-time patient data analytics. 

Emerging in the 1980s, the first robots in the medical field offered surgical  assistance via 

robotic arm technologies. Over the years, artificial intelligence (AI)-enabled computer vision 

and data analytics have transformed health robotics, expanding capabilities into many other 

areas of healthcare. Robots are now used not only in the operating room, but also in clinical 

settings to support health workers and enhance patient care. 

The first robots in healthcare appeared in the 1980s. These were the robotic arms that 

assisted in the operation. Over the years, image recognition and data analytics powered by 

artificial intelligence (AI) transformed medical robotics, extending their capabilities to many 

other areas of healthcare. Currently, robots are used not only in operating theaters, but also 

to support medical workers and to improve patient care. Since the outbreak of the COVID-

19 pandemic, hospitals and clinics have started using robotics for a wider range of tasks to 

help reduce the spread of the pathogen. It has become clear that the operational efficiency 

and risk reduction provided by medical robots have benefits in many areas. 

For example, robots can clean and prepare rooms for patients on their own. This helps to 

limit personal contact in infectious disease wards. Robots using AI-based drug identification 

software reduce the time it takes to recognize, match and distribute drugs to patients in 

hospitals. 

During the COVID-19 pandemic, hospitals and clinics began deploying robots for a much 

wider range of tasks to help reduce exposure to pathogens. It’s clear that the operational 

efficiencies and risk reduction provided by health robotics offer value in many areas. Robots 
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function more autonomously, eventually performing certain tasks entirely on their own. 

Doctors, nurses, and other healthcare workers can focus on providing more empathy in 

patient care. 

As technology advances, robots will become even more independent, until they are able to 

perform certain tasks without any help. As a result, doctors, nurses and other healthcare 

professionals will be able to focus on providing even better care to patients. 

Section 2. Robotics solutions in Healthcare 

We can distinguish the following types of robots in healthcare: 

1. Robots for surgical assistance 

With the advancement of motion control technology, the precision of surgical aid robots has 

also increased. They help you to perform complex micro-procedures without making large 

incisions. The evolution of surgical robots continues. It is therefore anticipated that AI-

equipped robots will eventually use image recognition to navigate specific areas of the body 

while avoiding nerves and other obstacles. Some surgical robots can even perform tasks on 

their own, allowing surgeons to supervise activities through a console. 

Robotic operations fall into two main categories: 

o Minimally invasive trunk surgery. These include automated hysterectomy, 

prostatectomy, bariatric surgery, and other procedures primarily focused on 

soft tissues. After entering the body through a small incision, these robots 

position themselves and form a stable platform from which the operation can 

be performed using a remote control. Open, large incision surgery was once the 

norm for most internal procedures. The recovery period was much longer, 

however, and there was a greater likelihood of infection and other 

complications. Manual work by making a button-sized incision is extremely 

difficult, even for an experienced surgeon. Surgical robots such as da Vinci by 

Intuitive facilitate these procedures without sacrificing precision, and reduce 

the risk of infection and other complications. Minimally invasive surgeries for 

torso: robotic hysterectomy, robotic prostatectomy, bariatric surgery, other 

procedures on soft tissues. 

o Orthopaedic operations. Devices such as the Stryker Mako robot can be 

programmed to perform common orthopaedic operations such as the insertion 

of knee or hip implants. These machines combine intelligent robot arms, 3D 

imaging and data analytics. This allows to achieve more predictable results 

thanks to the introduction of help for the surgeon in the form of spatially defined 

boundaries. AI modelling allows you to train a Mako specifically for orthopaedic 
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surgery, teaching him to precisely choose directions and how to perform 

procedures. Orthopaedic surgeries: smart robotic arms, 3D imaging, and data 

analytics. 

The ability to share video streaming from the operating room to others, no matter how 

remote the location, allows surgeons to consult with other leading specialists in their field. 

As a result, patients are looked after by the best surgeons. 

The field of surgical robotics is evolving towards better use of AI. Image recognition allows 

surgical robots to distinguish between the types of tissue within their field of view. For 

example, they can now help surgeons avoid contact with nerves and muscles during surgery. 

Three-dimensional image recognition in the HD version can provide surgeons with detailed 

information and improve their efficiency during surgery. Forecasts say that eventually 

robots will be able to independently handle minor tasks, such as sewing wounds or other 

specific tasks, under the watchful eye of a surgeon. 

Robotics also plays a key role in training surgeons. An example is the Mimic Simulation 

Platform, i.e. a mimic simulation platform. It uses AI and virtual reality to provide new 

surgeons with training in operational robotics. They can practice procedures and acquire 

skills using robotic control in a virtual environment. 

2. Modular robots 

Modular robots enhance other systems and can be configured to perform multiple functions. 

For healthcare, these include exoskeleton therapy robots and prosthetic robotic arms and 

legs. 

Therapeutic robots help in rehabilitation after strokes, paralysis, traumatic brain injuries 

and multiple sclerosis. They are equipped with AI and cameras with depth detection 

technology. They can monitor the patient's condition by observing prescribed exercises, 

measuring range of motion in different positions, and tracking progress more precisely than 

the human eye. They can also interact with patients, providing training advice and 

motivation. 

3. Service works 

Service robots relieve medical workers of the obligation to fulfill routine logistics tasks. Many 

of these robots work on their own and send reports when the task is finished. They prepare 

patient rooms, track deliveries and place orders, replenish drug cabinets, and transport 

bedding to and from the laundry room. The fulfillment of some routine tasks by service 

robots allows healthcare professionals to focus on the urgent needs of patients. 
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They relieve the daily burden on healthcare workers by handling routine logistical tasks. 

These robots set up patient rooms, track supplies and file purchase orders, restock medical 

supply cabinets, and transport bed linens to and from laundry facilities. Having some routine 

tasks performed by service robots gives health workers more time to focus on immediate 

patient needs. 

4. Social robots 

Social robots interact directly with humans. They are "friendly machines" that can be used 

in long-term care environments where they provide social interaction and supervision. They 

can encourage patients to adhere to medical regimens or provide cognitive commitment, 

maintaining mental acuity and a good mood. They are also used to show directions in the 

hospital building for both visitors and patients. Overall, social robots take the strain off 

caregivers and improve the emotional well-being of patients. 

5. Mobile robots 

Mobile robots move around hospitals and clinics along lines or predetermined routes. They 

are used for many tasks – decontaminating rooms, transporting patients or moving heavy 

machinery. Mobile robots responsible for cleaning and disinfection can use ultraviolet (UV) 

light, hydrogen peroxide vapor or air filtration. This helps to reduce the risk of contamination 

and to uniformize decontamination of accessible sites. 

6. Autonomous robots 

Autonomous robots with a wide range of depth sensing cameras can independently reach 

patients in the examination room, allowing doctors to interact at a distance. Robots 

controlled remotely by a specialist or other employee can also accompany doctors during 

the rounds. This allows you to conduct diagnostic and patient care consultations via the 

screen. They keep an eye on the condition of their battery and return to the charging station 

when necessary. 

Some autonomous robots clean and disinfect as they move between infectious disease 

departments, operating theaters, laboratories and public areas of the hospital. One of the 

prototypes of autonomous robots, created by the startup Akara, is being tested to disinfect 

contaminated surfaces using UV light. Its task is to decontaminate rooms and equipment in 

hospitals to help fight COVID-19. 

Section 3. Applications of Robotics in healthcare and medicine 

Robots have been in use in the healthcare sector for some time, operating largely behind the 

scenes. From about 2015, the range of robotic applications in healthcare has expanded 

rapidly to include assistive applications for doctors, nurses, caregivers and patients in 

hospitals and care facilities. 
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Robotics has several applications in healthcare. Some remarkable robotics  applications in 

healthcare: 

o Drug development and production: 

Robots are in use across the whole pharmaceutical supply chain, from basic research to the 

production of medicines, quality inspection and packaging. Robots support the discovery of 

vital new treatments; enable faster medical tests for patients; help pharmaceutical 

manufacturers to meet increasingly strict regulations for the production of medicines and 

maximize the efficiency of drug production. 

o Pharmacy dispensing: 

Robots improve the efficiency and accuracy of drug dispensing in pharmacies. Robots are 

used in both hospital and community pharmacies that deliver medications ordered online. 

Increasing adoption of robotic vision technologies for quality inspection and tracking. 

Vision technologies are widely used in the pharmaceutical industry but are typically not 

mounted onto the robot. Start of applications combining a mobile base and robot arm, which 

allows the robot to perform sequential tasks that involve moving from one machine to 

another. 

o Hospital Logistics: 

Autonomous mobile robots (AMRs) have been used for some time in hospitals to transport 

linens, medication and medical equipment. Robots reduce back injuries from lifting in 

hospital personnel and give nurses more time to concentrate on patient care.  

To work in hospitals and care facilities, AMRs need to negotiate elevators, and some can issue 

simple voice commands to alert people to their approach. 

o Surgery: 

Allowing surgeons to perform a variety of operations with greater precision and faster 

recovery times for patients 

o Rehabilitation:  

The advantage of robot devices over rehabilitation exercises guided only by a therapist is 

that the robot device ensures that the movement is repeated in the same way each time, 

training the brain to enable muscles to carry out the movements alone. 

o Robotic assistance for healthcare workers: 

Robots can provide information, respond to simple questions and connect the user with 

trained professional via video link, enabling remote communication between doctors, nurses 

and patients. 
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Before we move on to discussing the da Vinci surgical robots - which are certainly the most 

popular and best (as many experts say) devices in the category under consideration at the 

moment – let's devote some attention to the ZEUS surgical robot. It was the only robot that 

could threaten the dominant role of the da Vinci robot because it had comparable 

capabilities, and could have been cheaper. The ZEUS robot was eliminated from the market 

in such a way that the company that produces it, Computer Motion, was bought in 2003 by 

the da Vinci robot company Intuitive Surgical Inc. The new owner immediately stopped the 

construction and sale of ZEUS robots, making da Vinci the undisputed leader in the surgical 

robot market. 

ZEUS robots have been produced since 1995, and in 1996 they were devoted to testing them 

on animals, and then they were already used to perform operations on humans, especially 

since they were approved by the above-mentioned FDA institution, important in the USA, 

but also very opinion-forming in the scale of the whole world.  

The da Vinci robot is successfully used in complex operations in proctology, gynecology, 

urology and cardio surgery. Created for the needs of the army and medical treatments in 

space. Controlled from a distance by a surgeon, it can efficiently and safely remove diseased 

tissues and organs. 

The da Vinci Surgical System consists of an ergonomic surgical console, a platform on the 

patient's side with four interactive arms, the high-performance InSite visualization system 

and the patented EndoWrist instruments. Photo: Intuitive Surgical: 

 

By using the pinnacle of modern knowledge of robotics technology, the surgeon's hand 

movements are scaled, filtered and smoothly translated into the exact movements of the 

EndoWrist Instruments. Photo: Advocate Lutheran General Hospital, USA 
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The surgeon doctor can control the robot's arms from a distance by performing complex 

operations. Photo: Intuitive Surgical 

 

The robot can be used in many fields of medicine, including in specialized procedures in the 

field of urology, gynecology, cardiosurgery and thoracic surgery. With the assistance of a 

robot, procedures in the field of general surgery and otolaryngology are also performed.  

The da Vinci system is successfully used in the removal of neoplastic lesions. Photos: 

Intuitive Surgical: 
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The operating arms are covered with a special foil, they are easy to clean and sterilize, thus 

reducing the risk of transmission of perioperative infections. Thanks to a specialized 

technology, minor tremors in the operating surgeon's hand are eliminated, minimizing the 

risk of error.  

New perspectives for cancer patients are created, among others, by a dynamic increase in 

prostatectomy procedures performed all over the world (used in men in the case of prostate 

cancer).  

The use of the da Vinci robot in hysterectomy (used in women, e.g. in the case of neoplastic 

changes within the uterus) allows for precise operation in gynecological procedures, 

improving the techniques used so far. Photos: Advocate Lutheran General Hospital, USA 

 

Section 4: Benefits and challenges of robotics in medicine  

Medical robotics take patient care to the next level, enable more effective clinical activities, 

and provide a safe environment for patients and healthcare professionals. 

o High-quality patient care 



 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

79 

 

Medical robots deal with the least invasive procedures, adapted and frequent monitoring of 

patients with chronic ailments, intelligent therapy and social involvement of elderly patients. 

Additionally, they reduce the working load. Therefore, nurses and other caregivers can 

provide patients with more empathy and human interaction, which can result in long-term 

well-being. 

o Operational efficiency 

Service robots improve the performance of routine tasks, reduce the physical demands of 

human labor, and ensure greater process consistency. They keep an eye on inventory and 

fulfill orders in a timely manner. Thanks to this, there is never a shortage of supplies, 

equipment and medicines. Mobile robots responsible for cleaning and disinfection allow for 

quick admission of patients in disinfected rooms. 

o Safe working environment 

Service robots help keep healthcare workers safe by transporting supplies and bedding in 

hospitals where there is a risk of exposure to the pathogen. Robots for cleaning and 

disinfection reduce this risk while reducing infections acquired in hospitals – already used 

by hundreds of healthcare facilities. Social robots also help with lifting loads, such as moving 

beds or patients. This reduces the physical burden on health professionals. 

Profits from the use of robots in surgery could be as the follows: 

1. Precision of movements or the possibility of scaling the movements – measuring 

with the set point, how the surgeon moved the hand, we can divide the 

measurement value by the scaling number. As a result, the tool installed on the 

robot will make smaller movements than the surgeon does on his console - the 

setpoint. So we can achieve a much higher precision of movements (in extreme 

cases, the tool can move 10 times less than the surgeon's hand). 

2. Confident movements – filtration – sometimes in surgeons, especially in more 

experienced ones there is a problem with trembling hands. What does the robot 

have to do with it? Specific filtration can be introduced in the control system, which 

will "smooth" vibrations of hand movements. This, in turn, will significantly 

increase the confidence of the tool movements and the patient's safety. 

3. Minimally invasive – one of the most important advantages. The first robots were 

cardiosurgical, thanks to which doctors could reach the heart, between the ribs, 

thus avoiding the need to cut them. As a result, the patient's stay time after heart 

surgery has been shortened from several months (2-3) to several weeks (2-3), and 

the scar is much smaller than with the traditional method. 
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QUIZ 

Question 1: 

Which healthcare professionals are currently assisted by robots: 

d) doctors, nurses, 

e) doctors, nurses, support staff 

f) doctors, nurses, support staff, administrative staff 

 

 Question 2: 

When the first robots in healthcare appeared: 

d) in the 1970s 

e) in the 1980s 

f) in the 1990s  

 

 Question 3: 

Which areas of computer science significantly influenced the development of the use of robots in 

healthcare: 

d) image recognition, data analytics, artificial intelligence (AI) 

e) databases, image recognition, game simulation, data analytics, artificial intelligence (AI) 

f) computer graphics, image recognition, databases, big data, artificial intelligence (AI) 

 Question 4: 

Two main categories of robotic operations are:  

d) minimally invasive head surgery, dental operations 

e) minimally invasive trunk surgery, dental operations 

f) minimally invasive trunk surgery, orthopaedic operations 

 

 Question 5: 

What is the name of one of the most known robots used in complex operations in proctology, 

gynecology, urology and cardio surgery: 

d) Robin Head 

e) da Vinci 

f) ZEUS 
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Module VII. Virtual and augmented reality for medical applications 

 

GENERAL  

GOAL(S): 

The main aim of this module is to introduce VR and AR technology as 

well as its use in the healthcare industry.  

LEARNING 

OUTCOMES  

(general): 

 

 

 

By the end of the module, participants will be able to:  

• Differentiate between AR and VR 

• Gain knowledge on different VR/AR technologies with respect to 

healthcare 

• Understand the challenges related to VR/AR and its uses in clinical 

practice 

• Understand how to make healthcare professionals’ work more 

efficient and comfortable for patients using VR/AR 

• Appreciate the benefits of this technology by seeing applications and 

examples of VR/AR in the healthcare sector 

METHODS: o Power point presentation, lecture, videos, group discussions 

DURATION: 90 minutes 

RESOURCES NEEDED: 

 

• Laptop (for presenter), monitor/projector, white board and markers 

• Presentation - Virtual and Augmented Reality for Medical applications 

• Internet connection for online videos 

For online (additional resources): 

• Each participant must have a laptop/pc/tablet together with an 

internet connection 

SCENARIO  

FOR FACE  

TO FACE TO 

RAINING: 

 

Section 1: Introduction – What is VR and AR (10 minutes) 

o Activity 1: Trainer asks participants (they could be                                                                                                                                                                                                                                                                                               

divided into small groups) to write down any differences between the 

two. After 5 minutes to discuss each group is asked to present the list 

to the rest of the students 

o Activity 2: The trainer will then explain the difference of AR and VR 

(same for online) 

 

Section 2: Virtual Reality and applications in healthcare (25 minutes) 

o Activity 1: Trainer asks participants (they could be divided into 

small groups) to make a list of the way that VR can be applied in 

healthcare (5 minutes) 
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o Activity 2: The trainer then explains what is VR and how it is 

applied in different industries as well as the healthcare sector. The 

types of VR systems are also explained (same for online) 

Activity 3: Video about the use of VR in healtchare (video 1) 

Section 3: Augmented Reality in Healthcare (25 min) 

o Activity 1: Trainer asks participants (they could be divided into 

small groups) to make a list of the way that AR can be applied in 

healthcare (5 minutes) 

o Activity 2: The trainer then explains what is AR and how it is 

applied in different industries as well as the healthcare sector. 

Different types of AR are also mentioned.  

o Activity 3: Students are asked to download ‘The Brain App’ to 

experience the use of AR in first person         

https://apps.apple.com/us/app/the-brain-ar-app/id680599952 

The video can be shown if the app does not work: 

https://www.youtube.com/watch?v=vasq7h3lcbU&ab_channel=HarmonySt

udios 

o Activity 4: Video about the use of AR in healtchare (video 2) (same for 

online) 

Section 4: Advantages and Disadvantages of AR and VR (20 minutes) 

o Activity 1: The trainer will now ask the students if they know of any 

advantages of AR/VR (with respect to health)  

o Activity 2: The trainer will now ask the students if they know of any 

diadvantages of AR/VR (with respect to health)  

o Activity 3: The trainer will explain the main advantages and 

disadvantages as well as how the negative impact of this technology 

can be minimised.  

o Activity 4: Videos on the advantages of using this technology is shown 

(Video 3 and 4) (same for online) 

Section 5: Case studies (10 minutes) 

o Activity 1: The trainer will provide some case study examples 

of the use of AR/VR technology. 

o Activity 2: A lesson re-cap is made 

RECOMMENDATIONS 

AND RISKS 
( if there are any situations in 

which trainers should be 

careful…ect. or any optional 

changes of the activities we can 

consider) 

o It is advisable that the classroom setting is adequate for the 

students to move and stay in groups  

o Participation from the students is encouraged 

o If a small group is present the group sessions can be done with the 

whole class 

https://apps.apple.com/us/app/the-brain-ar-app/id680599952
https://www.youtube.com/watch?v=vasq7h3lcbU&ab_channel=HarmonyStudios
https://www.youtube.com/watch?v=vasq7h3lcbU&ab_channel=HarmonyStudios
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EVALUATION  

OF THE  

MODULE: 

A short evaluation questionnaire (quiz) will be used to assess participants’ 

knowledge gained from the module.  

 

BACKGROUND 

CONTENTS  

AND  

HANDOUTS 

Video 1 

https://www.youtube.com/watch?v=fxDCYmsw2M0&ab_channel=Ey

eonTech 

Video 2 https://www.youtube.com/watch?v=567Eb-

Gccn8&t=64s&ab_channel=CaseWesternReserveUniversity 

Video 3 

https://www.youtube.com/watch?v=KGo7vdmW2G8&ab_channel=D

efunctChannel 

Video 4 

https://www.youtube.com/watch?v=yxZ77vD6r50&ab_channel=3D4

MedicalFromElsevier 

 

REFERENCES o Immersivetouch.com (2021) Retrieved 19 September 2021, From: 

https://www.immersivetouch.com/immersivesim-training 

o The Franklin Institute (2021) The History of Virtual Reality. Retrieved 

19 September 2021, From: https://www.fi.edu/virtual-

reality/history-of-virtual-reality 

o FDM Group (2020) 5 Exciting Uses for Virtual Reality. Retrieved 19 

September 2021, from: https://www.fdmgroup.com/5-exciting-uses-

for-virtual-reality/ 

o The Mainstreaming of Augmented Reality: A Brief History (2016) Ana 

Javornik. Retrieved 19 September 2021, From: 

https://hbr.org/2016/10/the-mainstreaming-of-augmented-reality-

a-brief-history 

o 3D4MEDICAL (2021) Elsevier, Retrieved 3rd October 2021, From: 

https://3d4medical.com/support/complete-anatomy/ar 

o Key challenges to adopting VR/AR in healthcare (2017) Kris Kolo. 

Retrieved 3rd October 2021, From: 

https://www.thevrara.com/blog2/2017/6/10/key-challenges-to-

adoption-of-vrar-for-healthcare 

o Benefits of augmented reality in healthcare (2019) Yash Jay, Retrieved 

5th October 2021, From: https://www.affinityvr.com/augmented-

reality-in-healthcare/ 

https://www.youtube.com/watch?v=fxDCYmsw2M0&ab_channel=EyeonTech
https://www.youtube.com/watch?v=fxDCYmsw2M0&ab_channel=EyeonTech
https://www.youtube.com/watch?v=567Eb-Gccn8&t=64s&ab_channel=CaseWesternReserveUniversity
https://www.youtube.com/watch?v=567Eb-Gccn8&t=64s&ab_channel=CaseWesternReserveUniversity
https://www.youtube.com/watch?v=KGo7vdmW2G8&ab_channel=DefunctChannel
https://www.youtube.com/watch?v=KGo7vdmW2G8&ab_channel=DefunctChannel
https://www.youtube.com/watch?v=yxZ77vD6r50&ab_channel=3D4MedicalFromElsevier
https://www.youtube.com/watch?v=yxZ77vD6r50&ab_channel=3D4MedicalFromElsevier
https://www.immersivetouch.com/immersivesim-training
https://www.fi.edu/virtual-reality/history-of-virtual-reality
https://www.fi.edu/virtual-reality/history-of-virtual-reality
https://www.fdmgroup.com/5-exciting-uses-for-virtual-reality/
https://www.fdmgroup.com/5-exciting-uses-for-virtual-reality/
https://hbr.org/2016/10/the-mainstreaming-of-augmented-reality-a-brief-history
https://hbr.org/2016/10/the-mainstreaming-of-augmented-reality-a-brief-history
https://3d4medical.com/support/complete-anatomy/ar
https://www.thevrara.com/blog2/2017/6/10/key-challenges-to-adoption-of-vrar-for-healthcare
https://www.thevrara.com/blog2/2017/6/10/key-challenges-to-adoption-of-vrar-for-healthcare
https://www.affinityvr.com/augmented-reality-in-healthcare/
https://www.affinityvr.com/augmented-reality-in-healthcare/


 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

84 

 

Section 1: introduction to VR and AR 

What is VR: VR is a three-dimensional, computer-generated environment which can 

be explored and interacted with by a person. The person interacting with this environment 

becomes part of it as they become fully immersed and manipulate objects or perform a series 

of actions. 

What is AR: AR is the augmentation of real-life images with digital ones. This is mostly done 

using AR ready smartphones or specific apps. 

Section 2: Virtual reality and applications in healthcare 

 Background to VR: The first VR headset was developed in the 1960’s by Morton 

Heilig, which was called the Telesphere mask. This invention gave was to more similar 

iterations all throughout the 1960’s. Further development of the VR headset continued 

throughout the 70’s and 80’s. In the mid-1980’s NASA developed a head mounted system 

that worked together with gloves to provide a more immersive environment.  

Uses of VR in different industries:  

1. VR in Military: The military in many countries adopted the use of virtual reality in 

their training as it allows them to undertake a huge range of simulations that would 

be costly to do in person.  

2. VR in Sport: Virtual reality can be used by coaches and players to train more 

efficiently across a range of sports, as they are able to watch and experience certain 

situations repeatedly and can improve each time. 

3. VR in Mental Health: VR technology has become a primary method for treating post-

traumatic stress 

4. VR in Medical Training: Due to its interactive nature, medical and dental students 

have begun using VR to practice surgeries and procedures,  

5. VR in Education: Students can be taken on virtual field trips, for example, to museums, 

taking tours of the solar system and going back in time to different eras. 

Different types of VR: 
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How is VR used in healthcare? 

 

 

Example of use in healthcare: 

ImmersiveSim™ - is a virtual reality (VR) platform that is uses VR headset to provide a 

completely immersive experience as if the user is in the operating theatre. The user makes 

use of the physical robotic stylus which in turn is replicated on the VR software in the form 

of surgical tools and hand motions in real time. The robotic arms provide feedback to the 

user for a more immersive experience and better learning outcomes. 

The use of VR technology to treat conditions such as PTSD are gaining popularity as an 

alternative method of exposure therapy. Such an example is the use of VR technology to treat 

soldiers suffering from PTSD. The patients are placed in a similar environment to that 

experienced during the war and this way they are less likely to experience PTSD symptoms 

when they encounter certain trigger situations. 

Following video can be shown: 

https://www.youtube.com/watch?v=ocnc3QEdokM&ab_channel=WebMD 

Section 3: Augmented reality and applications in healthcare 

 

The first commercial AR application was launched in 2008, an advert for the BMW Mini car. 

When the advert was placed in front of a computer’s camera, the car would appear on screen. 

Other brands such as Coca Cola, National Geographic and Disney all adopted this technology 

for elevated human to product interaction.AR technology is now part of everyday life thanks 

to applications such as Google Street View and can be accessed from any smartphone. 

AR can be used in the following healthcare applications: 

• Education students on how the body functions 

• Education on anatomy 

https://www.youtube.com/watch?v=ocnc3QEdokM&ab_channel=WebMD
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• Surgical and vein visualisation 

• As a tool for medical professionals to explain procedures to patients 

Different types of AR: 

 

Examples of use in healthcare: 

3D4MEDICAL is an app from Elsevier that only requires a smartphone or tablet with 

supports AR apps, and a flat surface. Once the surface is located the model is displayed and 

the student can interact with it using several different tools, such as scaling (up to life size), 

exploded views and labelled models. 

Section 4: Advantages of AR and VR 

Main challenges of VR 

• Content is lacking and hard to produce 

• The price of such software and hardware can be very exoensive 

• It can be perceived as a gimmick 

Main benefits: 
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Main Challenges of AR: 

• Monetary and funding – to develop technology, and funding for hospitals to invest in 

simulation equipment 

• Technical limitations – from limitations of physical space in the building to the size of 

the screen being used for the application 

• Clinical organisation issues – reluctance to change and embrace new technology  

• Lack of knowledge and lack of research about the subject 

Main benefits of AR: 

• Better diagnosis – Using AR technology doctors can perform diagnoses of symptoms 

in a shorter period of time as the patient is not always able to explain clearly the 

symptoms 

• Better preparation – By using data from CT scans and MRI’s in VR headsets the 

doctors/surgeons can overlay the scans on the patient before starting the surgery. 

This way they are better prepared on what to expect during the operation. 

• Improved learning – AR is extremely beneficial to teach student doctors and 

surgeons as they can train in a simulated environment before actually doing the 

surgery in real life.  

Section 5: Case studies examples 

 

Different examples: 

Floreo is leveraging the power of Virtual Reality to develop a supplementary method of 

teaching social and communication skills for individuals with Autism Spectrum Disorder 

(ASD). https://www.floreotech.com/   https://www.youtube.com/watch?v=naAGKjmc_9c 

XR Health have designed a stress therapy virtual reality simulation which, unlike 

medication, reports back to your therapist. That connection means faster long-term relief 

and creates a fully-immersive treatment.   

https://www.youtube.com/watch?v=3DS4XfvD4kA&feature=emb_title 

Surgical Theater's Medical Virtual Reality platform gives a 360 degree engaging 

experience for patients to walk inside their own anatomy, standing between the vessels and 

the tumour, gaining unparalleled knowledge, understanding and comfort of the surgery to 

come.    https://www.youtube.com/watch?v=WX816Mj6RP4 

When AccuVein’s device is held above the skin and activated, it can detect the difference in 

the hemoglobin concentration between the veins and surrounding tissue, and projects a map 

https://www.floreotech.com/
https://www.youtube.com/watch?v=naAGKjmc_9c
https://www.youtube.com/watch?v=3DS4XfvD4kA&feature=emb_title
https://www.youtube.com/watch?v=WX816Mj6RP4
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of the veins on the skin above them. Locating the point of needle placement is suddenly 

simplified for phlebotomy techniques.   https://www.youtube.com/watch?v=HfussHki5QY 

Medsights Tech has developed a software to test the feasibility of using AR to create 

accurate 3-dimensional reconstructions of tumors.  

https://www.youtube.com/watch?v=b3_Wksrv1KI&feature=emb_title 

QUIZ 

Question 1: 

What is Virtual Reality technology? 

a) Special headphones that immerse the user with high quality audio 

b) Computer generated environment that the user can interact with it 

c) 3D computer images 

 

 Question 2: 

What are the main drawbacks of VR in healthcare? 

a) Equipment is expensive and content is hard to produce 

b) The VR headsets are not comfortable and nice to look at 

c) Users become tired of using them and feel nauseous  

 

 Question 3: 

What are some uses of AR and VR in healthcare? 

a) For practicing surgeries and learning about the anatomy 

b) For playing games related to healthcare 

c) Digital hospital walkthroughs 

 

Question 4: 

What is Augmented Reality? 

a) 3D environment accessed using special goggles 

b) The augmentation of real-life images with digital ones 

c) Realistic 3D images on a computer screen  

 

 Question 5: 

What are the main benefits of AR in healthcare? 

a) Better diagnosis, better preparation, improved learning 

b) The patient and carer are more entertained during treatment 

c) The medical procedures are faster and doctors reduce errors 

https://www.youtube.com/watch?v=HfussHki5QY
https://www.youtube.com/watch?v=b3_Wksrv1KI&feature=emb_title
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Module VIII. Impact of Industry 4.0 on the healthcare jobs 

 

GENERAL GOAL(S):  

  

  The general aim of the activity is to realise the impact of Industry 4.0 

on the healthcare jobs 

LEARNING 

OUTCOMES:  

  

  

  

 

o Be able to analyze the impact of Industry 4.0 on the healthcare 

workforce and organizations. 

o Select digital healthcare technologies as tools to address 

healthcare issues 

o To evaluate the benefit of digital competencies on the 

improvement and development of healthcare . 

  

METHODS:  Power point presentation, lecture, videos, group discussions, case 

study, brainstorming activity, self-assessment test 

  
DURATION:  

  

90 minutes 

RESOURCES 

NEEDED:  

  

Laptop (for presenter), monitor/projector, white board and markers, 

presentation - Impact of Industry 4.0 on the healthcare jobs,  internet 

connection for online videos  
SCENARIO FOR FACE 

TO FACE TRAINING:  

  

Section 1 (20 minutes) Short Introduction to the module.  

The module is aiming to increase the awareness of students in the 

field of Industry 4.0 impact on healthcare. The first learning outcome 

is the ability development of the learners to analyze the impact of 

Industry 4.0 on the healthcare workforce and organizations. 

o Activity 1: Trainer asks participants (they could be divided 

into small groups) to think about digital healthcare 

technologies (genomic, digital medicine, artificial 

intelligence, and robotics, etc.) as new tools to address 

important healthcare challenges, when Industry 4.0 is 

applied in different health care settings, including primary, 

secondary, and tertiary health care centers, as well as 

rehabilitation centers and mental health and dental clinics. 

o For online lessons students can also be divided into groups 

using tools such as Zoom meeting rooms. 
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o After 10 minutes of discussion, each group is asked to 

present their ideas to the rest of the students 

o Activity 2: The trainer will then explain what that means 

and how will that change the nature of work inside a 

hospital or health system (same for online).  

o Activity 3: The students are then shown a video showing 

the use some of Industry 4.0 technologies in healthcare 

(same online). 

 

Section 2 (30 minutes). The digital healthcare technologies as tools 

to address healthcare issues.  

o Activity 1: Group discussion “My personal experience in 

using smart technologies in my workplace: what challenges 

did I meet?” The learners are divided in two groups, which 

discuss the positive and negative sides of using smart 

technologies in different workplaces. The discussion is 

moderated by the teacher. The resolution is being created 

in the end of discussion (10 minutes) (same for online). 

o Activity 2: Trainer asks participants (they could be divided 

into small groups) to make a list of the digital healthcare 

technologies as tools to to address healthcare issues (10 

minutes). The learners are being introduced with the 

variety of digital healthcare technologies and their 

application in solving healthcare problems, including 

prevention area, as well as treatment and rehabilitation.  

o Activity 3: The trainer will then present and explains the top 

digital healthcare technologies impacting the workforce (10 

minutes).  

o Activity 4: The students are then shown a video showing the 
use some of digital healthcare technologies (same online). 

 

Section 3 (40 minutes).  The benefit of digital competencies on the 

improvement and development of healthcare  

o Activity 1: The trainer will now introduce what 

competences will be require by Health care 

professionals, how the content of skills and the context 

in which they are applied will have to change (10 

minutes) . 
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o Activity 2: Students are working in the groups. They 

are analyzing the cases based on their own working 

experience. The first 10 minutes are devoted for the 

brainstorming activity, sharing ideas in the group and 

selecting the case for analysis. The main questions of 

the case study: what challenges were faced when 

implementing smart technologies in a healthcare 

facility. What were the decisions and what skills were 

needed to implement the decisions (20 minutes) 

o Activity 3: Students are asked about the advantages 

and disadvantages of applying digital technologies in 

healthcare? Examples from theory are provided and 

explained to the students change (10 minutes)  

RECOMMENDATIONS 

AND RISKS  

  

o The trainer should be aware to modify the methods and tasks 

in case working in the group is not possible. In the situation 

there are few learners (less than 3 persons in the group)  and 

the method „working in the group“ is not possible, it is 

recommended to modify the tasks to individual work. The 

tasks are kept the same, but students are working individually.  

o In the case of implementing Group Discussion “My personal 

experience in using smart technologies in my workplace: what 

challenges did I meet?”, when the method “working in the 

group” is not possible, it is recommended to work individually 

and write the essay discussing the positive and negative sides 

of using smart technologies in different workplaces.  

o When implementing Case Study with the few students group, 

it is recommended to switch to working individually when 

analyzing the case from own working experience. The main 

questions for case analysis are: what challenges were met 

when smart technologies were implemented in healthcare 

institution. What were the decisions and what skills were 

needed to implement the decisions. 

 

EVALUATION OF THE 

MODULE:  

  

Self-assessment questionnaire based on self-reflection   
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BACKGROUND 

CONTENTS AND 

HANDOUTS  

Video 1 

https://www.youtube.com/watch?v=jh5U5BnpGN8&t=1s 

Video 2 https://vimeo.com/oxfordmedicalsimulation 

 

REFERENCES  o  https://topol.hee.nhs.uk/HEE-Topol-Review-2019. 

o AI and the Health Care Workforce (2019), American 

Hospital Association (AHA). 

https://www.aha.org/center/emerging-

issues/market-insights/ai/ai-and-health-care-

workforce. 

o Transforming Healthcare with AI: The impact on the 

healthcare workforce and organizations (2020). 

https://www.mckinsey.com/industries/healthcare-

systems-and-services/our-insights/transforming-

healthcare-with-ai.  

 

  

Section 1 - Short Introduction to the module 

Healthcare is a complex industry involving a wide range of stakeholders: patients, carers, 

nurses, doctors and others healthcare professionals, hospitals, and pharmaceutical 

companies. Healthcare 4.0 envisions a world where everyone is connected through portable 

items, and every point of patient data is recorded, no matter where they are. This future 

would be a combination of artificial intelligence, the Internet of Things (IoT), genomics and 

big data to help make the right decisions about procedures and treatments. 

The focus is on digital healthcare technologies (genomic, digital medicine, artificial 

intelligence, and robotics, etc.) as new tools to address important healthcare challenges in 

the 21st century.  This will not replace healthcare professionals but will strengthen 

("increase") their role, allowing them to devote more time to patients. Artificial intelligence 

will transform health care staff in hospitals so that 40 percent of the tasks performed by non-

clinical staff and 33 percent of the tasks performed by clinical staff can be performed by 

artificial intelligence. 

 

AI and the Health Care Workforce 

Artificial intelligence (AI) has the potential to transform how healthcare is delivered.  it 

can support improvements in care outcomes, patient experience and access to healthcare 

services. It can increase productivity and the efficiency of care delivery and allow healthcare 

systems to provide more and better care to more people. AI can help improve the experience 

of healthcare practitioners, enabling them to spend more time in direct patient care and 

reducing burnout. 

https://www.youtube.com/watch?v=jh5U5BnpGN8&t=1s
https://vimeo.com/oxfordmedicalsimulation
https://topol.hee.nhs.uk/HEE-Topol-Review-2019
https://topol.hee.nhs.uk/HEE-Topol-Review-2019
https://www.aha.org/center/emerging-issues/market-insights/ai/ai-and-health-care-workforce
https://www.aha.org/center/emerging-issues/market-insights/ai/ai-and-health-care-workforce
https://www.aha.org/center/emerging-issues/market-insights/ai/ai-and-health-care-workforce
https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/transforming-healthcare-with-ai
https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/transforming-healthcare-with-ai
https://www.mckinsey.com/industries/healthcare-systems-and-services/our-insights/transforming-healthcare-with-ai
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Artificial intelligence (AI) has the power to transform how work is done in hospitals and 

health systems around the country, regardless of size or location. AI is technology that 

mimics the human thought process, and machine learning (ML) is a type of AI that learns and 

improves as it processes more data. In health care, AI already may be deployed in back-office 

functions, scheduling and decision support, or close to deployment in imaging applications. 

AI can support critical decisions in the clinical setting by augmenting the knowledge of the 

care team to yield quicker diagnoses and identify the best treatment strategy for better 

outcomes. As hospital and health system leaders consider ways to integrate AI, they should 

know that AI will: 

 Change the nature of how staff work at a hospital or health system.  

 Change the skills or competencies needed by people working at a hospital or health 

system.  

 Require new AI positions and technical talents that hospitals and health systems will 

need to attract.  

 Require leaders to prioritize AI projects, and which to fund first.  

 Require leaders to know enough about AI to work effectively with the larger 

ecosystem, including AI vendors.  

 Demand that leaders effectively manage change to create a culture that embraces 

innovation and technology. 

 Face significant subjective and objective barriers to adoption that can be overcome 

with skillful management and planning. 

Reshaping the Workforce with AI Technologies.  

Assuming the researchers are correct, AI could do 40% of the tasks done by nonclinical 

staff and 33% of the tasks done by clinical staff. What does that mean and how will that 

change the nature of work inside a hospital or health system? There are many possibilities, 

including:  

 Improve productivity. The same workers will be able to do more in less time as AI 

automates routine tasks. 

 Improve efficiency. The same workers will be able to do what they do better with 

fewer resources and at a lower cost as AI automates and improves routine tasks. 

 Expand job responsibilities. The same workers will be able to take on new or expanded 

duties as AI frees up their time for higher-level tasks. 

 Practice at the top of license. The same workers, particularly clinicians, will spend less 

time on administrative tasks and more time applying their unique clinical skills to 

direct patient care. 

 Improve performance. The same workers will achieve better outcomes as AI helps 

them reduce or eliminate human error and incorporate much more information into 

decision-making and actions. 
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 Upskill staff. The same workers will learn new and valuable digital skills as they work 

in tandem with AI technologies to produce better outcomes. 

 Retrain staff. As AI automates a large portion of current jobs, workers will be 

retrained and shift to other types of work. 

Reaching the point at which people working for hospitals and health systems can leverage 

what AI does and produce better clinical, operational and financial results will require 

significant changes in the composition, competencies and skill sets of the health care 

workforce. 

 

What New Roles Will AI Create in Health Care? Some of the new positions and 

responsibilities that will be required include: 

 Data Scientist. This person knows how AI works and can design AI models to perform 

tasks required at a hospital or health system. 

 AI Engineer. This person builds the AI models to perform the tasks required at a 

hospital or health system. 

 Data Governance Expert. This person makes sure the data are clean and accurate by 

setting the policies around how data are collected. They are also responsible for 

making sure that when staff do their jobs, they’re doing them ethically, protecting the 

privacy and security of patients’ personal health information and following the data 

governance policies of the hospital or health system. 

 Data Entry Expert. This person curates, cleans, scrubs and structures data from a 

variety of internal and external sources into the system that feeds AI models with the 

data they need to perform the tasks required at a hospital or health system. 

 Data Engineer. This person builds the system that fuels the AI models with the data 

they need to perform the tasks required at a hospital or health system. 

 Chief AI Officer. This person leads the effort to explore potential opportunities, 

develop a cogent AI strategy, and harness the necessary funding, professionals, 

technology and organizational resources to implement them. They must understand 

the clinical workflow — the front-line workforce and the culture that drives care 

delivery. 

 

As AI and machines ease the burden on health care workers by reducing administrative 

tasks and mining and processing medical information and patient records for faster and 

more accurate decisions, staff time opens up for tasks that only a human can do — problem 

solving, critical thinking and having conversations with patients. In health care delivery, 

genomics, digital medicine and AI will transform clinical decision-making with more 

accurate and faster diagnosis and guidance on treatments for precision and personalized 

medicine. This clinical decision support, coupled with data feeds from patients who monitor 
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their health with apps, will create a data-rich environment for providers to focus more on 

prevention, health and well-being. As a result, the workforce of the future not only will need 

people with technical skills, but also soft skills like communication and empathy to take full 

advantage of what AI gives them to do their jobs. If done right, AI can put the care back into 

health care with a renewed focus on personal interactions with patients — listening, 

empathizing and educating. 

 

 
 

How will AI change the healthcare workforce? The analysis uses a midpoint scenario, which 

estimates that 15 percent of current work hours in healthcare are expected to be automated. 

The figure shows the share of hours currently worked that could be freed up by automation 

by 2030 for a wide range of healthcare occupations in selected European countries. 
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Automation could alleviate workforce shortages in healthcare. For example, a 39 percent 

increase in all nursing occupations is expected by 2030, even allowing for the fact that 

approximately 10 percent of nursing activities could be freed up by automation. 

The impact on the workforce will be much more than jobs lost or gained—the work itself 

will change. The biggest leap of all will be the need to embed digital and AI skills within 

healthcare organizations—not only for physicians to change the nature of consultations, but 

for all frontline staff to integrate AI into their workflow. This is a significant change in 

organizational culture and capabilities, and one that will necessitate parallel action from 

practitioners, organizations and systems all working together. 

His will all require bringing new activities and skills into the sector, and it will change 

healthcare education—shifting the focus away from memorizing facts and moving to 

innovation, entrepreneurship, continuous learning, and multidisciplinary working. 

 

Will robots do the work of nurses as well? The widespread use of DI systems robots and 

automates those work tasks that were traditionally considered to require human input. For 
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example, robots that dispense drugs and perform injections, life support robots, etc., robots 

will remind the elderly when to take medications, help them prepare to eat, take care of the 

home, and support society. DI is improving, implementation is simpler, more and more 

institutions and companies are implementing DI systems. 

 

Section 2: The top digital healthcare technologies impacting the workforce  

 

 Key technologies that are poised to impact healthcare over include: 

Telemedicine. Telemedicine involves the provision of clinical care from a distance using 

telecommunication and information technology, including text, audio and video 

consultation, and is required to deliver the same standard of care as face-to-face 

consultations. Improved technology and greater acceptability can overcome resistance to 

telemedicine for many patientprofessional and professional-professional interactions. 

Telemedicine can improve access by reducing geographical barriers, travel costs and estates 

costs. It can also be more convenient for patients. Community clinic space could be released 

by telemedicine, also reducing the burden on patients. Schools, employers, other services, 

families and carers could be more closely bound around the care team. 

Smartphone apps. These devices provide an affordable platform for sensors, social media, 

telemedicine, etc. They could allow more reliable self-reporting of symptoms and selfcare. 

Interaction with the devices may provide useful diagnostic and monitoring information.The 

app allows patients to: check their symptoms; book and manage their appointments at their 

GP practice; order repeat prescriptions; securely view their GP medical record; register as 

an organ donor and oth.  

Sensors and wearables for diagnostics and remote monitoring. Consumer products 

containing sensors capable of recording location, movement, light and an increasing range 

of biophysical indicators are becoming more popular and affordable. There is significant 

research showing the usefulness of various measures, such as digital biomarkers. There are 

also potential uses in realtime monitoring of patients, allowing the redesign of care 

pathways. Advances in sensors and wearables are already beginning to bring diagnostics and 

monitoring ever closer to the patient, including on hospital wards, out-patient clinics, 

surgeries, pharmacies and in the home. Examples include: Point-of-care and self-tests, 

Sensors for self-monitoring, Wearables for remote vital-sign monitoring, Video cameras for 

patient monitoring, Remote monitoring. 

Healthcare data collections. Improved interfaces and visualisations can make this data 

more useful and accessible to policy makers, commissioners, providers, clinicians and 

patients. This should also drive up the quality of data submitted. Upgrading the 

infrastructure supporting these data sets will provide more timely and easily linked data that 

can support decision support, prediction, benchmarking, health surveillance and research. 
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Reading the genome. The capacity to ‘read’ an individual’s genome and capture the 

variation within it has been gathering pace for the past two decades. This will extend 

genomic diagnostics beyond rare diseases and cancers, producing benefits in prevention and 

management of common late-onset diseases that will produce healthcare benefits for all. 

Genomics will involve all areas of healthcare and impact the patient’s entire journey, from 

diagnosis to monitoring and treatment. 

Speech recognition and natural language processing. This technology now presents a 

valuable tool for clinical documentation – the benefit for the healthcare workforce to focus 

on patient interaction and care rather than the computer screen and keyboard is clear. This 

is likely to have a major impact in primary care, as well as outpatients and emergency 

departments in hospitals. 

Virtual and augmented reality. Immersive technologies combine computer-generated 

visual, auditory, and other sensory data with the physical world and present it to the user in 

such a way as to allow them to interact with the blended environment, typically through a 

head-mounted display (HMD). This may be in a fully immersed fashion (virtual reality (VR)), 

overlaid or integrated with the physical world (augmented and mixed reality). 

VR has been used in the treatment of mental health disorders, most notably phobic 

disorders and paranoid psychotic states, where patients have been reluctant to engage in 

real-world interactions. This technology is likely to improve considerably and become more 

accessible over the next 10 years. AR has potential uses in providing immediate feedback to 

patients and clinicians as part of a therapeutic experience. 

Automated image interpretation using AI. Deep learning provides enhanced diagnostics 

through automated image interpretation, for example, in dermatology, radiology, 

ophthalmology and pathology. Digitised medical scans are becoming readily available to 

train deep learning systems. Deep learning technologies have already shown expertlevel 

performance in medical image analysis, for CT scans, mammograms, retinal scans, and 

pathology slides. 

Interventional and rehabilitative robotics. Robots in healthcare have been designed to 

address specific procedural technical challenges. Robots can also automate high-volume 

repetitive tasks. Rehabilitative and wearable robots, including prostheses, exoskeletons and 

brain-machine interfaces will allow advanced functionality to some patients with physical 

disability. Examples of leading-edge robotic technology include the manufacturing and 

fitting of an advanced bionic arm based on 3D scanning and printing. 

Predictive analytics using AI. The use of predictive modelling in assessing frailty of old age 

is an important example of the need for risk prediction. The Electronic Frailty Index uses 

health data routinely collected in GP record systems, which is available to all general 

practices, and allows local identification of older people at risk of adverse health outcomes 

and care home admission. 
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Writing the genome. The advent of powerful genome-editing and synthetic biology tools 

holds the promise of benefiting patients through the ability to ‘write’ as well as read genomic 

information. Responsibly used, this brings the potential for cures for previously untreatable 

rare diseases, and opportunities to develop entirely new, targeted therapeutic strategies. 

 

Section 3: The importance of digital competences 

 

The multidisciplinary team will contain new roles. There will be a need for clinicians who 

can interface with technical staff to ensure that products and services support care. There 

will also be a need for staff that can support clinicians and patients in their use of technology, 

as well as analytical support to make use of increasing flows of data. 

Almost all areas of the workforce over the next 20 years will be affected by the adoption 

of digital technologies and will need to be trained accordingly. At the heart of digital 

transformation is the opportunity to improve the quality and efficiency of interactions 

between patients, healthcare professionals and the healthcare system. Analysis of large 

datasets extracted from electronic patient records integrated across primary and secondary 

care will lead to improved care, for example, through greater understanding of the 

relationship between treatment and patient outcomes.  

The potential of big data is driving the development of multi-disciplinary collaborations, 

with clinicians working alongside computer scientists and engineers. Delivering a 

technological future requires investment in people, building digital skills and leadership 

capabilities, and a change in the organizational culture. 

Health care professionals will require the same skill categories as today, but the content 

of those skills and the context in which they are applied will change in the following ways: 

 Communication skills: these will need to extend to online modes. As 

communication develops across new modalities, for example, through shared VR, 

there will be new possibilities for richer communication at a distance, utilising a 

broader range of senses, such as touch. 

 Personal and people development: professionalism, teaching, personalised 

lifelong learning, management and leadership will take on new dimensions. 

Professionalism will increasingly extend to online behaviour that could be more 

easily observed by patients and the public. Learning will become truly lifelong, but 

will become more feasible through online systems. Leadership and management 

of a potentially remote workforce will require new skills. Leaders and managers 

will be expected to understand the needs of their teams and to motivate people 

without regular face-to-face contact. 
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 Health, safety and security: online issues, cyber security, information 

governance, the ethics of real-time monitoring and even the ergonomics involved 

with dispersed working will become more important. 

 Service improvement: as services become more digitised, staff will need to gain 

the skills to optimise these systems. As services become increasingly digitised, 

staff will need sufficient knowledge and skills surrounding the development of 

digital tools and platforms to actively 

 Contribute to service improvement. As services are increasingly managed 

remotely, there may be a greater focus on individual clinicians and teams having 

the skills to understand how to optimise their technology-enabled workflows 

through continuous improvement projects. 

 Clinical effectiveness: staff will need to understand the theoretical frameworks 

underpinning clinical assessments, investigations and interventions that utilise 

technology. As technology changes practice, clinicians must continue to develop 

their evidence-based knowledge and skills. That evidence base will cover 

theoretical frameworks, clinical assessments, investigations and interventions. 

 Equality and diversity: digital inclusion will become central to accessing care. 

While the core tenets of equality and diversity will not change, challenges and 

opportunities will present in 

 Unfamiliar ways. It will become important for staff to understand how patients 

manage and communicate their identity through digital channels. Digital inclusion 

will become more important. Individuals will have different values, beliefs, skills 

and confidence with technology and this should not negatively impact their access 

to care. 

 Digital technologies have the potential to improve the working lives of health 

care staff. But if they are not carefully designed, they can also lead to an increased 

administrative burden, increased expectation, burnout and isolation. 

New Digital Skills for the AI-enabled Professional. With AI as their new co-worker, 

staff will need to acquire new skill sets and competencies to take advantage of AI capabilities, 

and the educational pipeline needs to equip those entering the health care workforce with 

new skills. The hospital and health system employee of the future must have: 

 Digital acumen — the ability to work comfortably with AI in several areas, including 

entering and accessing data, using data in their workflows and incorporating 

data/insights into decision-making. 

 AI acumen — a basic knowledge of how AI works and an understanding of why it’s 

generating certain outcomes, conclusions or recommendations based on the data it’s 

being fed. 
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 Data appreciation — a passion for protecting the privacy and security of patients’ 

personal health information as it’s used by AI in new and different ways and for 

consistently following the hospital or health system’s data governance policies. 

 An open mind — a willingness to see AI as a career opportunity rather a threat to job 

security, to collaboratively work with other disciplines like technologists, operations 

and clinicians to design effective AI models and to maintain an open spirit of inquiry 

that allows for the assessment of the effectiveness of AI tools with an eye toward 

maximizing their operational effectiveness. 

 Agility — More than anything else, the attribute to bring to work every day will be 

agility. The pace of health care AI technological advancements is accelerating, and so 

will the adoption of those technologies by hospitals and health systems. They need a 

workforce that can roll with change, turn on a dime and embrace a new AI model that 

creates more value. 

 

AI ease the burden on health care workers by reducing administrative tasks and mining 

and processing medical information and patient records for faster and more accurate 

decisions, staff time opens for tasks that only a human can do — problem solving, critical 

thinking and having conversations with patients. In health care delivery, genomics, digital 

medicine, and AI will transform clinical decision-making with more accurate and faster 

diagnosis and guidance on treatments for precision and personalized medicine. This clinical 

decision support, coupled with data feeds from patients who monitor their health with apps, 

will create a data-rich environment for providers to focus more on prevention, health, and 

well-being. 
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QUIZ 

Question 1:  
Which technologies as digital healthcare technologies are best suited for self-monitoring and 
healthcare self-management? 

a) Smartphone apps 
b) Apps linked to sensors and wearables 
c) Telemedicine 

  

Question 2: 
What percentage of current healthcare hours will be automated by 2030? 

a) 100 % 
b) About 15 % 
c) 50 % 

  

Question 3: 
How will automation and AI affect the number of jobs in healthcare? 

a) the number of jobs in health care will remain stable 
b) will reduce health workforce shortages 
c) will increase health workforce shortages 

 

 Question 4: 
Most importantly things, that implementing Industry 4.0 in healthcare organizations: 

a) The most advanced robot technology implantation 
b) Introduction of deep learning technologies 
c) An open and inclusive innovation culture, involvement, leadership, establishing 

governance arrangements for digital health, investment 
 

Question 5: 
How will AI change the healthcare workforce? 

a) research competencies will be required 
b) digital competencies will be required 
c) exceptional clinical skills will be required 
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Module IX. Trends in using Industry 4.0 in medical applications 

 

GENERAL GOAL(S): 

 

The general aim of the activity is to realize the applications of 4.0 in 

the Health sector 

LEARNING 

OUTCOMES 

(general): 

 

 

 

By the end of the module, participants will be able to:  

o get to know the main activities in line with the AI policy, 

strategy, standards and regulations 

o get to know the strategic recommendations in using 

Industry 4.0 in Medical applications 

o demonstrate an understanding of digital skills 

development for self-improvement in using 4.0 in Medical 

applications 

METHODS: Gaming, Interactive activities, brainstorming, Padlet, directed 

discussion, search information 

DURATION: 

 

90 minutes 

RESOURCES 

NEEDED: 

 

Pens, whiteboard,, paper, hand-outs, computer, overhead projector, 

mobile phones, laptops,  Canva, Q&A app, Edpuzzle, Flipped-

Classroom 

SCENARIO FOR FACE 

TO FACE TRAINING: 

Cinta/Marta 

Section 1 (30 minutes) 

In this section, we have created different activities. The first activity 

is a virtual wall, with the platform Padlet: 

 
Trainer asks the question: How do you think AI could improve your 

healthcare? Do you think there may be a problem with the privacy of 

personal data?   

Share with the students the QR code: 
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Finally, when the students have finished writing on the virtual 

wall, there will be a discussion of the ideas generated. 

Second activity: students can search for information about 
Industry 4.0 legislation in their country and with this information 
they will make an infographic. 
They can use the free version of Canva: 

https://www.canva.com/es_es/ 

 
Activity related with 

strategic 

recommendations in 

using Industry 4.0 in 

Medical applications 

Neus 

 

Section 2: (30 minutes) 

● In this section there is an Edpuzzle activity for the students.  

 
https://edpuzzle.com/media/622506df2453fa429913f0a9 

Students watch the video and they will have to answer different 

questions about its content. 

 

 

 Section 3: (30 minutes) 

Let's reflect a little on the digital competence of the health 

professionals.  

https://app.sli.do/event/owjR5aeaSJ2N6riXecXVB8 

136101 (CODE) 

The questions are the following ones:   

o  Health professionals lack the digital skills needed to work in 

today's increasingly technological society 

o "Whether or not health professionals have the necessary 
digital skills is determined by their digital expertise in other 
spheres of life. However, the courses available to acquire 
these skills are insufficient.". 

o Put the following concepts in order of importance. What 
qualities should a health professional have? 

https://edpuzzle.com/media/622506df2453fa429913f0a9
https://app.sli.do/event/owjR5aeaSJ2N6riXecXVB8
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o Good communication skills 
o Flexibility and adaptation to change 
o Digital skills 
o Good appearance 

 

RECOMMENDATION

S AND RISKS 
( if there are any situations in 

which trainers should be 

careful...ect. or any optional 

changes of the activities we can 

consider) 

o Ensure that access to the activity is available for all  

o Ensure the room is large enough to allow mobility for all 

learners. 

o Ask students in advance to bring their mobile devices 

(smartphones, tablets…)  

o Ask students to download a QR reader 

 

EVALUATION OF 

THE MODULE: 

 

A short evaluation questionnaire (quiz)  will be used to assess 

participants’ knowledge gained from the module.  

 

BACKGROUND 

CONTENTS AND 

HANDOUTS 

Read the PWP in advance 

Watch the videos in advance 

REFERENCES https://edpuzzle.com/ 

https://www.sli.do/ 

https://ca.padlet.com/ 

https://www.canva.com/ca_es/ 

Brief introduction to the curriculum: objectives and expected learning outcomes 

The aim of the module is to:  realize the applications of 4.0 in the Health sector 

After completing the module, students will be able to:  

- get to know the main activities in line with the AI policy, strategy, standards and 

regulations 

- get to know the strategic recommendations in using Industry 4.0 in Medical 

applications 

- demonstrate an understanding of digital skills development for self-improvement in 

using 4.0 in Medical applications 

 

Section 1 

Trainers ask the question:  

https://www.sli.do/
https://ca.padlet.com/
https://www.canva.com/ca_es/
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How do you think Artificial Intelligence could improve your healthcare?  

Use this video to make students have more ideas: 

https://www.euronews.com/next/2022/06/20/how-artificial-intelligence-is-

revolutionising-healthcare  

Do you think there might be a problem with the privacy of personal data? 

Create a padlet similar to this one: https://ca.padlet.com/ 

 

Finally, when the students have finished writing on the virtual wall, there will be a 

discussion of the ideas generated. 

Classify all the ideas of question 1 under the following categories:  

 

Second activity: students can search information about legislation of industry 4.0 in 

different countries, and with this information, they will make an infography. 

Compare infographies 

They can use the free version of Canva: https://www.canva.com 

https://www.euronews.com/next/2022/06/20/how-artificial-intelligence-is-revolutionising-healthcare
https://www.euronews.com/next/2022/06/20/how-artificial-intelligence-is-revolutionising-healthcare
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Section 2 

Read and watch the following material  

https://healthmanagement.org/uploads/article_attachment/healthcare-worker-4-

0-redesigning-jobs-for-the-future.pdf 

https://www.youtube.com/watch?v=lIuxzzaeeYY  

https://edpuzzle.com/media/622506df2453fa429913f0a9 

Students watch the video and they will have to answer different questions about its content. 

 

Let's reflect a little on the digital competence of the health professionals.  

https://app.sli.do/event/owjR5aeaSJ2N6riXecXVB8 

136101 (CODE) 

The questions are the following ones:  

o "Whether or not health professionals have the necessary digital skills is determined 

by their digital expertise in other spheres of life. However, the courses available to 

acquire these skills are insufficient.". 

o Put the following concepts in order of importance. What qualities should a health 

professional have? 

o Good communication skills 

o Flexibility and adaptation to change 

o Digital skills 

o Good appearance 

 

 

 

 

 

 

https://healthmanagement.org/uploads/article_attachment/healthcare-worker-4-0-redesigning-jobs-for-the-future.pdf
https://healthmanagement.org/uploads/article_attachment/healthcare-worker-4-0-redesigning-jobs-for-the-future.pdf
https://www.youtube.com/watch?v=lIuxzzaeeYY
https://edpuzzle.com/media/622506df2453fa429913f0a9
https://app.sli.do/event/owjR5aeaSJ2N6riXecXVB8
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QUIZ 

 

Question 1: 

4.0 Industry can improve user’s healthcare 

g) True 

h) False 

  

Question 2: 

Every country has its own laws and policies according to 4.0 industry in Health care 

g) True 

h) False 

i) 3rd  

  

Question 3: 

Healthcare workers don’t haveto be prepared to redesign their jobs and upskill 

themselves to drive innovation and productivity 

g) True 

h) False 

 

Question 4: 

Governments have to improve data-driven policies 

g) True 

h) False 

 

 Question 5: 

Surgeries done by robots are not a reality yet 

g) True 

h) False 
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Module X. Data and Systems Security for medical applications 

 

GENERAL GOAL(S): The general aim of the activity is to realise the importance of data and 

systems security in the healthcare applications 

LEARNING 

OUTCOMES 

(general): 

 

 

 

By the end of the module, participants will be able to:  

o describe the main activities in line with security policy, strategy, 

standards and regulations in medical applications 

o give examples of sensitive data 

o identify and find the best ways to avoid social engineering 

attacks. 

o give examples skills related to the data and system security of 

the health system 

 

METHODS: Interactive activities, directed group discussions 

 

DURATION: 

 

90 minutes 

RESOURCES 

NEEDED: 

 

white board, mobile phones, installed mobile app “kahoot”, personal 

computer, internet connection, wi-fi internet connection. 

SCENARIO FOR FACE 

TO FACE TRAINING:  

Trainer asks participants to take out their mobile and connect to this 

web page https://www.menti.com/ and will give them a code to access. 

1. Introduction (5’) 

The trainer shows the participants a YouTube video 

(https://youtu.be/F7pYHN9iC9I) and offers to discuss their "digital 

footprints".  There are two main points here: "data that gets online stays 

there forever" and "no one is completely safe from data theft". 

2. Security of personal data in my workplace (10’).  

The trainer asks participants to open the Kahoot application into their 

mobile phones and will give the code to access the prepared quizzes 

(Quiz “1. Security of personal data in workplace”). 

 

o The first slide is an introduction to the topic 

o First question is “Difference between digital crime and physical 

crime”. Possible answers: 

- No difference - a crime is a crime. 

- Digital crime is punished leniently because it is only on 

the computer. 

https://youtu.be/F7pYHN9iC9I
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- A fundamental difference. Digital crime is not real, just 

zeros and ones 

- Digital crime is only related to the illegal use of software. 

o The next slide is to discuss the answers. The main idea is that 

digital crimes are punished in the same way as physical ones. 

o Next question is “What is the potential harm of a digital crime 

compared to a physical crime?” Possible answers: 

- Hacking is not always noticeable 

- Most of the time the victim of the attack does not lose 

anything physically 

- Data that gets online remains there forever. 

- All listed options. 

o The next slide is to discuss the answers. The main idea is that 

digital crimes are more dangerous because they are not always 

obvious, detection of the crime requires appropriate 

qualifications, and once the data is made public, it is no longer 

possible to remove or hide it. 

o Next question is “Why is digital piracy bad?” Possible answers: 

- Because it's dangerous: viruses are often distributed with 

illegal software 

- Because it is illegal: the owners are not paid for the use of 

their product 

- Both listed points. 

o The next slide is to discuss the answers. The basic idea is that 

digital piracy involves a variety of digital content that pirates 

simply steal. In this way, the authors and rights holders do not 

receive any income for this content. It is also noted that piracy is 

actively used to distribute malicious programs through pirated 

websites and pirated software. 

 

The trainer concludes the discussion by summarizing the topics 

covered. 

 

3. Legal Regulation of Data Protection in the European Union 

(10’).  

The trainer asks participants to open the Kahoot application into their 

mobile phones and will give the code to access the prepared quizzes 

(Quiz “2. Legal Regulation of Data Protection in the European Union”). 
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o The first slide is an introduction to the topic 

o First question is “Main document related to Data Protection in 

the European Union:” Possible answers: 

- The Budapest convention of Cybercrime of the Council of 

Europe (23-11-2001) 

- The Vienna coference of Cybersecurity protocols (23-11-

2002) 

- The Warsaw packt of Cybercrime of the Council of Europe 

(23-11-2000) 

- The Delhi memorandum of Cybersecurity and crime of 

Europe (23-11-2000) 

o The next slide is to discuss the answers. The main idea is to show 

the main and additional documents that regulate cybercrime in 

the European Union. 

o Next question is “True of false, that Sensitive Data provides 

information about a particular group of personal data on an 

individual such as religion, political opinions, sexual orientation, 

and biometric and genetic data?” Possible answers: 

- True 

- False 

o The next slide is to discuss the answers. The main idea is to show 

the differences between personal and sensitive data, to remind 

the different requirements for handling such data. 

o Before the next question the trainer asks participants to open in 

phone browsers the official GDBR webpage 

(https://gdpr.eu/what-is-gdpr/) Next question is “In official 

GDPR webpage (https://gdpr.eu/what-is-gdpr/): What is the 

fourth privacy right?”. Possible answers: 

- The right to be informed; 

- The right to object; 

- The right to restrict processing; 

- The right to erasure; 

o The next slide is to discuss the answers. The main idea is to draw 

attention to the rights for individuals and the obligations for data 

processors provided by the GDPR. 

o Next question is “What is ITIL (Information Technology 

Infrastructure Library)?” Possible answers: 

https://gdpr.eu/what-is-gdpr/
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- Standard 

- Good practice 

- Department of the National Library 

- A branch of computer science 

o The next slide is to discuss the answers. The main idea is to draw 

attention to the rights for individuals and the obligations for data 

processors provided by the GDPR. 

The trainer concludes the discussion by summarizing the topics 

covered. 

 

4. Possible actions to increase data security (10’).  

The trainer asks the participants to generate possible ways to ensure 

data security, groups them into organizational and technical and writes 

them on the white-board. 

The trainer concludes the discussion by summarizing the generated 

ways. 

 

5. Organizational-technical ways to increase data security 

(15’)  

The trainer asks participants to open the Kahoot application into their 

mobile phones and will give the code to access the prepared quizzes 

(Quiz “3. Organizational-technical ways to increase data security”). 

 

o The first slide is an introduction to the topic 

o First question is “Why data encryption may be necessary?” 

Possible answers: 

- For confidentiality because the information cannot be 

read. 

- For fun because it is very interesting process – encryption. 

- For profit, because encryption earns cryptocurrencies. 

- No one needs it at all. 

o The next slide is to discuss the answers The main idea is to 

discuss the ensures of encryption: Confidentiality (because the 

information cannot be read), Integrity (as information cannot be 

altered without decryption), Inability to deny (because only 

specific individuals or systems who know the encryption scheme 

can encrypt or decrypt data), Authentication (as it allows storing 

encrypted passwords), Access management. 
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o Next question is “Difference between symmetric and asymmetric 

cryptography” Possible answers: 

- No difference 

- Symmetric cryptography uses same key for encryption 

and decryption. 

- Symmetric cryptography uses different keys for 

encryption and decryption. 

- Symmetric cryptography uses an additional axis of 

symmetry. 

o The next slide is to discuss the answers The main idea is to 

explain encryption-decryption and the main differences between 

symmetric and asymmetric encryption. 

o Next question is “Data backup: why we need it?” Possible 

answers: 

- Attacks caused by natural phenomena, e.g., flood. 

- Accidental deletion. 

- Malware attacks that corrupt or encrypt data. 

- All listed options 

o The next slide is to discuss the answers The main idea is to 

discuss potential data loss scenarios and show how backups can 

help in such cases. 

The trainer concludes the discussion by summarizing the topics 

covered. 

 

6. "Is my password secure?" (15’).  

The trainer asks participants to open the Kahoot application into their 

mobile phones and will give the code to access the prepared quizzes 

(Quiz “4. Is my password secure?”). 

 

o The first slide is an introduction to the topic 

o First of 4 question is “Access control methods: Identification” 

Possible answers: 

- This is what I can do in the system. 

- I can prove that I am a user of the system. 

- I am a user of the system. 

- You can track and monitor how I use the system. 

o Second of 4 question is “Access control methods: Authentication” 

Possible answers: 
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- This is what I can do in the system. 

- I can prove that I am a user of the system. 

- I am a user of the system. 

- You can track and monitor how I use the system. 

o Third of 4 question is “Access control methods: Authorization” 

Possible answers: 

- This is what I can do in the system. 

- I can prove that I am a user of the system. 

- I am a user of the system. 

- You can track and monitor how I use the system. 

o Fourth of 4 question is “Access control methods: Accountability” 

Possible answers: 

- This is what I can do in the system. 

- I can prove that I am a user of the system. 

- I am a user of the system. 

- You can track and monitor how I use the system. 

o The next slide is to discuss the answers The main idea is to 

discuss in more detail how access control works in different 

systems. 

o Next question is “Authentication: Which answer there is wrong?” 

Possible answers: 

- Someone who you are 

- Something you know. 

- Something you like 

- Something you have. 

o The next slide is to discuss the answers The main idea is to 

discuss authentication methods, (passwords, additional tools, 

bio-data, etc.) 

o Next question is “Why password */Akn7%$-

@$$+n3yvg^@ĖxmG":*Ū0 is not good?” Possible answers: 

- No, it is very strong! It is very good! 

- Because it's hard to remember. 

- Because it contains two repeated $ signs in a row 

- Because it uses national symbols 

o The next slide is to discuss the answers.  The main idea is to 

explain why a complex password is not always a good choice. Pay 

attention to the use of memorable secrets. 
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The trainer concludes the discussion by summarizing the topics 

covered. 

 

7. Cyber atacks (include social engineering) (15’).  

The trainer shows the participants a YouTube video (wishing attack: 

https://youtu.be/lc7scxvKQOo, recover passwords: 

https://youtu.be/Pd7x2bHVSAs). 

The trainer asks participants to open the Kahoot application into their 

mobile phones and will give the code to access the prepared quizzes 

(Quiz “5. Cyber Attacks”). 

 

o The first slide is an introduction to the topic 

o The first question is “What types of attacks do antivirus software 

protect against?” Possible answers: 

- Software attacks 

- Forces of nature 

- Human error 

- Sabotage, vandalism 

o The next slide is to discuss the answers.  The main idea is to find 

out what factors can cause data loss and how to protect data from 

them. 

o Next question is “How does social engineering work?” Possible 

answers: 

- By manipulating people's feelings and trust. 

- By using highly qualified engineers. 

- By using complicated rules and alghoritms. 

- By using highly qualified social workers. 

o The next slide is to discuss the answers.  The main idea is to find 

out what factors can cause data loss and how to protect data from 

them. 

o Next question is “What does "Trojan horse" mean in terms of data 

security?” Possible answers: 

- Malware that hides on the victim's computer and damages 

the system. 

- It is desktop background picture. 

- Best antivirus software. 

- Latest data security standard. 

https://youtu.be/lc7scxvKQOo
https://youtu.be/Pd7x2bHVSAs
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o The next slide is to discuss the answers.  The main idea is to 

look at the types of malware and the damage they cause. 

o Next question is “What is Ransomware?” Possible answers: 

- Ransom programs encrypts victim's data and asks to pay 

for decryption key. 

- It is new antivirus software 

- It is new hardware security tool. 

- A set of rules for remote work with a computer. 

o The next slide is to discuss the answers.  The main idea is to 

show the danger of Ransomware, the ways to avoid it and the 

downsides of paying for an encryption key. 

o The next question is “What is phishing?” Possible answers: 

- Emails posing as a reputable, with the intent to distribute 

malicious links 

- Same as "fishing", but spelled with a grammatical error 

- Winter ice fishing 

- Hacking the victim’s computer. 

o The next slide is to discuss the answers.  The main idea is to 

show the possible cases, targets and damage caused by 

phishing. Discuss whale-phishing 

o The next question is “The best ways to protect yourself from 

social engineering attacks” Possible answers: 

- Don’t trust anyone 

- Always check information source. Don't trust unknown 

people. 

- Do not turn on the computer 

- Do not use the services of engineering companies 

o The next slide is to discuss the answers.  The main point is to 

remember that social engineering manipulates trust. One of the 

main ways to protect yourself from social engineering attacks is 

to not trust unverified information, to avoid exceeding the limits 

of your authority for "helping a stranger". 

The trainer concludes the discussion by summarizing the topics 

covered. 

 

8. Digital skills to increase data and systems security in 

healthcare (10’).  
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The trainer opens a discussion on the digital skills needed by healthcare 

workers (based on previously reviewed topics). The generated skills are 

listed on a white board, noting which aspects of data security they can 

be assigned to. 

 

The trainer concludes the discussion by summarizing the topics 

covered. 

RECOMMENDATIONS 

AND RISKS 

(if there are any situations in 

which trainers should be 

careful...ect. or any optional 

changes of the activities we can 

consider) 

o The greatest risk is that additional questions will cause some 

discussions to exceed the allotted time. 

EVALUATION OF 

THE MODULE: 

 

A short evaluation questionnaire (quiz) will be used to assess 

participants’ knowledge gained from the module. 

BACKGROUND 

CONTENTS AND 

HANDOUTS 

 

Teaching Material Module 10 and Handouts 

REFERENCES www.kahoot.com 

 

1. Brief introduction to the curriculum: objectives and expected learning outcomes 

The aim of the module is to increase learners' understanding of the importance of data and 

systems security in healthcare programs. 

After completing the module, learners will be able to: 

• Describe key activities in line with medical policies, strategies, standards and 

regulations. 

o Learners are introduced to the requirements and standards governing cyber 

and data security, identifying each piece of critical data, its processing, and 

responsibilities; 

• Provide examples of sensitive data. 

o Learners are introduced to the category of "sensitive personal data" for the 

storage of such requirements and to the legal documents governing the 

storage of personal data. 

• Identify social engineering attacks and find the best ways to prevent them. 

http://www.kahoot.com/
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o Learners are introduced to typical cyber attacks, with a focus on social 

engineering attacks. Examples of social engineering attacks and methods of 

protection are presented. 

• Provide examples of digital data processing systems and systems security. 

o Learners are introduced to good practices in data and systems protection. 

Recommendations provide increased data and system security. 

1. Group discussion “Security of personal data in my workplace”  

Online safety video is featured. Discussions begin:   https://youtu.be/F7pYHN9iC9I The 

concept of “digital crime”. 

Issues covered: 

- How is digital crime different from physical crime? 

- What is the potential harm of a digital crime compared to a physical crime? 

- Copyright issues. Media tax logic. Piracy 

- Protection of personal data - advantage or disadvantage? 

- Protection of sensitive personal data 

- Specific examples of workplaces are discussed ("appropriate, inappropriate and 

why") 

It is desirable to memorize examples so that they can be used in other topics. 

2. Lecture "Legal Regulation of Data Protection in the European Union"  

International EU law acts 

Cyber security is regulated by the EU such international European Union rights acts : 

Of the European Union rights Act Date of issue 

Council of Europe Convention because of electronic crimes 2001 November 23 

EU Directive 2002/58 / EC on the person data processing and 

privacy protection electronic communications sector (Directive 

because of privacy and electronic communications) 

2002 July 12 

General Communication to the European Parliament and the 

Council cyber security strategy. Open, safe and reliable cyber space" 

2013 February 7 

https://youtu.be/F7pYHN9iC9I
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EU Directive 2013/40 / EU of attacks against informational systems 

developed by replaced by Council reference Decision 2005/222 / 

JHA 

2013 August 12 

EU Regulation 2016/679 on physical persons protection handling 

person data and for free such data movement and by which repealed 

Directive 95/46 / EC (General data protection Regulation) 

2016 April 27 

EU Directive 2016/680 on physical persons protection competent 

authorities authorities handling person data criminal deeds 

prevention, investigation, disclosure ar criminal persecution for jas 

or penalties enforcement purposes and for free such data 

movement, and by which repealed Council reference Decision 

2008/977 / JHA 

2016 April 27 

EU Directive 2016/1148 (NIS) on measures higher common 

networks and information systems security level throughout In the 

Union to ensure  

2016 July 6 

General Communication to the European Parliament and the 

Council: Resilience, deterrence and defense: Towards an EU Cyber 

security increase" 

2017 September 13 

The Council of Europe reference document on cyber security is the Council of Europe 

Convention on Cybercrime. It sets out the measures to be taken at national level to combat 

crimes against the confidentiality, integrity and availability of computer data and systems. 

The Convention provides that each Party shall adopt such legislative and other measures as 

may be necessary to establish as criminal offenses under its domestic law various crimes and 

offenses relating to computer networks, computer systems and computer data. 

Directive 2016/1148 of the European Parliament and of the Council lays down 

measures to ensure a high general level of security of networks and information systems in 

the European Union in order to improve the functioning of the internal market. The Directive 

states that: 

• Obligations for all Member States to adopt a national network and information system 

security strategy; 

• the establishment of a Cooperation Group to support and facilitate strategic 

cooperation and the exchange of information between Member States; 
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• a network of computer security incident response services is being set up; 

• sets security and reporting requirements for essential service operators and digital 

service providers; 

• Obligations for Member States to designate national competent authorities with tasks 

related to the security of networks and information systems. 

The Joint Communication to the European Parliament and the Council on "Resilience, 

Deterrence and Defense: Enhancing EU Cyber Security" emphasizes the need for a 

common and comprehensive approach to strengthening cyber resilience. Therefore, 

stronger and more effective structures are needed to promote cyber security and respond to 

cyber attacks not only in the Member States but also in the EU institutions, agencies and 

bodies themselves. 

To ensure cyber security, it is proposed to set up a network of cyber security centers of 

excellence, with the European Cyber Security Research and Competence Center at its core. 

The Communication also emphasizes the need for a more effective law enforcement 

response, with a focus on the detection, traceability and prosecution of cybercriminals. This 

Communication proposes targeted measures to further strengthen the EU's cyber security 

structures and capabilities in a coordinated manner, with the full involvement of Member 

States and the various relevant EU structures and in accordance with their respective 

competencies and responsibilities. 

Cyber security standards 

Cyber security standards are documents that describe what a company or organization 

needs to achieve in terms of security in order to meet its security goals. How standards are 

to be implemented and what solutions are used to achieve a standard are not usually part of 

the standard. These activities should be described in the plans and operating procedures that 

are designed to implement the standard. 

A variety of cyber security standards have been developed to help organizations improve the 

security of IT systems, networks, and critical infrastructure, better manage security risks, 

implement security controls that meet legal and regulatory requirements, and achieve 

efficiencies, including cost-effectiveness. 

A family of ISO 27000 standards 

It is a set of internationally recognized methods, tools and best practices in the field of 

information security. These standards can be applied to any company, regardless of their 
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size, the sector in which they operate or the countries in which they operate. They have been 

developed by the International Organization for Standardization (ISO) and the International 

Electrotechnical Commission (IEC) to define globally recognized information security 

management. The use of these standards helps organizations protect their information 

resources, such as employee information, financial information, and intellectual property. 

The need for ISO 27000 series standards arises from the cyber attacks that an organization 

faces. This series includes the following standards: 

• ISO 27000 - The standard uses terminology used in the ISO 27001 standard. 

• ISO 27001 - sets out basic data security requirements for data processing control, 

physical protection, pre-employment screening of employees, mobile device policy, 

organization asset management, information classification, data media maintenance, 

access control, cryptography, etc. 

• ISO 27002 provides guidelines for organizational information security standards and 

information security management practices. This includes selecting, implementing, 

enforcing, and managing controls based on the organization's information security 

risk environment (s). 

• ISO 27005 provides guidance on the implementation of information security based 

on a risk management approach. This standard is applicable to all types of 

organizations (non-governmental organizations, government agencies and 

commercial enterprises). 

• ISO 27032 - The standard includes guidelines for the protection of information 

outside the organization, such as through collaboration or exchange of information 

with customers and suppliers. In this standard: 

o provides an overview of cyber security, 

o an explanation of the relationship between cyber security and other types of 

security, 

o identify stakeholders and describe their role in cyber security, 

o provides guidance on how to address common cyber security issues, 

o provides a framework for stakeholders to work together on cyber security 

issues. 

• ISO / IEC 27035 - The standard covers information security incident, incident and 

vulnerability management processes. This standard supplements the information 

security incident management section of ISO 27032. It cross-references this chapter 

and explains its relationship to other ISO 27000 standards. The standard sets out 5 

main stages in the management process: 
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o Prepare for incidents, such as the development of an incident management 

policy and the establishment of a competent incident response team; 

o Identify and report information security incidents; 

o Assess incidents and make decisions on how to resolve them, such as resolving 

problems and returning to work quickly or gathering evidence, even if this 

would delay the resolution of problems; 

o Respond to incidents, i. i.e. to detect, investigate and solve them; 

o Learning lessons is not only about identifying what can be done better, but 

also about making changes that will improve processes. 

• ISO / IEC 27039 provides guidance on how to help organizations set up intrusion 

detection and prevention systems (IDPS). 

ISO / IEC 15408 standard 

It is an international standard for computer security certification, also known as the 

Common Information Technology Security Assessment Criteria (Common Criteria or CC). 

The general criteria provide a guarantee that the process of installing, evaluating and 

evaluating a computer security product has been conducted in a rigorous, standard manner 

and can be repeated. It consists of three parts: 

• ISO / IEC 15408-1 - sets out the general concepts and principles for IT security 

assessment and provides a common assessment model set out in various parts of ISO 

/ IEC 15408; 

• ISO / IEC 15408-2 - The standard defines the content and presentation of the safety 

functional requirements to be assessed in the safety assessment using ISO / IEC 

15408. It contains a catalog of predefined security functional components that will 

meet the most common security needs on the market. 

• ISO / IEC 15408-3 - The standard defines the requirements for ensuring assessment 

criteria. 

PCI DSS Standards Kit 

PCI DSS is a set of Payment Card Industry Data Security Standards developed in 2004, 

formed by Visa, MasterCard, Discover Financial Services, JCB International and American 

Express. It is designed to protect credit and debit cards from data theft and fraud. 
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General Data Protection Regulation (GDPR) 

General Data Protection Regulation (GDPR). This is an EU standard that defines the data 

protection of all users. According to this standard, an organization must make sure that user 

data is secure and cannot be accessed without proper permission. This standard focuses on 

the security of user data by sharing it with any organization that complies with this 

regulation. 

NIST CSF Cyber Security Framework 

The NIST Cyber Security Framework is designed to help organizations identify their cyber 

security capabilities and needs and develop plans to achieve their cyber security goals. 

The framework consists of three parts: the Framework Core, the Framework 

Implementation Tiers, and the Framework Profiles. At the core of the framework is a 

comprehensive list of activities, outcomes and references to cyber security aspects and 

approaches. An organization uses “framework implementation Sections” to find out for itself 

and its partners how it assesses cyber security risks and knowledge of its management 

approach. A “framework profile” is a list of outcomes that an organization has selected from 

categories and subcategories based on its needs and risk assessments. 

Good practices and recommendations 

The management of cyber security (and IT processes) in organizations is mostly based on 

standards and government documents. A variety of methodologies based on "good practice" 

documents are often used in practice. 

ITIL (Information Technology Infrastructure Library). The main goal of the ITIL 

standard and methodology is the implementation of IT service management. This is a 

collection of the best examples used to achieve this goal. ITIL can help a company achieve 

the goals set out in its information security policy and can be used in conjunction with ISO 

27001/27002 standards. 

COBIT (Control Objectives for Information and Related Technology). It is a 

methodology developed by the ISACA organization of audit firms, as well as a set of good 

practices to help users, companies and auditors plan, implement and audit IT management 

tools. 

The ISF Standard of Good Practice for Information Security 2020. This is a set of 

information security tools developed by the Information Security Forum (ISF), which is 
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made up of more than 200 of the world's largest companies. Its recognition and popularity 

is lower than the ISO 17799 standard, but this set is distributed free of charge. The kit is 

designed to help organizations in independent market sectors assess the risks associated 

with information systems. It is an effective tool to help improve the effectiveness of security 

controls and make them more convenient for the organization. 

The CRAMM (CCTA Risk Analysis and Management Methodology) is a methodology 

developed and commissioned by the British Government to analyze and manage information 

security risks worldwide. The CRAMM methodology has been continuously improved for 

almost 20 years and is an indispensable tool for security executives and analysts. CRAMM is 

a Section-by-Section and methodical way to analyze and manage both technical (such as IT 

hardware and software) and non-technical (such as physical and human) aspects of 

information security. 

CSA CCM (Cloud Security Alliance Cloud Controls Matrix). The Cloud Security Alliance 

(CCM) of the Cloud Security Alliance (CSA) is a set of indicators designed to assess the 

security of information in cloud technologies. It contains 133 indicators divided into 16 areas 

covering all key aspects of cloud technology. The matrix provides guidelines for 

organizations to help them maximize information security without relying solely on cloud 

provider guarantees. 

CCM indicators are in line with industry-accepted security standards, regulations and 

control systems, including ISO 27001/27002/27017/27018, NIST SP 800-53, AICPA TSC, 

ENISA Information Assurance System, German BSI.C5, PCI DSS, ISACA COBIT, NERC CIP and 

many others. 

3. Case study workshop  

In the first part of the discussion, learners in groups try to single out actions that affect data 

security. It is possible to note: 

- Organizational arrangements. 

- Technical measures. 

- Software tools. 

- The human factor. 

The second part of the discussion summarizes the experiences of the groups and tries to 

formulate the main points of the data security policy. 
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The third part of the discussion is to assess the outcome of whether the measures will 

increase security, whether they are sufficient or not. 

The discussion is moderated by the teacher, showing the weak and strong sides of the chosen 

solutions. One of the possible results is given below. 

Workplace safety guidelines 

The following are basic guidelines for user workplace safety: 

• Use strong passwords as required by best practices and equipment manufacturers; 

• Take into account the security recommendations of software and hardware 

manufacturers; 

• Use antivirus or other software that protects against malicious code; 

• Disable unnecessary services and ports to prevent attackers from using them; 

• Restrict system access and allow only those users who really need to connect; 

• Physically protect computers and servers from theft and damage; 

• Regularly back up data and store it in external systems; 

• Use scanning and auditing tools to identify vulnerabilities in the system in use. 

4. Lecture - discussion “Organizational-technical ways to increase data security”  

• Access to a remote workplace 

Remote desktop access. In this case, unlike a VPN, the connection is not directly to the 

remote network, but directly to the workstation computer. In this way, the organization's 

personnel or simply individuals can access and use their computers from any remote 

location in the same way as they would by directly physically interacting with that computer. 

Various protocols and technologies are used to implement Remote Desktop. For example, 

Remote Desktop Services (RDS) technology developed by Microsoft. This technology 

allows you to control a remote computer using a network connection. RDS uses a "thin client" 

model, where all calculations are performed on a remote computer and only the remote 

desktop is rendered in the client application. 

You can connect to Remote Desktop from any other computer or smart device that supports 

the Remote Desktop Protocol (RDP). The RDP Remote Desktop GUI image is transmitted 

to the user's device, and the user's input and control action commands are transmitted to the 

remote computer. RDP uses TCP / IP port 3389. 
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The RDP protocol is supported not only by Microsoft, but also by a number of other vendors, 

and remote desktops can be used not only in Windows but also in other system 

environments, e.g. FreeRDP (http://www.freerdp.com/). 

Companies that use RDP are advised to configure this protocol properly: first of all, it does 

not have to be publicly available on the Internet, remote access is only possible for devices 

on the internal network or using a VPN. It is also possible to filter RDP access with a firewall 

by assigning specific IP addresses to a trusted list. Two-factor authentication tools are 

recommended for more secure access. 

• Data Security: Cryptography and Data Encryption 

Cryptography is the science that studies the methods of encrypting and decrypting 

information. 

Encryption is the process of changing information in a way that makes it impossible to read 

and understand. This is a special way of encrypting information in order to encrypt it. 

Encrypted information can only be decrypted with the knowledge of the encryption key. 

Decryption is the process of returning the original form of encrypted data. Decryption 

requires a key that protects the data from being decrypted and read by outsiders. 

Encryption is performed using a special algorithm called cipher. There is a separate area of 

science for cryptanalysis, which studies methods for decrypting encrypted data when the 

decryption key is unknown. 

An encryption key is certain information that is used in conjunction with an encryption 

algorithm to encrypt or decrypt information. The same algorithm (cipher) can be used with 

different keys. Without knowing the key, it is impossible to decrypt the information even if 

the encryption algorithm is known. 

There are two main types of cryptography: symmetric and asymmetric. In symmetric 

cryptography, the same key is used to encrypt and decrypt information. Asymmetric 

cryptography uses 2 keys: one for encryption and the other for decryption. 

Implementing symmetric encryption requires that the sender and recipient securely receive 

the same key. The most popular symmetric ciphers are Data Encryption Standard (DES), 

3DES or Triple DES, Advanced Encryption Standard (AES), Blowfish. The strongest and 

most secure is the AES algorithm when used with a 256-bit key, 
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Asymmetric encryption uses 2 keys: a public key and a private key. The private key is always 

kept secret and never shared with others, making the asymmetric encryption process easier 

and more secure than symmetric. The public key can be given to anyone. 

Once the data is encrypted with a public key, only the owner of the private key can decrypt 

and read it. This method is also used to implement a digital signature. Although asymmetric 

algorithms are significant, they provide better protection. The most popular asymmetric 

ciphers and methods are Elliptic-curve cryptography (ECC), ElGamal encryption system, 

RSA (Rivest-Shamir-Adleman), Diffie-Hellman key exchange. 

Encryption ensures: 

• Confidentiality because the information cannot be read; 

• Integrity, as information cannot be altered without decryption; 

• Inability to deny, because only specific individuals or systems who know the 

encryption scheme can encrypt or decrypt data; 

• Authentication, as it allows storing encrypted passwords; 

• Access management. 

Depending on the type of data stored, several encryption methods are available: 

• Encrypt the entire hard drive and all data on it; 

• Encryption of databases, protecting sensitive stored data, e.g. passwords; 

• File encryption, protecting individual data files with sensitive data; 

• Removable, portable data carriers, e.g. memory stick encryption; 

• Encryption of mobile devices, e.g. smartphones; 

• E-mail encryption; 

• Encrypt voice messages and conversations. 

Some modern operating systems support the encryption of data stored on the hard drive. 

E.g. some versions of Windows 10 can encrypt files or directories. Windows also has 

BitLocker installed, which can encrypt your entire hard disk or removable media. 

There are third-party encryption software that can be installed and used in the workplace, 

e.g. AxCrypt, 7-zip (an archiving program that can be used for encryption as well as all 

archiving programs, by the way), GNU Privacy Guard and many more. 
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Various document editing programs, such as Microsoft Office programs, Adobe Acrobat, etc. 

allows you to encrypt editable documents using user-generated passwords, as well as sign 

documents using certificate mechanisms. 

• Backups 

One of the basic methods for ensuring the security of information to ensure the continuity of 

operations after an attack is to make backup or backup copies of the data. In this case, the 

principle of redundancy applies to the data stored and processed. 

Backup (data backup) is a copy of the data on your computer to help you recover lost data in 

the event of an accident. It is done periodically. 

Restoring data from backups can be done for a variety of reasons: 

• Accidental deletion. 

• Application calculation errors. 

• Attacks caused by natural phenomena, e.g., flood. 

• Physical attacks, e.g., theft. 

• Server equipment failures. 

• Malware attacks that corrupt or encrypt data. 

• Computer crashes in the user's workplace, etc. 

How to store backups: 

• Working Copies - Full or partial copies of data stored on a dedicated server for 

instant recovery. These are very common copies that store the most recent version of 

the data. These copies are not intended for long-term storage and are updated every 

few hours. A similar principle applies to document editing programs installed in 

users' workstations, which make copies of data at certain intervals and allow the 

system to recover edited files in the event of a failure. 

• Onsite storage - storing copies in an organization's computing center using a variety 

of storage media. Special storage rooms and containers that are resistant to fire, 

moisture or pressure are usually installed. 

• Offsite storage - Storage of copies in an off-site location away from the computer 

center. So even when the organization's servers are affected, the data remains secure. 

Organizations that are particularly concerned about information security often use both on-

site and off-site backup storage at the same time. 
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Backup types: 

• Full backup - All used data (files) are backed up, regardless of whether they have 

been modified. 

• Differential backup - Backs up all files that have changed since the last full backup. 

• Incremental backup - A copy of the files that have changed since the last incremental 

backup was made. The first incremental copy is made on a full or differential copy. 

Recently, the storage of backups (and all data in general) using cloud computing services 

has become more popular. Backing up to cloud servers allows organizations to avoid having 

to worry about physical storage resources: no storage or storage is required. In this case, 

data storage and risk management are handled by the cloud service provider, who enters 

into service contracts with the organizations. 

There are many different cloud service providers and platforms on the market that can be 

used by both organizations and individuals, e.g. Microsoft OneDrive, Dropbox, Google Drive 

and more. This is a convenient way to store data and backups, but care must be taken to 

ensure data security. Encryption is the primary recommended way to protect data stored on 

cloud servers. It is also recommended to use VPN or other secure communication channels 

to connect to these services. Backups must be made periodically, and the backups made must 

be encrypted and placed in inaccessible areas of the cloud servers. Only authorized users 

have access to the files stored in the cloud. 

Self-assessment test No. 1 is based on self-reflection  

5. Lecture - discussion "Is my password secure?"  

Access control methods 

In general, all access control methods are based on 4 mechanisms corresponding to the main 

functions of access control systems: 

• Identification or recognition: I am a user of the system. 

• Authentication: I can prove that I am a user of the system. 

• Authorization or granting of access rights / authorizations: This is what I can do in 

the system. 

• Accountability: You can track and monitor how I use the system. 
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Identification 

Identification is the mechanism by which unverified or unauthenticated entities seek to 

access a resource by identifying them to the system. This tag is called an identifier and must 

be associated with only one entity. Some organizations use meaningful identifiers, while 

others use a variety of random IDs that are difficult to guess. E.g. organizations can use 

combinations of first and last name parts in email. to create email accounts 

("firstname.lastname@yourcompany.eu"), so anyone can try to guess the email address or 

account ID of a known employee. A safer option would be to use a random number or 

employee ID, as it is practically impossible to guess them. 

Authentication 

Authentication or identification is the process of authenticating an unauthenticated entity. 

There are three widely used authentication factors or authentication factors: 

- Something you know. 

- Something you have. 

- Someone who you are. 

Some highly secure systems require multi-factor authentication, e.g., an ATM that requires a 

card and a PIN. 

In general, it is recommended to use two-factor authentication when one factor is different 

from "something you know." 

Something you know. This is a factor based on what the subject knows and can remember: 

a password, a passphrase, some unique code, e.g. PIN, and so on. One of the most debated 

things is the complexity of the password. Passwords should be hard enough to guess but easy 

to remember, so not too long and tied to the user’s personality. 

Something you have. This is a factor based on any objects, items the subject has: access 

cards, bank cards, identification cards, and so on. 

Someone who you are or you can make. This factor is based on the individual 

characteristics of the person or system: fingerprints, handprints, hand geometry, iris, face, 

and so on. Artifacts that a person can produce are also used: voice, signature, and so on. Some 

of these characteristics are called biometrics. 
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Authorization 

Authorization or granting of access rights is the process by which an authenticated user is 

granted rights to certain information resources or other assets, specifying access levels. 

In general, access rights are granted in one of the following ways: 

- Granting rights to each individual user (complex and inefficient); 

- Granting rights to a group of users (most commonly used); 

- Granting rights in multiple systems using a central authentication and authorization 

system. 

Authorizations granted at the time of authorization are generally recognized throughout the 

organization 's network, and users are not required to prove their identity and present the 

authorization in different subsystems of the organization, e.g. in the postal system, document 

management system, etc. 

Accountability 

Accountability ensures that all user actions in the system (both authorized and 

unauthorized) will be associated with authenticated users. Reporting is implemented using 

system logs, database logs and auditing of these logs. System logs store information such as 

successful or unsuccessful login attempts or attempts to modify the system. As mentioned in 

previous sections, logs are used in other systems, e.g. intrusion detection and prevention, as 

well as trying to identify the cause of failures or tracking the use of a resource. 

Passwords and guidelines for creating them 

Until 2019, software vendors often required long, complex passwords using uppercase and 

lowercase letters, special characters, and so on. t. However, a study by Verizon in 2019 found 

that hacking is the leading cause of computer system breaches and information theft, and 

phishing and the use of stolen passwords are the second most popular form of hacking. 

Complicated password policies have been shown to do more harm than good, as users create 

easy-to-remember passwords that are even easier to crack. 

In addition, a report by the Ponemon Institute in 2019 showed that: 

- 51% of respondents reuse passwords in 5 business and personal accounts; 

- 69% of respondents admit to sharing passwords with colleagues (!); 
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- 57% of respondents who have experienced a phishing attack have not changed their 

password creation and storage habits (!). 

Microsoft, the National Institute of Security Technology (NIST) and the US Department of 

Homeland Security have responded by changing their policy on creating secure passwords. 

- The 2019 Microsoft Office 365 Recommendations for Administrators state: 

- Maintain the minimum length of 8 characters (longer is not necessarily better); 

- Do not require character composition. For example, *&(^%$; 

- Do not require periodic password changes; 

- Disable regular passwords to remove the most vulnerable passwords from your 

system; 

- Teach your users not to use your organization's passwords for non-work purposes; 

- Use multi-factor authentication. 

Users are advised to: 

- Do not use the same or a similar password as you use on other websites; 

- Do not use just one word, such as a password, or frequently used phrases; 

- Make passwords hard to guess even for those who know a lot about you, e.g. names 

and birthdays of friends and family, favorite music groups, or favorite phrases. 

For its part, the U.S. NIST Institute for Security Standards has issued guidelines that 

encourage the use of easy-to-remember but hard-to-guess passwords called memorized 

secrets. This new standard eliminates many of the complexity requirements used in the past 

because they have proven ineffective. Users are encouraged to memorize random secrets 

that are significantly harder for an attacker to guess. Because a memorized secret (what you 

know) can be stolen, multi-factor authentication is also required. 

6. Theoretical lecture "Digital Attacks".  

Threats and attacks 

Threats are potential threats to a company's information assets, and attacks are actions to 

damage those assets. Attackers, also known as threat agents, breach or steal an 

organization’s information or physical assets by exploiting vulnerabilities if they are not 

properly protected. Unlike threats, which always exist, attacks are actions of a certain 

duration performed by threat agents. For example, the threat of property damage caused by 

a fire always exists, but the attack itself and the risk of loss only occur in the event of a fire. 



 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

133 

 

One of the possible options for categorizing threats is presented in the Table: 

Threat or attack category Examples of attacks 

Compromises to intellectual property Piracy, copyright infringement 

Deviations in quality of service Internet service provider problems, 

power supply problems, network or 

other equipment failures 

Espionage (trespass) Illegal access to data, illegal collection of 

data 

Forces of nature Fire, flood, earthquake, lightning, 

magnetic storms 

Human error Incidents at work, reckless behavior, 

non-compliance with rules, submission 

to manipulation 

Extortion of information Blackmail, disclosure of information 

Sabotage, vandalism Corruption of systems or information 

Software attacks Viruses, worms, macro programs, DoS 

attacks 

Hardware failures, errors Hardware failures 

Software failures, errors Software bugs, information theft. 

Technological obsolescence Attacks exploiting unprotected 

vulnerabilities, malfunctions 

Theft Illicit possession of information or 

equipment 

 

Occupation or disclosure of intellectual property 

Intellectual property (IP) includes trade secrets, copyrights, trademarks and patents. 

Intellectual property rights are protected by copyright and other laws. The misappropriation 
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of intellectual property rights poses a threat to information security. Employees of an 

organization may have access to a variety of intellectual property rights, including software 

and organizational information acquired and developed. 

Software piracy. The most common type of intellectual property infringement is the illegal 

use of software, known as software piracy. Because most software is licensed to a specific 

purchaser, its use is limited to one user or designated user in the organization. 

Copyright protection and user registration. Various methods are used to protect 

copyright and intellectual property from theft: digital watermarks, embedded codes, license 

codes or product keys, or even the deliberate placement of bad sectors. software media. 

The most common way to protect your software is to have a well-known software 

registration code along with an end user license agreement (EULA). Another way to combat 

piracy is to register online. Users who install software are often asked or even required to 

register their software in order to complete the installation, get technical support, or use all 

the features. 

Unfortunately, it is not possible to completely protect your software from unauthorized use. 

Existing tools only increase the time it takes to hack software. 

Fluctuations in service quality 

An organization’s information systems depend on the successful operation of ancillary 

systems, including electrical networks, data and telecommunications networks, spare parts 

suppliers, service providers, and even security personnel and cleaners. Deterioration or even 

complete disruption of service can result from major accidents and can severely affect the 

availability of information and systems. 

Internet service disruptions 

In organizations that rely on an Internet connection, service provider failures can severely 

impair the availability of information. And this poses a major threat to both private 

institutions, e.g. banks as well as public organizations, which carry out most of their current 

operations through online systems. 

If the organization uses third-party service providers, those providers are responsible for all 

Internet services and hardware and software used to manage the web systems. These web 

hosting services are usually provided under a Service Level Agreement (SLA). When a service 
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provider does not comply with the terms of the SLA, it pays penalties for losses incurred by 

the customer, but these benefits rarely cover losses due to downtime. 

Power outages 

Damage to power supply systems is common and can cause fluctuations or even power 

outages. They can cause problems for organizations that do not care about installing and 

maintaining backup power sources for their information systems equipment. 

One of the recommended measures to prevent these disturbances is the use of 

Uninterruptible Power Supply (UPS). UPS is not a sufficient solution, as it provides only 

short-term power supply, so it is necessary to use electricity generators for critical 

infrastructure (eg hospitals, banks, communication providers, etc.). 

Spying and Intrusion 

Spyware or intrusion is a well-known and broad category of attacks designed to violate the 

confidentiality of information. When unauthorized people gain access to information that the 

organization is trying to protect, the act is classified as espionage. Attackers can use many 

different methods to access the information stored in the information system. 

Some methods of gathering information are legal, such as gathering information online for 

market research. These permitted methods are collectively referred to as competitive 

intelligence. When information gatherers use methods that go beyond law or ethics, they 

engage in industrial espionage. If foreign governments and their citizens are involved in such 

activities, they are considered espionage and a threat to national security. 

Some, by the way, effective spyware do not require high and sophisticated technology. E.g. 

Shoulder surfing. 

Hackers 

A trespass is an attack that allows unauthorized virtual or physical acts to allow 

unauthorized access to premises or information systems. Appropriate authentication and 

authorization principles can help organizations protect valuable information and systems. 

These control methods use multi-level mechanisms to prevent unauthorized access or 

physical intrusion. 

Password attacks 
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Attempting to crack passwords falls into the category of spyware or intrusion because it is 

intended to gain unauthorized access to the information system. Attempting to guess a 

password or otherwise break into a system is often referred to as cracking. There are several 

ways to crack your password: 

• Guessing is the most primitive and simplest way for a threat agent to simply try to 

enter a variety of known or person-specific passwords: name, partner name, 

important date, and so on. t. Most systems have guesswork protection and lock the 

user account after several failed attempts. 

• Theft - can be committed by spying on network communications, finding passwords 

written on a piece of paper, or simply watching the user enter the password up close 

(shoulder view). 

• Brute force is a method of attack where an attacker uses password cracking software 

to test all possible combinations of password characters. These attacks require a lot 

of computational and time resources and are therefore most effective with short 

passwords. However, attackers can use distributed computer systems to carry out 

attacks, e.g. graphics card clusters that are still used to extract Bitcoin or similar 

virtual currency, and overcome longer passwords in a relatively short amount of time. 

• Dictionary-based attacks are a variation of brute force attacks that use a dictionary 

of known and popular passwords, which shortens the password guessing time. The 

data of the attacker are also often evaluated: names of relatives and pets, telephone 

numbers, addresses, etc. t. This type of attack is successful on guessing relatively 

simple and obvious passwords because it relies on commonly used word dictionaries 

and easy-to-guess templates. Accordingly, organizations themselves may use these 

dictionaries to prevent the creation of passwords in them. In addition, the Lithuanian 

language with national symbols is not very popular in such dictionaries. 

• Rainbow tables are a more complex and potentially faster way to guess a password 

if an attacker gains access to an encrypted password file. In the field of IT, security is 

ensured by encrypting passwords and storing them not in clear text, but by 

calculating and storing the value of a password hash. Attackers use pre-built (which 

takes a very long time) databases of hash values of all possible passwords, called 

rainbow tables. It is enough to perform a very fast text search and find the image of 

the encrypted password in the table, and find out its true symbolic meaning. 

• Socially Powered Password Attacks - One type of this type of threat is password 

spying. 

Password cracking programs 
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Password cracking utilities / tools implement the above-mentioned password cracking 

methods and are classified as software hacking malware: Brutus, RainbowCrack, Wfuzz, Cain 

and Abel, John the Ripper, THC Hydra, Medusa, OphCrack, L0phtCrack, Aircrack and others. 

Forces of nature 

Given the vulnerability of a particular region to certain natural disasters, it is necessary to 

plan security measures in advance. As the threat posed by natural forces cannot be avoided, 

organizations must implement controls to limit damage and prepare contingency plans to 

ensure continuity of operations, such as disaster recovery plans, business continuity plans. 

and incident response plans. 

Fire 

A fire caused by nature or caused by criminals can damage technical equipment and destroy 

information stored in it. Smoke and water from extinguishing systems can also cause 

damage. It is therefore necessary to use fire protection systems and special fire-resistant 

premises, distributed information storage and processing systems. 

Floods 

When installing information systems, it is necessary to ensure that the layout of their 

components is such that even in the worst case, computer and communication equipment is 

inaccessible to water. 

This category also includes domestic flooding, where one or more floors and equipment in a 

building are flooded due to a pipe failure or through negligence. The most common way to 

manage this threat is to install alarm systems, data backups, and systems. 

High temperature and humidity 

High temperatures can damage sensitive hardware, which can simply burn or malfunction, 

resulting in data loss or disruption to the organization. Correspondingly, excessive humidity 

also damages the hardware. Therefore, it is necessary to provide adequate cooling and 

ventilation when installing air conditioning systems, as required by computer equipment 

manufacturers. 

Lightning 
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Lightning usually damages all or part of the information system components and power 

supply components. There are a number of security solutions that need to be used: lightning 

conductors, proper grounding, protected electrical installation, and backup systems and data 

backups. 

Storms 

May cause direct damage, e.g. hurricanes and hurricanes that protect properly designed 

buildings and premises or cause power outages. 

Dust 

Some environments are not friendly to information system hardware components. 

Accumulated dust and debris inside the systems can significantly reduce the efficiency of the 

cooling mechanisms and can cause the components to overheat. Therefore, the hardware 

components must be regularly maintained and cleaned. 

Solar activity 

While the Earth’s atmosphere provides relatively good protection against the effects of solar 

activity, such as radiation and solar flares, abnormal solar activity can adversely affect 

electrical networks or sensitive computer communications technology, e.g. phones or 

satellites. 

Human error 

This category includes acts performed without intent or malicious intent or in disregard of 

the authorized user's negligence and security rules. When people use information systems, 

various errors occur. Similar mistakes happen when people do not follow established 

security policies. Inexperience, inadequate training, and wrong assumptions lead to human 

error or failure. Whatever the reason, even small mistakes can do a lot of damage. 

As mentioned several times, the organization’s employees are one of the biggest threats 

because they are the threat agents closest to the information. Employee errors threaten the 

confidentiality, integrity, and availability of information. E.g. employees may inadvertently 

disclose sensitive information, enter erroneous data, delete or alter data, store data in 

inappropriate locations, or otherwise violate information security. 

Training, coaching and other safety measures help to prevent human error. 
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Social engineering 

Social engineering is the process by which intruders gain access to an organization’s 

facilities, networks, or employees by exploiting human trust. These attacks usually occur 

when intruders pretend to be someone else and gain access to an organization's information 

by manipulating people. In some cases, attackers can even force people who suspect nothing 

to take action on their behalf. 

Social engineering attacks are often the first Section in subsequent attacks of another type. 

Social engineering attacks are carried out in a variety of ways: live, by mail, or by telephone. 

Attackers expect information such as passwords, network access, system access, and so on. 

Accordingly, attacks are directed against system administrators, managers, their assistants, 

or even cleaners. Even people who have little to do with the organization, such as 

contractors, suppliers, etc., can become targets of an attacker simply because they can 

provide valuable information about the company’s processes and individuals that can later 

be exploited. 

Types of social engineering attacks 

• Spoofing - A human or software attack designed to impersonate someone else. 

• Impersonation - A human attack when an attacker pretends to be another person. 

• Hoax - An attack is carried out by e-mail. mail or the Internet, the purpose of which 

is to disrupt the user from performing unauthorized actions, e.g. delete important 

files to protect against the alleged virus. 

• Phishing - e-mail an attack by mail aimed at convincing the victim that the letter was 

sent from a trusted addressee, e.g. bank, but the content of the letter contains 

malicious code or instructs to transmit confidential information: personal 

identification number, login names and passwords, credit card details, etc. 

• Voice phishing (vihishing) - a type of phishing scam performed over the phone or 

other voice channels. 

• Shoulder surfing is a method of attack that is used not only to steal passwords but 

also to retrieve any confidential information in general. 

• Dumpster diving - an attack aimed at obtaining important information by viewing 

the contents of garbage containers and bins. 

• Tailgating - The act of an attacker trying to get inside an organization with an 

authorized person. 
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Extortion 

Assassment is the act of an attacker or employee of an organization stealing or taking control 

of and accessing information, and then seeking redemption for the return or non-disclosure 

of that information. 

This type of attack is usually carried out using ransomware. Ransom programs violate the 

victim's computer and deny access to that computer or its data. The victim is then required 

to pay in exchange for computer or data control. This type of program is divided into 2 types: 

locking access and encrypting data. The latter type is much more dangerous because it is 

technically often impossible to decrypt the data and it becomes lost. 

Asset rape attacks are often combined with already discussed social engineering attacks, 

such as fraudulent emails, in which trusted users install malicious equipment themselves. 

Sabotage and vandalism 

This category of threats includes intentional sabotage of computer systems and processes in 

organizations, or acts of vandalism designed to destroy or damage an organization’s assets. 

These actions can range from petty employee vandalism to organized sabotage against the 

organization. 

While the direct financial losses from these attacks are not necessarily significant, more 

serious consequences await the damage to the company’s image. 

Cyber terrorism 

Cyberterrorism or cyberwarfare is a large-scale cyber-attack on state organizations and the 

state in general. Therefore, the countries of the world, including Lithuania, are preparing 

strategies and various measures to protect against these dangerous attacks. Some states, e.g. 

China, has publicly acknowledged having special cyber warfare units that can be used not 

only to repel attacks but also to carry them out. 

Software attacks 

Software attacks are directed against software components of an information system. These 

are deliberate attacks where a person or group develops and installs software to attack and 

damage a system. These attacks use specially designed software that is illegally installed on 

an attacking system by social engineering or other means. T. y. attacks of this type are, as a 

rule, combined or hybrid, combining several types of attacks. 
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Software attacks are designed to damage operating systems, applications, network 

protocols, and files (Figure 14). The purpose of an attack is to partially or completely disrupt, 

damage the software of the attacked system, or to damage the attacked system in such a way 

as to take control of it. 

Malware 

Malware, as the name implies, is designed to damage and disrupt computer systems. This is 

a very broad group and, in addition, this malware can combine several types of malware. E.g. 

A Trojan horse-type malware can be installed on an attacking system by using viruses or 

worms. The most advanced malware is a polymorphic worm or multi-vector worm that 

attacks by exploiting several known attack vectors and trying to exploit as many known 

system vulnerabilities as possible. 

Many successful malware attacks are accomplished using methods that are already widely 

known. If an attack is made for the first time, it is said to be unknown, a zero-day attack is 

used for the first time. 

The following are the main types of malware: 

• A virus (computer virus) is a malicious program that, like a real virus, can reproduce 

and spread from one infected computer to another by attaching itself to various files. 

Virus program code is executed when the file to which the virus is attached is opened 

or executed (for example, .exe files). 

• A worm is a malicious program that, like a virus, is designed to harm an infected 

system. The essential difference from a virus is that the worm multiplies and spreads 

without any human intervention. 

• Trojan horse - malware that hides on the victim's computer and damages the 

damaged system or serves as a platform for further attacks of another type, e.g. spies 

on user data and forwards it to an attacker: login details, banking information, and so 

on. Unlike viruses, Trojans do not reproduce or attach to other files. 

• Rootkit is malicious software that attempts to infect important files on the operating 

system. The purpose of this equipment is to partially or completely take control of the 

attacked system at the lowest levels. 

• Spyware is a malicious program that secretly monitors a user's activities and 

transmits the collected data to attackers. 

• An adware program is a malicious program that constantly displays unwanted 

advertisements to a user. 
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• A logic bomb is malicious software that is hidden in a system and launches when an 

event occurs, such as a logic bomb. at some point. 

• Botnet - A network of computers infected with a malicious program that allows an 

attacker to carry out collective attacks from an infected computer. 

Backdoor 

A backdoor is a method of accessing a software system (program or operating system) that 

is not intended for ordinary users. 

An illegal user account is also called a backdoor. 

Attacks on electronic service disruption and distributed service disruption 

A denial-of-service (DoS) cyber attack is most often (but not necessarily) a computer-based 

attack designed to partially or completely disrupt an attacked system (usually a service 

server). Disturbance can be realized in several ways: 

- Network flooding using all network bandwidth; 

- Sending data that exploits known application vulnerabilities to the attacked system; 

- Sending multiple requests to consume all computing resources of the system; 

- E-mail flooding letters, etc. 

A distributed denial-of-service (DDoS) attack is a type of DoS that only attacks from 

multiple computers at once using botnets. 

E-mail attacks and spam 

Spam is unsolicited e-mail. Usually sent to many contacts. The content of the spam usually 

has nothing to do with the interests of the recipient or the topics of the newsgroup, be it 

commercial, political or religious in nature. 

Communication interception attacks 

The most common software communication attacks fall into several categories and are 

designed to intercept and collect information during its transit. These types of attacks 

include sniffers, spoofing, pharming, and man-in-the-moddle attacks. 

Wireless network attacks 
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Jamming is also a type of DoS attack. It is an attack on wireless communication networks 

where attackers emit radio waves to interrupt or disrupt wireless communications. 

Unauthorized wireless access points (Rogue access points) are wireless access points that 

are installed on a network without the organization's permission. If these points are 

misconfigured, they become tools for evil twin attacks. 

 

An Evil-Twin attack uses an unauthorized access point that is configured so that its wireless 

network name is similar to any known or used network name in the organization. Careless 

users can inadvertently access a point that usually lacks any encryption and other security 

mechanisms, so attackers can easily carry out a man in the middle of an attack and intercept 

all of the victim’s confidential information. 

Recommendations for using wireless networks: 

- Do not use public wireless (WiFi) networks (in shops, hotels or other places) as there 

is no guarantee that these networks are not malicious. Such a network can be set up 

by anyone and does not require any special equipment. 

- Do not use public wireless (WiFi) networks, as they can also be easily accessed by 

attackers and intercepting information. 

- Even if a wireless network in a hotel or store is password-protected, more people 

know the password, so it's just as insecure as it is not. 

Near Field Communication (NFC) attacks. This communication technology, like any radio 

communication, is compromised by a person in the middle or by snooping attacks if the 

communication is not encrypted. NFC communication may be disrupted by radio signals of 

similar frequency (DoS attack). 
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Hardware failures and errors 

Hardware failures or errors occur when the manufacturer distributes equipment with a 

known or unknown defect. As a result of these defects, the system may not operate as 

intended, which affects the quality and availability of system services. 

Mean time between failures (MTBF) is the average time between failures of a continuously 

operating electrical equipment, circuit or system. Mean time to repair (MTTR) is the 

average time to repair a device after it has failed. 

The average repair time is relevant to the hardware that can be repaired. Computer 

hardware such as mice, keyboards, or even network switches, firewalls, and other network 

equipment are replaceable, not repairable. 

Software failures and errors 

Software failures and errors are far more common than hardware defects. In fact, many 

applications are released to the market with defects, which are then gradually repaired by 

the manufacturer. Sometimes combinations of certain software and hardware reveal new 

defects or certain specific failure conditions. Sometimes these defects are not design errors, 

but specifically leftover mechanisms, e.g. the back door, left behind by programmers for good 

or malicious incentives, has already been discussed. Be that as it may, these vulnerabilities 

left by programmers can become serious information security vulnerabilities. 

Software defects are so common and common that separate sites are designed to document 

them. E.g., SecurityFocus (https://www.securityfocus.com/), which provides the latest 

information about security vulnerabilities and a comprehensive archive of past errors. 

One of the keyways to protect yourself from these vulnerabilities is to keep your software up 

to date with updates from official manufacturers. 

Theft 

Theft is the misappropriation of the property of an organization or person: physical, 

electronic or intellectual. This threat is constant. The threat of physical theft of property can 

be relatively easily managed through a variety of means: door locks, security personnel, 

alarm and video surveillance systems, and so on. 
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Electronic theft, meanwhile, is harder to avoid because, unlike physical theft, it is not so easy 

to spot. If the thief is smart and hides the clues, the theft is often noticed too late when the 

damage has already been done. 

The development of technology and the popularity of the Internet of Things <...> are creating 

new challenges. Antivirus software, firewalls, and other cyber security tools are not able to 

prevent all cyber threats. Technological solutions cannot and do not fully protect against the 

emergence of new vulnerabilities and the ways in which they can be exploited. Raising 

people's awareness, IT literacy and critical thinking remains a key way to tackle cyber 

threats. 

Group discussion “Examples of social engineering attacks”.  

Demonstration and explanation of wishing attack:  https://youtu.be/lc7scxvKQOo 

Demonstrating how to recover passwords: https://youtu.be/Pd7x2bHVSAs 

Examples of “shoulder-to-shoulder” and “follow-up” attacks with explanations are provided. 

It is emphasized that the weakest link in the security chain is the human being. 

The discussion concludes with a summary: 

Recommendations for threat management of cyber incidents based on social 

engineering methods: 

• Hover over the link and check if the displayed website address is real; make sure the 

address is free of grammatical errors, the address name is logical and easy to read. 

• Make sure the session with the website is encrypted, i. y. an SSL certificate is used 

(website address must start with an https tag), use multi-factor authentication tools 

(e.g. password, mobile device, fingerprint). 

• Store your login passwords and do not keep them open in any way at work, on your 

computer or on your mobile phone. 

• Critically evaluate advertisements on the Internet and in e-mails (especially those 

offering great discounts); requests for remittances to be verified in other ways, such 

as by checking the circumstances by telephone. 

• Do not disclose the contents of documents, uploaded files, or software that you 

download or download from an untrusted source (for example, a source of illegal 

hardware). 

https://youtu.be/lc7scxvKQOo
https://youtu.be/Pd7x2bHVSAs
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• Not to take hasty actions, not to give in to emotions, to fully figure out the necessity 

of the actions you are asked to take. 

7. Lecture-discussion “Digital skills to increase data and systems security in 

healthcare”  

• Training results are summarized, focusing on the specifics of health care workers. 

• The requirements for the protection of personal data are recalled and it is pointed out 

that healthcare authorities practically always handle sensitive data. 

• Recalls the main methods of protection against attacks, "digital hygiene". 

• Employees' non-working activities are linked to the security of their workplace data. 

The political situation and threats are reviewed. The worst-case scenarios of the 

consequences of security incidents are considered, ranging from the loss of sensitive 

data to the failure of vital systems (eg smart cardiac pacemakers with connectivity). 

• Once again, specific measures to increase safety in the workplace are recalled. 

Self-assessment test No. 2 is based on sef-reflection  
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QUIZ: 

Question 1: 

What kind of personal data require specific protection (According to Article 9(1) of the GDPR)? 

a) All patient data 

b) Racial or ethnic origin, political opinions, religious or philosophical beliefs, union 

membership, and the processing of personal data related to health and sexual life 

c) Only health data 

 

Question 2: 

How working social engineering? 

a) Uses rools and procedures to trick users into making security mistakes or giving away 

sensitive information. 

b) Uses psychological manipulation to trick users into making security mistakes or giving 

away sensitive information. 

c) Uses technical equipment and programs to crack system and give sensitive information. 

 

Question 3: 

Someone left on your worktable nice looking USB. Your actions? 

a) I think this is a gift to me from a secret fan 

b) It can be Baiting social engineering attack. I wouldn’t use that USB. 

c) I would ask who it belongs to. If there was no host, I would pick him up 

 

Question 4: 

If you suddenly get a message while browsing the webpage, "our super good antivirus has 

detected a virus on your computer !!! Click here to scan your computer." Your actions: 

a) Of course I need to download the newest version of super good antivirus and scan my 

computer. 

b) This is scareware. I’ll do nothing and in the future will avoid this webpage. 

c) This is virus alert and I need to remove it immediately. 

 

Question 5: 

Which is a best solution for organization data security? 

i) Do not use your organization's passwords for non-work purposes; 

j) Use multi-factor authentication. 

k) Do not use the same or a similar password as you use on other sites; 

l) All of them 

m) Only a) and c). 
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ANNEXES 
Annex 1- Addendum for Chapter 5/Section 1 – Healthcare Simulation Dictionary  

Ref: Healthcare Simulation Dictionary property of The Society for Simulation in Healthcare (SSH), 

disseminate by Agency for Healthcare, research and quality) Suggested Citation: Lopreiato J O. 

Healthcare Simulation Dictionary. Rockville, MD: Agency for Healthcare Research and Quality; 

October 2016. AHRQ Publication No. 16(17)-0043. 

https://www.ahrq.gov/sites/default/files/publications/files/sim-dictionary.pdf 

Actor 

• In health care simulation, professional and/or amateur people trained to reproduce the 

components of real clinical experience, especially involving communication between 

health professionals and patients or colleagues (Australian Society for Simulation in 

Healthcare). 

Augmented Reality 

•  The combination of reality and overlay of digital information designed to enhance the 

learning process.  

• A spectrum of mixed-reality simulation that is part way between the real world and the 

virtual world.  

• A form of virtual reality that includes head-mounted displays, overlays of computer 

screens, wearable computers, or displays projected onto humans and manikins (D.R. 

Berryman et al; M. Bajura et al; H. Fuchs et al). 

Brief (Briefing) 

• An activity immediately preceding the start of a simulation activity where the 

participants receive essential information about the simulation scenario, such as 

background information, vital signs, instructions, or guidelines.  

• The information and guidelines given to faculty or simulated patients participating in a 

scenario to allow them to fully prepare for interactions with the participants. Briefing 

materials could include a handover, physician referral letter, or an ambulance call 

transcript. For example, at the start of the simulation scenario, participants receive a 

notification from ambulance personnel regarding a patient being transported to their 

facility with a gunshot wound. (Alinier, 2011; Husebø et al., 2012). 

https://www.ahrq.gov/sites/default/files/publications/files/sim-dictionary.pdf
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Clinical Scenario 

• A detailed outline of a clinical encounter that includes: the participants in the event, 

briefing notes, goals and learning objectives, participant instructions, patient information, 

environmental conditions, manikin or standardized patient preparation, related 

equipment, props, and tools or resources for assessing and managing the simulated 

experience. 

Computer-Based Simulation 

• A simulation-based learning activity designed to provide an experience with inputs and 

outputs exclusively confined to a computer, usually associated with a monitor and a 

keyboard or other assistive device. (Textbook of Simulation, 2012). Learners can complete 

specific tasks in a variety of potential environments, use information to provide 

assessment and care, make clinical decisions, and observe the results in action. Feedback 

can be provided during and after the interaction ( Durham & Alden, 2008). 

 • Facets of computer-based simulation include virtual patients, virtual reality task 

trainers, and immersive virtual reality simulation (Textbook of Simulation, 2012). 

Conceptual Fidelity 

• In health care simulation, ensures that all elements of the scenario relate to each other 

in a realistic way so that the case makes sense as a whole to the learner(s) (For example: 

Vital signs are consistent with the diagnosis). To maximize conceptual fidelity, cases or 

scenarios should be reviewed by subject matter expert(s) and pilot-tested prior to use 

with learners (Rudolph et al., 2007; Dieckmann et al., 2007). 

Distributed Simulation 

• The concept of simulation on-demand, made widely available wherever and whenever 
it is required; DS provides an easily transportable, self-contained ‘set’ for creating 
simulated environments, at a fraction of the cost of dedicated, static simulation facilities 
(Kneebone et al, 2010). 

Environmental Fidelity 

• The degree to which the simulated environment (manikin, room, tools, equipment, 

moulage, and sensory props) replicates reality and appearance of the real environment. 

Facilitator (Simulation Facilitator)  
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An individual who is involved in the implementation and/or delivery of simulation 

activities. For example, faculty, educators, etc.  

• An individual that helps to bring about an outcome (such as learning, productivity, or 

communication) by providing indirect or unobtrusive assistance, guidance, or supervision.  

*Fidelity 

• The degree to which the simulation replicates the real event and/or workplace; this 

includes physical, psychological, and environmental elements.  

• The ability of the simulation to reproduce the reactions, interactions, and responses of 

the real-world counterpart. It is not constrained to a certain type of simulation modality, 

and higher levels of fidelity are not required for a simulation to be successful.  

• The level of realism associated with a particular simulation activity; fidelity can involve 

a variety of dimensions (Meakim et al., 2013): 

Conceptual Fidelity 

 • Ensures all elements of the scenario or case relate to each other in a realistic way, so 

that the case makes sense to the learners (e.g., vital signs reflect the diagnosis). Physical/ 

Environmental Fidelity  

• Factors such as environment, manikins, room, moulage, equipment, noise, and/or 

props. Psychological Fidelity 

 • Factors such as emotions, beliefs, and self-awareness of participants; the extent to 

which the simulated environment evokes the underlying psychological processes that are 

necessary in the real-world setting for the participant. The degree of perceived realism, 

including psychological factors such as emotions, beliefs, and self-awareness of 

participants in simulation scenarios. (Dieckmann, Gaba, & Rall, 2007; Kozlowski & 

DeShon, 2004). 

Haptic (Haptics) 

• In health care simulation, refers to devices that providing tactile feedback to the user. 

Haptics can be used to simulate touching, palpating an organ, or body part, and the 

cutting, tearing, or traction on a tissue.  

• Devices that capture and record a trainee’s ‘touch’ in terms of location and depth of 

pressure at specific anatomical sites (McGaghie et al, 2010; Jackson et al). 
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Health Care Simulation 

• A technique that creates a situation or environment to allow persons to experience a 

representation of a real health care event for the purpose of practice, learning, 

evaluation, testing, or to gain understanding of systems or human actions (Society for 

Simulation in Healthcare).  

• The application of a simulation activity to training, assessment, research, or systems 

integration toward patient safety (Society for Simulation in Healthcare). 

Hybrid Simulation 

In health care simulation, hybrid simulation is most commonly applied to the situation 

where a part task trainer (e.g., a urinary catheter model) is realistically affixed to a 

standardized/simulated patient, allowing for the teaching and assessment of technical 

and communication skills in an integrated fashion (Kneebone, Kidd et al, 2002).  

• The use of two or more simulation modalities in the same simulation activity (Zulkepli, 

et al., 2012). 

Incognito Standardized Patient 

• A person who plays a role as a patient in real health care situations, while the health 

care workers in those situations are unaware of the fact that the person is not a real 

patient (Rethans et al., 2007). 

Interactive Model or Simulation 

• Simulating a situation in which the outcome varies depending on human participation 

(Thomas). This allows humans to practice different sets of actions in order to learn the 

correct response to an event. 

Just-in-Time Simulation 

• A method of training that is conducted directly prior to a potential intervention 

(Palaganas, Maxworthy, Epps, & Mancini, 2015). The training that is utilized is “just in 

time” at the “place near the site of the potential intervention” (Palaganas, Maxworthy, 

Epps, and Mancini, 2014). 

Live, virtual, and constructed (LVC) simulation 

• A broadly used taxonomy describing a mixture of simulation modalities; a live simulation 

involves real people operating real systems; a virtual simulation is where a real person 



 

 

Erasmus+ project 2020-1-PL01-KA202-081387 

 
 

152 

 

operates simulated systems; and a constructed simulation does not involve real people 

or real systems, but instead consists of computer programs that create an environment. 

(Sokolowski & Banks, 2011). 

*Manikin (also Mannequin) 

A life-sized human like simulator representing a patient for health care simulation and 

education (Palaganas, Maxworthy, Epps, & Mancini, 2015). 

 • Full or partial body representation of a patient for practice.  

• Full or partial body simulators that can have varying levels of physiologic function and 

fidelity. 

Manikin-based Simulation 

• The use of manikins to represent a patient using heart and lung sounds, palpable pulses, 

voice interaction, movement (e.g., seizures, eye blinking), bleeding, and other human 

capabilities that may be controlled by a simulationist using computers and software 

Mixed Simulation (Mixed Methods Simulation) 

• The use of a variety of different simulation modalities; this is differentiated from hybrid 

simulation in that it is not characterized by the combining of one type of simulation to 

enhance another, but rather the use of multiple types of simulation in the same scenario 

or place. For example, a standardized patient (SP) and a mannequin are used in a scenario 

or a task trainer paired with an SP for venipuncture, etc. (Society for Simulation in 

Healthcare). 

Prepackaged / Preprogrammed Scenario 

• A scenario where a script will assign initial values (such as heart rate, blood pressure, 

emotional state, or concern) at the start of the scenario that will require specific actions 

by the participant or certain time frames, for the scenario to transition to the next state 

(Palaganas, Maxworthy, Epps, and Mancini, 2015). 

Procedural Simulation 

• The use of a simulation modality (for example, task trainer, manikin, computer) to assist 

in the process of learning to complete a technical skill(s), or a procedure, which is a series 

of steps taken to accomplish an end (International Nursing Association for Clinical 

Simulation and Learning, 2016). 

Process-Oriented Simulation 
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• In health care, the use of simulation to examine the process of care rather than the 

outcome of care. For example: using simulation to re-create an emergency in a patient 

area to see what latent safety threats exist, such as poor availability of patient equipment, 

inadequate emergency call buttons, or unsafe obstacles. 

Role Player 

• One who assumes the attitudes, actions, and discourse of (another), especially in a make-

believe situation, in an effort to understand a differing point of view or social interaction. 

For example: Nursing students were given a chance to role play a patient or a surgeon. 

This term is sometimes used interchangeably with the terms ‘simulated’ and 

‘standardized patient’ and may include medical, nursing, or other health professionals. 

(Victorian Simulated Patient Network). 

Scenario 

• In health care simulation, a description of a simulation that includes the goals, objectives, 

debriefing points, narrative description of the clinical simulation, staff requirements, 

simulation room set up, simulators, props, simulator operation, and instructions for 

standardized patients (Alinier, 2011).  

• A deliberately designed simulation experience (also known as a case) that provides 

participants with an opportunity to meet identified objectives. (International Nursing 

Association for Clinical Simulation and Learning, 2016).  

• The scripts, stories, or algorithms created for instructing the participants, including the 

simulators (human or robotic), on how to interact with the students. 

Screen - based Simulation 

• A simulation presented on a computer screen using graphical images and text, similar to 

popular gaming format, where the operator interacts with the interface using keyboard, 

mouse, joystick, or other input device. The programs can provide feedback to, and track 

actions of learners for assessment, eliminating the need for an instructor (Ventre & 

Schwid, in Levine, Chapter 14). 

Simulated-Based Learning Experience 

• An array of structured activities that represent actual or potential situations in education 

and practice. These activities allow participants to develop or enhance their knowledge, 

skills, and attitudes, or to analyze and respond to realistic situations in a simulated 

environment. (Pilcher, Goodall, Jensen, et al., 2012). 

Simulated Patient (SP) 
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• A person who has been carefully coached to simulate an actual patient so accurately that 

the simulation cannot be detected by a skilled clinician. In performing the simulation, the 

SP presents the gestalt of the patient being simulated; not just the history, but the body 

language, the physical findings, and the emotional and personality characteristics as well 

(Barrows, 1987). Often used interchangeably with standardized patients in the USA and 

Canada, but in other countries simulated patient is considered a broader term than 

standardized patient, because the simulated patient scenario can be designed to vary the 

SP role in order to meet the needs of the learner. 

• An individual who is trained to portray a real patient in order to simulate a set of 

symptoms or problems used for health care education, evaluation, and research (Society 

for Simulaton in Healthcare).  

•  SPs can be used for teaching and assessment of learners including but not limited to 

history/consultation, physical examination, and other clinical skills in simulated clinical 

environments Association of Standardized Patient Education (ASPE). SPs can also be used 

to give feedback and evaluate learner performance (Association of Standardized Patient 

Education). 

Simulation 

• A technique that creates a situation or environment to allow persons to experience a 

representation of a real event for the purpose of practice, learning, evaluation, testing, 

or to gain understanding of systems or human actions. • A strategy in which a particular 

set of conditions are created or replicated to resemble authentic situations that are 

possible in real life. Simulation can incorporate one or more modalities to promote, 

improve, or validate a participant’s performance. (Gaba,2004).  

•  An educational technique that replaces or amplifies real experiences with guided 

experiences that evoke or replicate substantial aspects of the real world in a fully 

interactive manner (Gaba, 2004).  

•  A pedagogy using one or more typologies to promote, improve, or validate a participant’s 

progression from novice to expert. (Meakim et al., 2013).  

•  The application of a simulator to training and/or assessment. (Society for Simulation in 

Healthcare). • A method for implementing a model over time. 

Simulation-Enhanced Interprofessional Education / (Sim-IPE) 

• The education of health care professionals with different but complementary knowledge 

and skills in a simulation environment that promotes a collaborative team approach. 

Simulationenhanced interprofessional education (Sim-IPE)occurs when participants and 

facilitators from two or more professions are engaged in a simulated health care 
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experience to achieve shared or linked objectives and outcomes (Decker, et al., 2015). It 

is designed for the individuals involved to….“learn about, from and with each other to 

enable effective collaboration and improve health outcomes” (World Health 

Organization, 2012). 

Simulation Reliability 

• The consistency of a simulation activity, or the degree to which a simulation activity 

measures in the same way each time it is used under the same conditions with the same 

participants. 

Simulation Validity 

• In health care simulation, the quality of a simulation or simulation program that 

demonstrates that the relationship between the process and its intended purpose is 

specific, sensitive, reliable, and reproducible (Dieckmann, 2009; Society for Simulation in 

Healthcare). 

Simulator 

• A setting, device, computer program or system that performs simulation (Hancock et al, 

2008).  

• Any object or representation used during training or assessment that behaves or operates 

like a given system and responds to the user’s actions (Society for Simulation in 

Healthcare).  

• A device that duplicates the essential features of a task situation. A simulator generally 

has three elements – a modelled process which represents, emulates, or otherwise 

simulates a real-world system; a control system; and a human-machine interface which is 

representative of the inputs found in the real-world system (Australian Department of 

Defense). Examples include manikins and part-task trainers. 

Situational Awareness 

• Situation awareness (SA) is the perception of environmental elements within time and 

space, and a perception of their meaning; it involves being aware of what is happening 

around you to understand how information, events, and your own actions impact the 

outcomes and objectives. 

• A field of study concerned with understanding of the environment critical to 

decisionmakers in complex, dynamic areas; situational awareness refers to the degree 

to which one’s perception of a situation matches reality.  

•  The awareness of fatigue and stress among team members (including oneself), 

environmental threats to safety, immediate goals, information sharing, and the 
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deteriorating status of the crisis or patient. Most commonly used in the context of crisis 

resource management training (Hancock et al, 2008). 

Standardized Patient (SP) 

• A person who has been carefully coached to simulate an actual patient so accurately that 

the simulation cannot be detected by a skilled clinician. In performing the simulation, the 

SP presents the gestalt of the patient being simulated; not just the history, but the body 

language, the physical findings, and the emotional and personality characteristics as well 

(Barrows, 1993).  

• An individual trained to portray a patient with a specific condition in a realistic, 

standardized, and repeatable way and where portrayal/presentation varies based only on 

learner performance; this strict standardization of performance in a simulated session is 

what can distinguish standardized patients from simulated patients.  

•  SPs can be used for teaching and assessment of learners, including but not limited to 

history/consultation, physical examination, and other clinical skills in simulated clinical 

environments Association of Standardized Patient Educators (ASPE). SPs can also be used 

to give feedback and evaluate learner performance (ASPE).  

•  An individual who is trained to portray a real patient in order to simulate a set of 

symptoms or problems used for health care education, evaluation, and research (Society 

for Simulation in Healthcare). More commonly used in the USA and Canada in large part 

because SPs participate in high-stakes assessments in which SP responses to the learner 

are standardized. In recent years, as SPs have been included in more formative teaching 

scenarios, its meaning has become interchangeable with the term simulated patient. 

Standardized Patient Simulation 

• A simulation using a person or persons trained to portray a patient scenario or actual 

patient(s) for health care education (Society for Simulation in Healthcare).  

• A modality used for the purpose of practice, learning, assessment, or to gain an 

understanding of systems or human actions in which standardized (or simulated) patients 

play a central role. 

State 

• A term used when programming manikins; state variables may include vital signs, monitor 

readings, body sounds, and verbalizations made by the simulator. 

Synthetic Learning Technologies 
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• The technologies used in synthetic or simulated learning environments, including 

manikin; computer-based virtual reality; haptics; actors; simulated patients; part-task / 

task trainers; hybrid; and video (Australian Society for Simulation in Healthcare). 

Task Trainer / Part-Task Trainer / Partial Task Trainer 

• A device designed to train in just the key elements of the procedure or skill being learned, 

such as lumbar puncture, chest tube insertion, central line insertion or part of a total 

system, for example, ECG simulator (Center for Immersive and Simulation Based Learning; 

Levine et al, 2013).  

•  A model that represents a part or region of the human body such as an arm, or an 

abdomen. Such devices may use mechanical or electronic interfaces to teach and give 

feedback on manual skills such as IV insertion, ultrasound scanning, suturing, etc. 

Generally used to support procedural skills training; however they can be used in 

conjunction with other learning technologies to create integrated clinical situations 

(Australian Society for Simulation in Healthcare). 

Technical skills 

• In health care, the knowledge, skill, and ability to accomplish a specific medical task; for 

example, inserting a chest tube or performing a physical examination. 

Technology-Enhanced Health care Simulation (encompasses high-and low-technology health care 

simulation) 

• A group of materials and devices created or adapted to train health care professionals in 

a simulated environment. Examples include such diverse products as computer-based 

virtual reality simulators, high-fidelity and static mannequins, plastic models, live animals, 

inert animal products, and human cadavers (Cook et al., 2011).  

•  An educational tool or device with which the learner physically interacts to mimic an 

aspect of clinical care for the purpose of teaching or assessment. 

Typology 

• The classification of different educational methods or equipment; for example, 3-

dimensional models, computer software, standardized patients, partial-task trainers, or 

high-fidelity patient simulators (Meakim et al., 2013). 

Virtual Patient 

• A representation of an actual patient. Virtual patients can take many forms such as 

software-based physiological simulators, simulated patients, physical manikins, and 

simulators, (Ellaway, Poulton, Fors et al., 2008). 
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• A computer program that simulates real-life clinical scenarios in which the learner acts as 

a health care provider obtaining a history and physical exam, and making diagnostic and 

therapeutic decisions (Australian Society  

• for Simulation in Healthcare).  

Virtual Reality 

• The use of computer technology to create an interactive threedimensional world in which 

the objects have a sense of spatial presence; virtual environment and virtual world are 

synonyms for virtual reality (Department of Defense Modeling and Simulation Glossary). 

•  A computer-generated three-dimensional environment that gives an immersion effect. 

Virtual Reality Environment 

• A wide variety of computer-based applications commonly associated with immersive, 

highly visual, 3D characteristics, that allow the participant to look about and navigate 

within a seemingly real or physical world. It is generally defined based on the type of 

technology being used, such as head-mounted displays, stereoscopic capability, input 

devices, and the number of sensory systems stimulated (Australian Society for Simulation 

in Healthcare). 

Virtual Reality Simulation 

• Simulations that use a variety of immersive, highly visual, 3D characteristics to replicate 

real-life situations and/or health care procedures; virtual reality simulation is 

distinguished from computer-based simulation in that it generally incorporates physical 

or other interfaces such as a computer keyboard, a mouse, speech and voice recognition, 

motion sensors, or haptic devices (Australian Society for Simulation in Healthcare). 

Virtual Simulation 

• A simulation involving real people operating simulated systems. Virtual simulations may 

include surgical simulators that are used for on-screen procedural training and are usually 

integrated with haptic device(s) (McGovern, 1994; Robles-De La Torre, 2011). 

 
 


